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OnbIT NONyYeHUss MaTpUL, MaKCMMYMa feTepMUHaAHTA
OMLMKNINYECKUX CTPYKTYP Ha OCHOBE C/lyYauHbIX
nocneaoBaTe/lbHOCTEN KBAHTOBOM reHepauum
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aCaHKT-leTepbyprckuii rocyaapCTBEHHbIN YHUBEPCUTET adpOKOCMUYECKOro npubopocTpoenus, b. Mopckas yn.,
67, CankT-lleTepbypr, 190000, PO

BBegeHue: ovuck MaTpuL MakCuMyMa JEeTEPMUHAHTA C ABYMS 3HAYEHUAMM SNIEMEHTOB 1 1 —1, ABNSACH 3agayeii TpYA0eMKOH, MOXET
6bITb YPOLLEH BHECEHUEM OTPaHNIEHNIA HA X CTPYKTYPY. [T0MCK MaTpUL Ha OCHOBE BULIMKITMYECKUX CTPYKTYP TPEBYET 60IbLLUMX TPYH03a-
TPpaT npu Mog6ope nap cayyanHbix NOCAE[0BaTENbLHOCTEN, NOPOXAAOLMX 6I0KN 6UUMKIIA. Lenib: mokasaTe pa3BuTHe Teopum 1 0606Le-
Hue ceMesicTB MaTpuL MakcUMyMa AeTEPMUHAHTA Mpyu uKCaLmMn ux CTPYKTYPHbIX MHBaPUAHTOB. [TpOBEPUTL BO3MOXHOCTD MOJyYEHUs
MaKCUMasbHbIX Pa3MePOB OPTOrOHAa IbHbIX [MOCE[0BATENIbHOCTEH, KOTOPbIE MOXHO M3BJIEYb MPY KBAHTOBOW reHepaLm A/ MOCTPOEHMUS
MaTpuLbl MakcuMyMa AeTepMuHanTa. ConocTaBuTb ClyyaliHble MoCie0BaTeIbHOCTH, M10J1yYyaeMble U3 TpaHCrno30Hos B [JHK v ¢ Bbixoga
KBaHTOBOIO reHepaTopa. Pe3ynbTaTbl: NPEAJIOXeHO Pa3BUTUE TEOPUU M 06OBLLEHNE CEMENCTB MATPUL MaKCUMyMa AETePMUHAHTA Mpu
(mkcaLmm ux CTPYKTYPHbIX MHBAPUAHTOB. [aHbl paclunpeHHbie ONPeaeneHns MaTpUL OMTUMAsbHOO AU3aliHa, afaMapug0B, MEPCEHHN-
JBOB 1 IKCTPEMaTIbHbIX GULMKITNYECKUX CTPYKTYp. BBEeHbI onpegenieHus nieya MaTpuLbl GULMKINYECKOH CTPYKTYpbI 1 ero pasmepa. Onu-
CaHbl Pe3ynbTaTbl MPOBEAEHHbIX KOMIbIOTEPHbIX IKCITEPUMEHTOB C OFHUM MUIIMOHOM CITyYasiHbIX 0CAe[0BaTeNbHOCTEN AmHbl 100,
CreHepupOBaHHbIX Ha KBAHTOBOM reHepaTope 1 Mo3BOJIMBLUMX MOJTYYUTb PAHEE HEU3BECTHbIE MATPULbl MAKCUMYMa ieTEPMUHAHTA Ha
ropsAKax, OTIMYHbIX OT afaMapoBbiX. TpaKTUYecKas 3HaYNMOCTb: OPTOroHasbHbIE MATPULbI M MATPULbI MaKCUMyMa [ETePMUHAHTA,
ABJIASICL CPE3aMu OPTOrOHAJIbHOMO MMNEPO6bEKTE, 3HAYUTEILHO PACLUMPSAIOT CEMENCTBO MaTpuy Afamapa, KOTopblie UMET 60/IbLIoE
NPaKTUYECKOE 3HaYEHMeE [171S1 3aay 0OPTOrOHasIbHbIX MPeo6pasoBaHuMii UHHOPMaLN B TESIEKOMMYHUKALUSIX.

KnioueBbie cnoBa — KBaHTOBas reHepalus, Cﬂy'-laﬁHbIe yucna, Cﬂy'-laI:iHble rnocsiefoBatesibHOCTH, MaTpulbl MakCuMyma getepmu-
HaHTa, KOHCTPYKUUn matpu, 6uyMKInYeckne marpunibl.

JuaamurupoBanusa: Bocrpukos A. A., Ceprees A. M., Banonus I0. H., Kypraruxk JI. B., Peixos K. 0. OnbiT nonyyenus maTpui; Makcumy-
Ma JeTepMHUHAaHTa OUIIHKINIECKUX CTPYKTYP Ha OCHOBE CIIy4YalHBIX I10CJIEe[0BATEIbHOCTEH KBAHTOBOM reHepanuu. Hrgopmayuonro-
ynpasasowue cucmemst, 2024, No 2, ¢. 2-8. doi:10.31799/1684-8853-2024-2-2-8, EDN: YOXUBL

For citation: Vostrikov A. A., Sergeev A. M., Balonin Yu. N., Kurtyanik D. V., Ryzhov K. Yu. The experience of obtaining the maximum
determinant matrices for two circulant structures based on quantum random number generation. Informatsionno-upravliaiushchie
sistemy [Information and Control Systems], 2024, no. 2, pp. 2-8 (In Russian). doi:10.31799/1684-8853-2024-2-2-8, EDN: YOXUBL

BBenenue

ManI/II_IbI MaKCHUMaJIbHOTO OeTepMHHAaHTa, AB-
AAACh MaTeMaTHYeCKUM OOBEKTOM MHOTHX Hayd-
HBIX uccienoBanuii [1-5], cerogusa yKe He TOJIBKO
OpencTaBAdl0T 3HAUUTEIbHBIM HAyYHBIM HJIH CO-
peBHOBaTeIbHBIH HHTepec [6—9], HO u mMHUpPOKO uc-
MONB3YIOTCS TPH IU(POBOH 06paboTke mH(MpOpPMA-
IUY B 3a7adyaX IIOMEX03aIIHUIeHHOT0 o0MeHa IIo
KOMMYHHUKAIIMOHHBIM KaHaJjlaM, YCTOHYHBOI'O KOp-
peNAINOHHOrO0 IIpHeMa CUT'HAJIOB B CHCTeMAax CBA3H
u ap. [10, 11]. [TosTomy pasBuTue Teopuu u 0600111€e-
HIEe CeMeMCTB MaTpuil MaKCuMyMa JeTepMHUuHaHTa,
B TOM YHCJIe IpU (PUKCAINH UX CTPYKTYPHBIX NHBA-
PHAaHTOB, ABIdeTCA 3a/ia4ell aKTyaJIbHOM.

Martpuipl MaKCUMaIbHOIO TeTepMUHAHTAa — KBaj-
paTHbIE MATPUIBI IPOU3BOIBHBIX IOPAIKOB 1L C dJIe-
MeHTamu 1 m -1 — cXogHBI ¢c MaTpuiaMu Axamapa.

Marpuner Agamapa [12, 13] H, nopagkan — Ma-
TPHIIBI ¢ 3eMeHTamMu 1 u —1, yI0BIeTBOPSIOIIHE yC-
nosuio oprororansHoctr HTH, = nl,. 3xecs I, —
eIUHUYHAA MaTPUIA TOTO Ke TopaAaka n = 4f, rme
t — HaATypaJbHOE YUCJIO.

Marpunsr Agamapa uMe0T MaKCUMAaJIbHBIN Je-
TepMUHAHT Ha YKa3aHHBIX nopankax 4¢. Ha nopan-
Kax, OTKPBIThIX ['oieem [14] u KpaTHBIX, Kpome 2,
IIPOCThIM YmcaaM b u 13, marpurbl Agamapa mpej-
CTaBUMBI B BHJie OUITUKINIECKON KOHCTPYKIIHHU

Tn: An/2 Bn/Z ,

T T
Bn/ 2 _An/ 2

tme A, , uB,, — IUEITYECKIE MATPHIIBI, obpasy-
eMble M3 IIOCJIENOBATEJIbHOCTEH a U b NIUHEI n/2,
pasMelaeMbIX HA MECTe WX MEePBBIX CTPOK, ITOCe-
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IYIOIIUM UX CIBUI'OM B KaKJOHU CIeAyIOIleld CTPOKe
BIPABO U MIEPEHOCOM TIOCTIEIHETO DIeMeHTa Ha Tep-
BYIO IO3UITHIO B 9TOU CTPOKE.

Martpuisr Aramapa cXOQHBI C MATPUIIAMH MaK-
CHMAaJIPHOTO JeTEepMUHAHTAa C dieMeHTamMu 1 m -1
TeM, YTO OHH TaKiKe HMeIOT MAaKCUMAaJbHBIA Je-
TepMuHaHT. OMHAKO MOPSAIKH, HA KOTOPBIX CyIIle-
CTBYIOT MATPHUIIhI MAKCUMAJIbHOTO JeTEePMHUHAHTA,
OTIIMYHBI OT aJaMapOBbIX, U 3TH MATPHUIIBI MOTYT
OBITH HE OPTOroHANBHBIMY [13, 14].

B samaue moayueHwus (IOCTPOEHUST) MATPHIL
ApmamMapa uw MaTpuI] MakKCHMyMa IeTepMHHaHTA
0OJIBIIIYI0 POJIb UTPAET CII0CO0 MOJIyYeHHUs IocJe-
JoBaTeIbHOCTEN U3 1 U —1, AJId Yero MCIOAb3YyIOT-
cA ciydailiHad reHepalusd, TeOPUd MOJeH U TPYIII,
ToukH ['aycca Ha o0beKkTax Bpalienud u ap. [15, 16].

IlepBass marTpuna OUIIUKINYECKOH KOHCTPYK-
UK, OTJAUYHAA OT TOJIEEBCKUX, UMEET IIOPAMIOK 68
(4 x 17), Bropag — nopaznok 100 [17]. Baemrre nmopa-
0K 68 oTimyaeTca yBeIHWYEeHHBIM pasMepoM OCHO-
BBI MaTpuIbl — 17.

TonbKO ANA TOJEEBCKUX Iap CYIIECTBYeT aJ-
TOPUTM IIEePEeMHOKEHUSI HX Mexmy cobout [18, 19].
Orcrona crenyer, YTO HAXOTUTH He TOJEEBCKUE I1a-
PBI HAZIO SKCIIEPUMEHTAIBHO, & 3TO CBOTUTCA K Te-
Hepaluu CIy4arHbIX IT0CIeJ0BATEIbHOCTEMH.

Ilens HacTodAMIElH PAOOTHI — MOKA3aTh BAHAHIE
KBAHTOBOU reHepaluy CIyUYalHbIX TOCIEI0BATEb-
HOCTEeH Ha Pe3yabTaTHUBHOCTH MOWCKA MATPHUI] MaK-
CUMyMa JIeTePMUHAHTA C OUIUKIHIECKUMH CTPYK-
TypaMu B OCHOBE.

Coco0bI reHepanuu CIayJIaiHbIX
nocjeaoBaTeJIbHOCTEH

ITonygyaembie ¢ TOMOIIBIO IIPOTPAMM HA KJIACCH-
YeCKOM KOMIIBIOTEpE CIydalHbIe ITOCIe[0BATEIhHO-
CTH SABJSIIOTCSI Ha CAMOM JeJie IICeBI0CAyYaiHbIMU,
UMEIOIUMHU PAJ TAKUX HEJOCTATKOB, Kak [20, 21]:

— OTpaHUYEHHBIH MEPHO, OIPee/IIeMbIi KOIn-
YeCTBOM IIOCJIENOBATEIbHOCTEH [0 Hayaia BOCIIPO-
HM3BOJCTBA OMHOM U TOH JKe II0CIe0BATEIbHOCTH;

— 3aBHCHMOCTH IIOCJIEHOBATEIbHBIX 3HAYEHUMH,
IIOCKOJIbKY, KaK IIPABUJIO, BBIYUCIAITCA C UCIIOJb-
30BaHMEM ITPEIbIAYIIEero 3HaYeHus reHepaTopa;

— 06paTUMOCTh — TMEPHOIUYHOCTH BOCIIPOH3BE-
JIIeHUA OJHOU U TOU jKe MOCJIef0BaTeJIbHOCTH U IP.

Pusnueckre reHEepPaTOpPbl CIYyYaWHBIX YHCEN
TeHEepUPYIOT ClIydaiHble IMOCIeI0BATEeNbHOCTH 3a
cueT U3MEPEHHs ITapaMeTPOB IIPOTEKAIOIHX (pU3H-
YecKHX IIporieccoB [22-25]. B kBaHTOBOM TexHUKe
9TH IPOIIECCHI, CBI3aHHBIE C TAKUMHU CHCTEMaMHU,
KaK aTOMBbI, MOJIEKYJIbI, DJIE€MEHTApHbIe YaCTHUIIbI
U T. II., ABJAAIOTCA UAeAJTbHBIMHU UCTOYHUKAMHU CJIy-
YauHOCTH.

CoBpeMeHHBIE TPOCTHIE W HEIOPOTHE reHepaTo-
pbl ciayuaiiabix mociemoBarenbHocTeid (I'CII) mmo-

CTPOEHBI, HAIIPUMED, Ha UCI0Ib30BAHUN KBAHTOBO-
r'0 OIITHYECKOTOo mpoiiecca. Takue KBAHTOBBIE Te€He-
paTopbl OPMUPYIOT BHIXOJHOM CIIydYaiHbIA IIOTOK,
B KOTOPOM He HabI0[aeTcsa KOPPEeadlui U BBIOJ-
HAIOTCS BCE CTATHUCTHYECKUE TECTHI CO CKOPOCTHIO
1o 10-16 Mé6wut/c [26]. I'CII Ha ocHOBe mOIyIPOBOI-
HHUKOBOTO Jia3epa ¢ KOPOTKUMU U PE3KUMH IIHKa-
MU MHTEHCHBHOCTH [27] o0ecnedynBarOT HA BBIXOZE
CAy4YadHYyI0 MOCIEI0BATEIBHOCTh CO CKOPOCTHIO JI0
12,5 T'6ur/c.

Bomnee cnoxupimu u goporumu I'CII moryT ciy-
JKUTH KBAHTOBBIE KOMITBIOTEPHI (IIPOIIeCCcophl), TAKKe
kak Advantage xommammum D-Wave (Kamama) wnwm
Eagle xomnanuu USTC (Kuraii), B KoTOpBIX reHepa-
WS CIyYaiHbIX [TOCIEN0BATEILHOCTEH pearnsyer-
¢ 3a CYeT OIpefieIeHUs COCTOTHUSI MHOKECTBa KY-
OGUTOB IIPHU pas3pyIIeHUN KBAHTOBOU CYIIEPIIO3UIIHH.

CemericTBa MmaTpuin Agamapa

AneMeHTApHBIM 0000IIIeHHEM MaTpPHIl AmaMapa
ABJATCSA KBA3HOPTOTOHAJIbHBIE MATPHUIILI CO 3HA-
YEHUSIMH Tapbl 3J€MeHTOB 1 W —b, yIOBJIETBOPSI-
OII[He YCJIOBHUIO A,?An =ol,, Tne ® — memnoe nian
BellecTBeHHoe (paIlMoHAIbHOe, UPPAIMOHAIBHOE)
YHCIIO.

IIpuBenennoe 060011IeHNE TTOPOKIAET CEMEHCTBO
marpuil Amamapa, IJs KOTOPOTO OHITUKIMYEeCKas
dopma sBiserca yauBepcanbHoi [28]. J[aa maTpuis
Anmamvapa IoBBINIEHNE TTOPSIKA CKa3bIBAETCA He Ha
paspeunnMocTy, a Ha BO3MOKHOCTH TOAAEP:KHUBATD
crreriupuIeCKyI0 CHMMETPHIO He CaMOM MATPHIIBI, a
oIepaiuy ¢ MaTpUllaMu.

IIpuBenem pacinupeHHBIE OIpeneIeHUsT MATPHIL
cemeiicTBa Ajamapa, BBeleHHbIE BIEPBbIe B HAyY-
HBIHN 060poT B pabore [28].

Onpedesnenue 1. MarpumamMu OITHMAILHOTO
muzaiiaa (O]l) xorcrpykrnun T, geTHBIX mopAnKOB
4¢ — 2 HA3BIBAIOT MATPHUIILI, CXOJHBIE C MATPUIIAMHU
Apmamapa TeMm, 4TO cpeayr MATPHIL C OrPAHNUYEHHBI-
MU II0 BeJIMUYUHE djeMeHTaMu (He 0oJiee equHUIIbI)
OHU DKCTPEMANbHLI — HUMEIOT CaMbIH GOJIBIION Jie-
TEePMUHAHT.

Takne MATPHUIIBI HE MOTYT OBITH OPTOTOHAJIbHBI-
MH, 5TO JOKa3aa AjgamMap, HO OHM OPTOTOHATIU3YEMbI
COBMECTHBIM WM3MEHEHUEM BeJIWUYHHBI 3JI€MEHTOB
OHOTO 3HaKa. HBIMHU cjl0BaMHu, OHU HE CTOJb Ja-
JIEKO OTCTOSIT OT aJaMapoBBIX U 06pas3yioT ¢ HUMU
OJTHO CEMEMCTBO ONTUMAJIbHBIX MATPHII.

Onpedenenue 2. «Agamapumamu» OymeM Hasbl-
BaTh MaTpPHUIbI IIOPAAKOB 4¢ + 1, mongydaeMmble U3
aaMapoBbIX OHUITUKIOB H06aBIeHHeM MOHOTOHHOM
Ka¥Mbl U3 1 B CTPOKE CBEpPXy M B CTOJOIE CJIeBa,
TIepBBIH (YIII0BOM) DIIEMEHT KOTOPBIX paBeH —1.

Takue MaTpuIlbl, KpOMEe MaTPHI] Ha HOPAIKAX,
paBHBIX MepBbIM mATH ynciam Pepma, HE CTPOTO
OITHMAJBHEI 110 [eTepMuHAHTY [29].
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Onpedenernue 3. <\MepcenHumamu» OymeM Ha3bI-
BaTh AHAJOTHYHbIE MATPHUIILI MOPAAKOB 4f— 1, Ha
enuHUIY 60sbIInX, ueM mopagku marpur OZ1.

OxHako ciaexyer oTMeTHTh, uTo Marpuiibl O]
CYII[EeCTBYIOT He BCerja, Toraa Kak sKCTpeMabHbIe
MAaTPHUIIBI, TOCTPOEHHBLIE HA OCHOBE OUIIUKJINYE-
CKOM CTPYKTYPBI ¢ KAaWMOMH, CyIIeCTBYIOT AJ BCEX
mopaakoB 4¢ — 1. B Hux 3aBe1oM0 He BXOIAT IOPAI-
KU, paBHbIE YHCJIAM, Ha €JUHUILY MEHBIIUM YHCET
depma, MOCKOJBKY OHM IIPHUHAIJIEKAT aJaMapu-
oam.

JKCcTpEeMaabHbI€ OUITHKJINIECKHE
MaTpPHIIbI

Crporo onTuMaJbHBIE II0 JAETEPMUHAHTY Ma-
TPHUIIBI HEYETHBIX IMOPATKOB, OTIIMYHBIX OT YHCEJ
®Pepma, HEOTPAHUIEHHO YCIOKHAIOTCSI C POCTOM TI0-
paakos [15].

Onpedenernue 4. Ilnedom 6urukmia 6ymemM Ha3bI-
BaTh MUKIWYECKul 610k A, , unu B, ,, pasmep mie-
Ya COCTABISIET MOJOBUHY MOPSAAKA OUITHKIA — n/2.
B HacrodIee BpeMa JOCTOBEPHO M3BECTHA U JOKA-
3aHa 9KCTPEMaIbHOCTb MATPHII, HE MIPEBBIIIAIOINX
KPUTHUYECKOr0 pazMepa Ireda 13.

Boonme oxumaemo, uro Ha mopsaake 36 mpeamno-
JaraioTcsa mpobeMbl TTIOMCKA OCHOBBI IS HAJOKe-
HUSA KaWMbl, HO OHHM €CTh U JJsd BIIOJHE 06e300m-
HBIX TOJIEEBCKUX MOPAAKOB 32 1 64, MOCKOIBKY 33 U
65 — ne uncia Pepma.

Beuay pesxoro pocra TpymHOCTEH OmpaBAaH
nepexonq K 6osee y3KOMYy KJIacCy MaTPHII, DKC-
TpeMaabHBIX Ha OUIUKINYECKOH CTPYKType
¢ xaimoii. [Ipumep Takoit MaTpuilbl IPUBEAEH HA
puc. 1, rme BBIEJEHBI MOHOIIUKJIWYECKUE GJIOKU
u KauMma.

31ech eIUHUYHBIE BJIEMEHThI MATPUIIBI C II0JIO-
JKUTEIbHBIM 3HAKOM IIPECTABIIEHbBI 6€JIBIM IIBETOM,
3JIEMEHTBI C OTPHUIIATEIbHBIM 3HAKOM — KPACHBIM
IIBETOM.

B Puc. 1. Tloprper 6urukia ¢ Kaimort
B Fig. 1. Portraits of bicycle with border

Onpedenenue 5. Marpuny T, Gynem HasbIBaTh
SKCTpeMaTbHbIM OuITHKIOM [28] B TOM ciy4ae, eciau
OHA C HOPMAaJIN30BAHHOU KaMOU

1 et
[T,11]= ,
n+l e T

n

I7ie Bce 3JIeMEeHThI BEKTOpa € paBHBI eTUHUIIE, HMe-
eT MaKCHMyM JeTepMHHAHTa HA MHOKECTBE Ma-
TPHI] ¢ TAKOU CTPYKTYPOH.

YpaBHeHue opHamMeHTa maTpuil [15, 16] 6asu-
pyercsa Ha Toukax ['aycca ceduenus gainu napabo-
nouga x2 + y2 = h Ha BwICOTax h, rge h = n pnsa
marpun Agamapa u h = 2n — 2 gusa marpurg O/
Onpuako uu marpun Agamapa, au matpur Ol 6u-
MUKJINYECKOM KOHCTPYKIIMH MOMKET W He Cylle-
cTBOBaTh. Hampumep, HeT OUIIUKINYECKHUX Ma-
Tpun Azamapa Ha nopsagkrax 36 u 72, X0TA TOYKHU
l'aycca umerorc4.

B tom cayuae, korga et Touek I'aycca misa 3a-
JAHHOTO MIOPSIKa, OHU OIIPEeISTI0OTCS Ha BhIcoTe A,
Ha KOTOpO# cyIlecTByioT. Torma 3amada CBOTHUT-
cid K BBISICHEHHUIO: SIBJISETCS JIU 9TO KOJBIIO Cpe-
3a mapabosouga OMMKAUIIHM HUJIAX OHO OTCTOMT
MOAAJIbIIIe.

JKcTpeManbHble OUIUKIBI W IOJydYaeMble W3
HHUX MATPHUIILI O0JIBIIUX IeTEPMHUHAHTOB HEYETHBIX
MOPSITKOB XOPOIIIO BIIUCHIBAIOTCS B OOIIUM KOHTEKCT
3a/1a4¥ Ha OITHUMAJBHOCTh U JOMOJTHAIOT cO060i Ma-
rpuisl Agamapa u OJl, oriryasnch oT HUX WHBAPH-
a"TamMu ky = U -x)/2, ky= (-y)/2, sanaomumMu
KOJIMYECTBO HJIEMEHTOB CO 3HAYeHuEeM —1 B CTPOKax
eromed A, ,u B, , pasmepa v.

Hnst cepuit OUITMKINYECKHUX MaTPUI] HA MTOPSI-
Kax AgaMapa B KaueCcTBe OMOPHBIX BBICOT GepyTcs
pasMepbl Tex caMbIX H30pPAHHBIX CEMEHCTB, KyIa
BiaokeHbl umcia Pepma (MUHYC eIWHUIIA, KOTO-
pas oTBedaeT pasMmepy Kaumbl: 17 -1 = 16 u 1. 1.).
OrcyrcTBue OuiukiIa nopsaaka 36 camo 1mo cebe He
MeIllaeT HCII0Jb30BATh TOT IMOPSAA0K, HA KOTOPOM
eCThb peryasipHble MaTpuibl AmaMapa, HO CIIOK-
HOH CTPYKTYPBI JJIf pacuera WHBAPHUAHTOB CEPHUU
ourukaoB. UHBapuanTaMu ABAAIOTCA YHCIA, a He
Marpuilbl. HeBO3MOKHOCTh OPTOTOHAIW30BATEH OU-
UK C TAKUMH ITapaMeTPaMH I HUX He KPUTHY-
Ha, MOCKOJBKY HIIYTCS 3aBEIOMO HEOPTOTOHAJb-
HbIE MATPHUIILI OOJIBITUX [eTEPMUHAHTOB.

Benen 3a yuciom 36 g1 cMelmieHHBIX CEMEHCTB
TaKyIO K€ POJIb OIOPHOM BBICOTHI IJIs pacueTa KO-
opauHAT Touek l'aycca mrpaer mopamok 64, xoTa
rojieeBCKas Ilapa ycTymaeT O6JI0YHOH COCTABHOMH
CTPYKTYype ¢ Kaiimoii. TeM caMbIM /I BEIYUCIEHU
OpPHAMEHTAJbHBIX WHBAPUAHTOB WCIIOJb3YHTCS
POBHO Te 3Ke caMmble (POPMYJIBLI, YTO U [JIST MATPHI]
Anpamapa u O], Ho BbIcOTA h B HHX COOTBETCTBYET
BJIUSTEIHHOMY MOPSAIKY, CYIIECTBEHHO OTIUYHOMY
OT TIOPAKA MATPUIIHI.
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YcTaHOBIEHNE BEINYHH HHBApPHUAHTOB, XapakK-
TEepUu3yIIUX OJSKCTpeMaJbHOEe pelleHue, 3Ha4Yu-
TEJIbHO COKpaIlaeT aJropuTMBbI IIOUCKA, II0O9TOMY
IIPUBOOAUMBIE 31€Chb CBeJeHUd ABJATCAI HOBBIMHU 1
BaXHBIMH.

TecT mocIiemoBaTEILHOCTH
peryiIapyeMon IIHHbI

Hcnonp3oBanue CcIydalHBIX TOCIE€I0BATENb-
HOCTeH 111 (POPMHUPOBAHUS OPTOTOHAJIBHBIX Mac-
CHBOB WM UX OJIOKOB JaeT BO3MOYKHOCTH CYIUTH
110 pasperruMoMy MOPSAIKy Ha BBIOOPKE 3aJaHHOTO
o6beMa 0 eMKOCTH MacCCHBa CIyYaWHBIX YHUCENl U3
1 u-1. Ha cerogusa He ©3BECTHO 0 KAKUX-I100 pado-
Tax [0 U3MEPEHUI0 eMKOCTH IT0CJIeI0BATeIbHOCTEH
B MaTpPHIIAX.

Kpome cayuaiiHbIxX mociaemoBaTeIbHOCTEH, I0-
JIy4eHHBIX C KBAHTOBOTO reHeparopa, HampuMmep
Ha sperTe HHTEePPEPEHIIHH JTa3ePHBIX UMIYIb-
COB €O CaydauHou pasoi [27], sSKCIepUMEHTHI A1
CpaBHEHUA MPOBOAUIHUCH W C OHOJIOTHYECKUMU
IIOCJIeIOBATENIbHOCTIMU — C BBIOOPKAMH U3 IIO-
creposarenbuocteir Alu IHK [30]. [[auna Ttakux
mociaegoBaTeabHOCTed cocraBasgeT Bcero 300 To-
yek. MsBecTHo, uT0 OHU opmupyior 10 90 % re-
HeTHYEeCKOr0 KOJa, UTpasd CHeIrUuMUIECKyI0 POJb
CKOOOK IIpH IIePeHOCaX TeHEeTHUYEeCKOT0 MaTepua-
ma. Cxobka MokHA OBITH Y3HABAEMOM, IIODTOMY
oT Alu mosiyuyeH BLICOKHY ITOKa3aTelb «€MKOCTH»
B MaTpPHUIAX.

B3siB cremepupoBaHHY0 KBAHTOBBIM CIIOCOO0OM
41 000 Touek m3 ynces 1 u —1 1 yBesInamuBasa B 9TOM
mpenene Bei6opKy mauabt W = 1000, 2000 u T. .,

B Puc. 2. Iloprper Marpurisl Anamapa ¢ 6unukiom Jiie-
pa B KauecTBe OCHOBBI ¥ C IBOMHON KaMOH

B Fig. 2. Portrait of Hadamard matrix with Euler bicy-
cle and two borders

MOKHO HaGJII0aTh PA3PEIINMOCTh JaHHbBIX OUIIUK-
nom Oiinepa T,, aBndommUMca OCHOBOH MAaTpPHIIL
Amamapa c gBoiHO#M Kaimo# (puc. 2). Cummerpusa
OUIUKINYECKUX CTPYKTYp [17] moka He yuuThIBa-
eTcs.

W3 mepBBIX Ke DKCIEPUMEHTOB CO CIy4YaulHBI-
MH IIOCTIEJI0OBATEIbHOCTIMU CTAJIO0 fCHO, YTO IIOPH-
JIOK 22 TIpm 3aJaHHBIX IIapaMeTpax HAWUTH JIETKO.
IlombITKA TOAHATHCA Yepe3 YeThIpe MOPAAKa BhIIIe
110 n IIPUBOJIUT K KPUTHUUYECKOMY HOPAIKY 46, Korga
pellleHre eMUHCTBEHHO W HAWTH €r0 MOKHO yBeJH-
yeHHeM o0beMa JaHHBIX. OTO MO3BOJSIET CTPOUTH
3apucuMocThb n = f(max(W)) u ce1oM IporHo3upo-
BATh HYKHBIE 06beMbI JaHHBIX.

Mepcenuunsl, onucanHble paHee, yA0OHBI TEM,
4TO0 X OWIMKJI WMeeT TAKOH jKe IMOPSAMOK, YTO U
MaTPHULBI JIepa, HO OHKU He OPTOTOHANBHBI, H 9TO
TapaHTHPYeT SKCTPEMAaJbHBIA IeTePMUHAHT I
OUIIMKJIIA C KAWMOM.

Ecnu maTpuisl Oiiiepa — 9TO TUIHYHBINA OPTO-
TOHAJIBHBIN 6a3¥C IPU MOHUKEHUH YPOBHS 3JIeMeH-
Ta CO 3HAYeHWeM —1, TO MepCeHHubl — Oasuc u3
HEOPTOTOHATBHBIX BEKTOpPOB. Il HUX yKe mOpH-
IOK 42 oraspIBaeTcd KpUTUYHBIM. Benyr cebs stu
MAaTPUIlhl WHAYE: OHU UMEIOT BBICOKHI DKCIIECC —
O6anbIIui pasébpoc HEO6XOAUMBIX KoaudecTB 1 u —1.
Ha mopsimke 42 sToT pasdbpoc ompeaenseTcsa 3Hade-
HuAMH k) = 11 m ky = 8.

O6cy:xnenne

IlocronbRy ymenmo maTTepHOB (Y30pOB) BHYTpHU
OTrPaHMYEHHOM ITOCIE[OBATEILHOCTH TOKE OrPAHU-
YeHO, PAHO HMJIH IMO3IHO J00as I0CIe0BaTeIbHOCTh
reHeparopa ucuepnbisaercsi. Kpome Toro, npu pas-
HOMepHOM BbIXofie 1 u —1 ¢ reHepaTopa cayJaiHbIX
4Yrces BO3HHKAET HAPACTAIOMINY C POCTOM IOPAAKA
HMCKOMBIX MaTPHUIl KOH(QJIUKT B PA3IHYINN SKCIIECCOB
IIpU IIOUCKE MEPCEeHHUI0B, KOTOPOTO HET y OGHOJIOrU-
yecKux reHeparopos Ha ocHose [JHEK.

Brixom m3 3TOM CHTyanuu BHUAUTCI B CJIOMKE-
HUKU [AOBYX HOCJIeI[OBaTeJIBHOCTefI, mojy4daeMbIX
¢ TeHepaTopa CIy4YaWHBIX YWCEeI W U3 I0CJeo-
parenpHocteid Alu ITHK. ITonryuaembie nmpu sTom
TPHA YPOBHS IIO3BOJIAIOT 34 €IWHUIYy NIPUHUMATh
OIUH U3 HUX, MeHAA TeM CaMbIM BEPOATHOCTH IIO-
aBiaenuda 1 u -1.

Hcnons3oBanue Takoro crmocoba IT03BOJIHIIO
B YACTHOM DKCIIEPHMEHTE IIOJHITH Pa3PerInMbIH
HOPAIOK MepCceHHUIO0B ¢ 42 no 58, uTo paHee dBIA-
JIOCh HeJOCTUKHUMBIM pPe3yJbTaTOM IIPWU MHOI'OYHUC-
JICHHBIX IIOMCKAaX.

Onuako Tako# CIOCO6 CIIOKEHHS CIydYaHHBIX
IoCae0BaTeIbHOCTEeN HEeNb3s IPU3HATH JIYYIINM
pelieHreM, X0TeI0Cch ObI UMETh 00OPATHYIO CBSI3b HA
reHepaTop CIyYaHHBIX YUCEI. TO BXOIUT B OOIIHH
BBIBOJ] MCCIETOBAHU.
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3akaroueHue

HUcnonszoBarue kBaHTOBBIX I'CII m mociemo-
parensHocTed Alu JITHK [30] kak uCcTOYHHUKOB mO-
CJIel0BATEIbHOCTEH ¢ GOJBIIUM IIEPHOAOM U Hesa-
BHCHUMOCTBIO X (DPATMEHTOB CO3AeT YCIOBHUA IJIA
MIPOABUKEHUS B PEIICHUH 3a1a4 IIOUCKa HOBBIX Op-
TOrOHAJBHBIX MATPHI] K MATPHI] MAKCUMYMA JeTep-
MHHAHTA.

®opMUpOBAHKE ITUPOKOTO MPEII0KEHUT TAKUX
MaTpHUI[ HA PasIWYHBIX IOPIAKax obecledyrBaeT
BO3MOKHOCTD JIyUIIIero Bbibopa s 3amad oo6padbor-
KM MHQOPMALIUA B TEIeKOMMYHHUKALIMOHHBIX CH-
cTeMax W CBS3H.

OmnucaHHBIA IIpUEM CIOKEHHS ABYX CIydai-
HBIX II0CJIEIOBATEILHOCTEH MO3BOJIAET MEHATh KaK
BEPOATHOCTD, TAK U pasHooOpasue maTTepHOB, UC-
KYCCTBEHHO PAaCIIUPsAS BBIOOPKY 3a CYET BpPEMEHHU
paboTsI reHepaTopa.

AHOHCUPYS pPe3yIbTATHI BBIOJHEHHBIX HCCIIE-
IOBAHUM, MBI HE CIIEIIUM C OKOHYATEIHHBIMU BbI-
BOZIAMH, TTIOCKOJBKY 001acTh HOBA U TpedyeT 6osee
TINATENHHOTO WCCIEI0BAHUA CIOCO00B TeHepaluu
CIy4aWHBIX ITOCJIENOBATEILHOCTEH W UX BIUAHUSI

Ha pe3yJIbTaTUBHOCTH IIOMCKA MaTPHUIlT MaKCUMyMa
JAeTepMHUHaHTa BBICOKUX ITIOPAJKOB.

BaaromapaocTh

ABTODPBI BEIPAKAIOT 6JAT0JAPHOCTD COTPYIHUKY
MUCuC IllaxoBomy Pomany 3a mpemocraBiieHHbBIE
JUUIS TIPOBEIEHHBIX 9KCIIEPUMEHTOB CAyJalHble T0-
ciaepoBarenbHOCTH, creHepupoBanubie B MUCuC
B OWMHApHOM BHAEe Ha KBAHTOBOM TeHeparope
«KyPaiiT».

PduHaHCcHpoOBaHUE

Pa6ora sBbImONHEHA TIPU (PUHAHCOBOW IIOJI-
nep:xke MwuHMCTEpCTBA HAyKW M BBICIIEro obOpa-
3oBaHus Poccuiickoii Penmepaiuu, corialleHue
Ne FSRF-2023-0003 «®ymmameHTalibHBIE OCHOBBI
MIOCTPOEHUS ITOMEXO3AIUIIEeHHBIX CHCTEM KOCMHU-
4YeCKOU U CILyTHUKOBOM CBA3H, OTHOCUTEJIHHOU Ha-
BUTAI[UU, TEXHUYECKOTO 3PEHHA U adPOKOCMHUYE-
CKOT'O MOHHUTOPHHTA».
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Introduction: The process of finding the maximum determinant matrices with two values of elements 1 and -1 being a laborious task,
it can be simplified by introducing restrictions on their structure. Finding the matrices based on binary circulant structures is associated
with the laborious selection of pairs of random sequences that generate two circulant blocks. Purpose: To show the development of the
theory and generalization of families of maximum determinant matrices while fixing their structural invariants. To check the possibility
of obtaining the orthogonal sequences of maximum sizes that can be extracted during quantum generation to construct a matrix of the
maximum determinant. To compare random sequences obtained from transposons in DNA and from the output of a quantum generator.
Results: We propose the development of the theory and generalization of families of maximum determinant matrices while fixing their
structural invariants. We give extended definitions of optimal design matrices, hadamarides, mersennides and extremal two circulant
structures. We introduce the definition for the arm of the matrix of the binary structure and its size. The results of computer experiments
with 1 million random sequences of length 100 generated with a quantum generator are described, which allowed us to obtain previously
unknown matrices of the maximum determinant on non-Hadamard orders. Practical relevance: Orthogonal matrices and matrices of
the determinant maximum as the results of slices of an orthogonal hyperobject significantly expand the family of Hadamard matrices,
which are of great practical importance for problems of orthogonal transformations of information in telecommunications.

Keywords — quantum generation, random numbers, random sequences, maximum determinant matrices, matrix constructions, two
circulant matrices.
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Introduction: In the context of the increasing importance of vegetables and fruits as essential nutritional sources, the demand
for advanced computer vision-based fruit recognition technology within the supply chain has surged. This technology is critical at
various stages, including harvesting, grading, and quality control. Purpose: To develop advanced fruit recognition systems through the
integration of loT devices, such as cameras and sensors, with deep learning algorithms. Results: This research utilizes convolutional
neural networks to enhance fruit recognition capabilities by capturing intricate image features. We feed images of vegetables and
fruits into pre-trained deep learning models to extract their deep features. Among these models, ResNet152V2 is notable for its
robustness against noise and distortions, which makes it suitable for real-world applications. Its scalability allows it to handle larger
datasets and more complex tasks, consistently achieving high accuracy in recognizing fruits and vegetables, even under challenging
conditions. The dataset comprises around 31,000 images, spanning a diverse array of fruits and vegetables. The training process
utilizes techniques like GlobalAveragePooling2D, fully connected layers, dropout for overfitting prevention, and softmax activation,
culminating in an impressive accuracy of 98.01% for ResNet152V2 after 20 epochs. This surpasses the performance of a basic
convolutional neural network model, which achieves 88.3%. Notably, when deployed on mobile platforms and Raspberry Pi 4,
identification times are recorded at 4.3 seconds and 2.25 seconds, respectively. Concurrently, we develop both application software
and an Internet of Things hardware system to monitor and enhance the fruit and vegetable recognition process. Practical relevance:
The research addressed the fruit and vegetable recognition challenge by employing the ResNet152V2 deep learning model along with
a dataset sourced from online and field channels. It achieved high accuracy, swift time series prediction, and the development of cost-
effective, durable Internet of Things application hardware.

Keywords — fruit and vegetable recognition, deep learning, machine learning, ResNet152V2.
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Introduction

Vegetables and fruits are important food sourc-
es for humans, providing essential nutrients such
as vitamins, minerals, fiber, and antioxidants,
which can positively impact human health [1-3].
In contemporary times, there has been a notable
surge in the demand for fruit consumption, neces-
sitating the adoption of modern production and
processing techniques. Consequently, fruit recog-
nition technology has emerged as a pivotal compo-
nent within the fruit supply chain, finding appli-
cations at various stages. During the harvesting
phase, it aids farmers in pinpointing the optimal
time for harvest, thereby ensuring the superior
quality of fruits. Moreover, during the grading
phase, fruit recognition facilitates the categoriza-
tion of fruits based on factors such as type, size,
and ripeness, thus streamlining the transporta-
tion and storage processes. Finally, during the

quality control phase, this technology plays a cru-
cial role in identifying surface defects on fruits,
thereby upholding food safety standards. The in-
tegration of deep learning techniques and robotic
systems to automate agricultural processes has
garnered considerable interest [4]. Fruits often
thrive in complex environments fraught with un-
certainty, making a robust fruit vision detection
system imperative for smart agriculture and au-
tomated harvesting. The primary attributes of
such a system include image sensors and fruit im-
age data. Typically, fruit vision detection systems
undergo five stages: image acquisition, preproc-
essing, feature extraction, segmentation, and rec-
ognition. Although still under development, these
systems have the potential to revolutionize the
agricultural industry. As the technology contin-
ues to improve, fruit vision detection systems are
likely to become more widely used in agricultural
applications [5, 6].
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Additionally, the Internet of Things (IoT) is
revolutionizing the detection and recognition of
vegetables and fruits by integrating advanced sen-
sors and data analytics to enhance accuracy and
efficiency in agriculture. IoT technologies enable
real-time monitoring of fruit crops, assessing fac-
tors such as ripeness, size, and health directly from
the field. This data is invaluable for optimizing
harvest times and improving crop management.
IoT systems facilitate automated harvesting by
guiding robotic systems to pick ripe fruits, there-
by reducing labor costs and increasing operational
efficiency. With the help of IoT, farmers can also
detect early signs of disease and pest infestation,
allowing for timely interventions to protect their
crops. As IoT continues to evolve, its integration
with artificial intelligence promises even greater
advancements in automated fruit recognition and
quality assessment, potentially transforming tra-
ditional farming practices into highly efficient, da-
ta-driven operations [7-9].

This research explores the utilization of convolu-
tional neural networks (CNNs) to advance fruit rec-
ognition capabilities by acquiring intricate image
features. We feed images of vegetables and fruits in-
to pre-trained deep learning models to extract their
deep features. Its scalability allows for handling
larger datasets and more complex tasks, consist-
ently achieving high accuracy in fruit and vegeta-
ble recognition, even under challenging conditions.
Moreover, we evaluate the efficacy of deep features
derived from various pre-trained deep learning
models across different architectures for fruit and
vegetable detection. Concurrently, we are develop-
ing both application software and an IoT hardware
system to monitor and refine the fruit and vegetable
recognition process.

Related work

The detection and recognition of fruits and veg-
etables is a multifaceted endeavor that necessitates
the integration of diverse methodologies [10]. Fruit
and vegetable recognition methodologies can broad-
ly be categorized into two groups: feature-based
recognition methods and machine learning-based
recognition methods. Feature-based methods iden-
tify fruits and vegetables using geometric, color,
or texture features [11-16]. In contrast, machine
and deep learning-based methods employ models
trained on datasets of labeled fruit images. Recent
years have seen the proposal of various machine
learning-based recognition methods [17, 18], in-
cluding advanced deep learning techniques such as
YOLO [19, 20], Single Shot Multibox Detector [21,
22], AlexNet [23, 24], VGG [25, 26], MobileNet [27,
28], ResNet [29, 30], and R-CNN [31, 32]. Although

fruit vision detection systems are still under devel-
opment, they have the potential to revolutionize the
agricultural industry, with their usage likely to ex-
pand as the technology improves [33, 34].

Additionally, the integration of IoT and deep
learning technologies has led to the development
of advanced fruit recognition systems, marking a
significant breakthrough in fruit processing and
monitoring. At the core of this system lies the syn-
ergy between IoT devices, such as cameras and sen-
sors, and deep learning algorithms [35, 36]. These
devices capture real-time data from orchards or
processing lines, providing a continuous flow of in-
formation. This data, which includes images, size
measurements, color profiles, and other relevant
features, is processed by the deep learning mod-
els. Trained on extensive datasets containing la-
beled fruit images and metadata, these algorithms
learn intricate patterns and associations crucial
for accurate fruit recognition and classification.
Through iterative processes, the models are fine-
tuned and optimized to achieve high levels of accu-
racy and efficiency.

The system’s real-time capabilities enable in-
stant recognition and classification of various fruit
types, facilitating tasks such as sorting, quality con-
trol, and inventory management [37, 38]. Moreover,
its scalability allows it to handle increasing volumes
of data and adapt to evolving requirements in the
fruit processing industry. By automating labor-in-
tensive tasks and minimizing errors, this technol-
ogy enhances operational efficiency while reducing
costs. Furthermore, by ensuring consistent qual-
ity standards across different batches of fruits, it
minimizes wastage and maximizes market value.
Leveraging IoT capabilities, the system provides
comprehensive traceability of fruits throughout the
supply chain, addressing food safety concerns and
ensuring compliance with regulatory standards [39,
40]. Stakeholders can remotely access and monitor
the system’s performance, receiving real-time up-
dates on fruit processing activities, quality assess-
ments, and inventory levels. Additionally, the sys-
tem’s predictive analytics capabilities offer valuable
insights and forecasts regarding fruit yields, market
demand, and supply chain optimization. Seamlessly
integrating with existing enterprise resource plan-
ning systems, it facilitates data exchange and syn-
chronization, streamlining business processes.
A user-friendly interface allows operators to interact
with the system, visualize key metrics, and config-
ure parameters according to specific requirements.
Through ongoing feedback loops and data-driven
insights, the system undergoes continuous improve-
ment, enhancing its accuracy, efficiency, and adapt-
ability over time. The fruit recognition system uti-
lizing IoT and deep learning technologies not only
revolutionizes the fruit processing industry but also
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enhances productivity, quality assurance, and mar-
ket competitiveness [41-46].

Materials and methods

Currently, the challenges in achieving high ac-
curacy and speed in fruit recognition stem from
several factors. These include the lack of quality
assurance in fruit datasets, difficulties in detect-
ing various types of fruit, limitations in the size
and clarity of the target detection frame, and the
use of lightweight fruit detection models. Collecting
high-quality fruit datasets is a critically important
task. These datasets act as foundational elements
in training deep learning models, significantly in-
fluencing their post-training accuracy in fruit rec-
ognition. In the realm of deep learning-based fruit
recognition, datasets must meet two essential cri-
teria: sufficiency and diversity. Sufficiency means
having an ample amount of data, while diversity re-
fers to the variation in types of fruits and vegetables
represented. Typically, fruit datasets are sourced
from outdoor environments or online repositories.
Moreover, it’s crucial to ensure a proportional distri-
bution of fruit and vegetable data during collection.
Depending on the research focus, researchers select
datasets that align with their specific requirements.
Different datasets exhibit significant variations in
the quantity, quality, and categories of images, as
well as the types of fruits and vegetables included.

In this study, we utilized the Kaggle dataset,
known for its popularity and extensive use. This
dataset includes a total of 40 categories and a sub-
stantial number of images. However, it suffers from
drawbacks such as single-image backgrounds, insuf-
ficient diversity, and category imbalances. Despite
these limitations, the Kaggle dataset remains a
valuable resource for research and development in
fruit recognition tasks.

The dataset

The dataset for this study was aggregated from
two sources: Fruit and vegetables (https:/www.
kaggle.com/datasets/shadikfaysal/fruit-and-vege-
tables-ssm) and Vegetable images (https:/www.
kaggle.com/datasets/misrakahmed/vegetable-im-
age-dataset). It comprises a total of 31,000 images,
which are divided into three subsets in an 8:1:1 ra-
tio: the training dataset, the validation dataset, and
the test dataset. Specifically, the training dataset
includes 24,000 images, the validation dataset con-
tains 3,500 images, and the test dataset also con-
sists of 3,500 images (Fig. 1).

Since the data is compiled from various sourc-
es and the images are captured under unrealistic
conditions, the pictures in reality will not always
meet criteria such as angle, brightness, and size.

Therefore, it is necessary to process the input data
so that training the model can yield more accurate
results reflective of real-world conditions.

Resize image: The data is compiled from vari-
ous sources and varies in size. For model training,
it’s crucial that the input data adhere to a specif-
ic condition: the images must have matrix data of
identical dimensions. In this case, we have chosen
an image size of 224 x 224 for training the model.
Using this size can reduce memory usage and in-
crease computational efficiency, while still retain-
ing essential information.

Image augmentation: In reality, images are
always subject to varying lighting conditions and
angles, so training should be supported by robust
image data processing.

Rotation range: Randomly rotating images at
various angles diversifies the data and helps the
model generalize beyond the original dataset. This
enhancement supports training across various an-
gles and shooting techniques, improving the model’s
robustness.

Zoom range: Random zoom enables the creation
of different versions of the same image, reducing
the training model’s dependence on a fixed size.
This adjustment enhances both the accuracy and
robustness of the model, more accurately reflecting
real-world size variations.

Width shift range: In real-life images, objects
may not always be centrally located but can appear
in various positions. By randomly shifting the im-
age horizontally, each shift creates a slightly offset
version of the original, which helps the model better
adapt to practical situations.

Brightness range: Randomly adjusting the
brightness in images makes the data more repre-
sentative of real-world conditions, thereby helping
the model to become less dependent on specific
lighting conditions.

Rescale: Rescaling pixel values from a range of
0-255 down to 0-1 stabilizes and enhances the ef-
ficiency of neural network training. This reduction
helps prevent gradient saturation and explosion,
stabilizes the backpropagation process, and acceler-
ates the model’s learning speed.

Deep learning model

In this work, we chose ResNet152V2 for data
training [47]. ResNet152V2, an enhanced version of
the original ResNet152, is a deep CNN architecture
that features 152 layers (Fig. 2). It incorporates var-
ious improvements over its predecessor to enhance
training convergence, reduce overfitting, and boost
overall performance. Below is a detailed overview of
the ResNet152V2 architecture.

Input layer: Accepts RGB images that are typi-
cally resized to a fixed dimension, such as 224 x 224
pixels.
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Initial convolutional layer: The input image
undergoes an initial convolution; typically, this in-
volves a 7x7 convolution with 64 filters, applied
with a stride of 2. This step is followed by batch
normalization and ReLU activation. After the in-
itial convolution, a max-pooling layer with a 3x3
kernel and a stride of 2 is used to reduce the spatial
dimensions of the feature maps. This sequence of
steps marks the initial stage after the input layer,
referred to as stage 1.

Residual blocks: ResNet152V2 consists of mul-
tiple residual blocks, each containing a stack of con-
volutional layers with skip connections [47]. These
skip connections enable gradients to flow directly
through the network, preventing them from van-
ishing. The residual blocks are grouped into stages,
each containing a different number of blocks. The
blocks within each stage have similar architectures

but vary in the number of filters. In ResNet152V2,
there are four stages, referred to as stages 2 to 5.
The distribution of residual blocks across these
stages is as follows: stage 2 includes 3 blocks with
64 filters; stage 3 has 8 blocks with 128 filters; stage
4 comprises 36 blocks with 256 filters; and stage
5 includes 3 blocks with 512 filters.

Global average pooling layer: After the final
residual stage, global average pooling is applied
to aggregate spatial information across the entire
feature map. This operation effectively reduces the
spatial dimensions to a single vector for each feature
map, simplifying the output for further processing.

Fully connected layer: A fully connected layer,
typically equipped with softmax activation, is added
to neural network architectures for classification
tasks. The number of neurons in this output layer
corresponds directly to the number of classes in the
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classification problem, providing a probability dis-
tribution across all possible outcomes.

Output layer: The output layer produces the fi-
nal class predictions based on the softmax proba-
bilities generated by the fully connected layer. This
ensures that the output represents the likelihood
of each class, allowing for the determination of the
most probable category.

Overall, ResNet152V2’s architecture enables
the training of very deep neural networks while ad-
dressing issues such as vanishing gradients. It has
demonstrated state-of-the-art performance on var-
ious image classification benchmarks and is wide-
ly used in research and applications that require
high-performance computer vision models.

System design

We have developed a system to empirically eval-
uate the performance of a deep learning model
in recognizing fruits and vegetables. The system
consists of three main components: hardware, soft-
ware, and an intermediary server, all of which are
interconnected. A diagram of the system is depict-
ed in Fig. 3.

Hardware: This setup includes a Raspberry
Pi 4B board for processing, complemented by a
screen and a camera. These components serve dual
purposes: they not only facilitate the display of the
user interface but also capture images for the rec-
ognition of vegetables and fruits. Furthermore, the
hardware is designed to interact directly with the

server, which enables data reception and stream-
lines the identification process.

Software: The software component is a mobile
application developed using the React Native frame-
work (JavaScript) [48]. The advantages of using
React Native include the ability to develop applica-
tions for both iOS and Android from a single source
code, significantly reducing development effort and
costs. Additionally, applications built with React

Screen TFT 50FPS

W

T Information

Server

B Fig. 3. The hardware circuit diagram
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Native offer performance close to native apps due
to optimizations and the ability to incorporate na-
tive components. The large and active React Native
community provides extensive resources and sup-
port, aiding developers in promptly resolving issues.
The framework’s hot reloading feature allows devel-
opers to immediately see the effects of their chang-
es, thereby streamlining the development and test-
ing process (Fig. 4).

The software is directly linked to the server for
data retrieval and for recognizing vegetables and
fruits. Users can log into the system to perform
fruit recognition, save recognized items or related
dishes to their favorites list, and access their rec-
ognition history. Furthermore, our mobile applica-
tion enables users to identify fruits and vegetables
anywhere by capturing photos. Upon capturing an
image, it is sent to the server for identification, and
the server returns detailed information about the
type of fruit or vegetable to the client. Each type
of fruit or vegetable in the application is associated
with a menu of dishes tailored to that specific prod-
uct. This feature is designed to assist users in mak-
ing informed dietary choices based on the identified
fruits and vegetables.

Server: Our system utilizes two servers to opti-
mize functionality. The first server, developed with
NodedS (JavaScript), supports user functionalities
such as registration, login, storing recognition his-
tory, and maintaining records of recognized fruits/
vegetables and preferred dishes. The second server,
built with Flask (Python), focuses on the recogni-
tion of fruits and vegetables. For the mobile applica-
tion component, we chose React Native (JavaScript)
due to its numerous advantages over other program-
ming languages. However, it is important to note

Server

HardWare
SoftWare

B Fig. 4. System diagram

that, despite its many benefits, we have encountered
certain limitations during the development process.

In this study, we showcase an efficient applica-
tion architecture that employs two servers simul-
taneously: one using NodeJS for database man-
agement and user connectivity, and another using
Flask to host the recognition model and manage
data prediction tasks. The integration of NodedS
and Flask offers significant advantages in develop-
ing web applications, particularly when addressing
complex and diverse requirements. This dual-server
setup allows for robust, scalable solutions that can
efficiently handle both backend data management
and real-time data processing tasks, as follows:

Performance and  concurrent  processing:
Employing NodedS for the database management
server leverages its non-blocking architecture, op-
timizing performance and enabling concurrent pro-
cessing when interacting with data from multiple
sources. This capability is crucial, especially when
prompt feedback from the database is essential for
efficiently responding to user requests.

Work separation and flexibility in development:
Using NodedS for database management and Flask
for hosting the model facilitates a natural separa-
tion of tasks. This division allows the development
team to focus on database-related logic and data
processing in NodedS, while concurrently develop-
ing and maintaining the machine learning model in
Flask.

Unified JavaScript and efficient interaction:
Uniformity in using the JavaScript language across
the NodedS server and the browser simplifies data
transmission and interaction between application
components. This consistency enhances the effi-
ciency of interactions between the database man-
agement server and the model-hosting server.

Fast feedback and real-time application: This
architecture is ideal for applications requiring fast
feedback and real-time processing. NodedS, with its
non-blocking architecture, excels in efficiently han-
dling these requirements. Meanwhile, Flask’s light-
weight and flexible nature makes it convenient for
deploying and maintaining the machine learning
model.

Security and efficient resource management: The
combination of NodedJS and Flask offers advantag-
es in resource management and security. NodedS,
with its capability for efficient concurrent process-
ing, helps alleviate pressure on system resources.
Simultaneously, Flask’s lightweight nature contrib-
utes to maintaining a high level of security.

In conclusion, the simultaneous use of NodedJS
and Flask servers in our application architecture
provides a robust solution for developing web appli-
cations with enhanced performance, clear task sep-
aration, and efficient interaction. This architecture
is particularly advantageous for applications re-
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quiring real-time processing and aims to maintain
a secure and resource-efficient system. The inter-
mediary server architecture diagram is illustrated
in Fig. 5.

Results

Based on the designed system depicted in Fig. 3,
the hardware configuration includes a Raspberry
Pi 4B equipped with a 64-bit quad-core processor
[49], two HDMI ports, two USB 2.0 ports, two USB
3.0 ports, one audio jack, and a MicroSD card slot.
Additionally, it features a 5MP camera capable
of capturing images at resolutions of 1080p and
720p, providing an image resolution of 2592 x 1944
pixels for 1080p and 1280 x 720 pixels for 720p.
Complementing this is a 3.5-inch TFT screen with
a resolution of 320 x 480 and a refresh rate of
50 FPS, integrated into the setup. The Raspberry

Pi 4B connects to both the screen and the camera.
Image data captured by the camera is transmit-
ted to the Raspberry Pi 4B and displayed on the
screen interface. Access to this interface is facili-
tated through a website hosted on a NodedS server.
Images are transmitted from the Raspberry Pi to
the server for recognition, with the results subse-
quently displayed on the 50 FPS TFT screen. This
setup enables real-time image recognition and dis-
play, making it suitable for various applications
in scientific research and development (Fig. 6).
Figure 7 shows the interface of the designed mo-
bile application. The source code of the designed
system can be accessed here (https:/github.com/
pacotha/DL_Based-IoT.git).

The deep learning model ResNet152V2 under-
goes a training process consisting of approximately
20 epochs (Fig. 8, a, b), with a dropout rate of 0.2.
This dropout rate leads to the disabling of neurons,
resulting in the inevitable loss of information per-
taining to each sample. Consequently, subsequent
layers must rely on incomplete representations to
formulate predictions. As a result of this loss, the
training loss tends to increase, posing artificial
challenges for the network in providing accurate
answers. However, during the validation phase, all
units remain accessible, allowing the network to
leverage its complete computational capacity. This

Vegatable Dectoction
a8 DET-203 dew

B Fig. 7. The interface of the designed mobile application
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recognition results that are not as close to reality
for the model trained on our dataset (Table 1). Given
the simplicity of the problem and the manageable
size of the dataset, the ‘rmsprop’ optimizer yields
better results and more appropriate recognition
outcomes. We use the Categorical Crossentropy loss
function, which is well-suited for multiclass classi-
fication problems. This approach is particularly apt
for our large variety of fruits and vegetables, as it
effectively prioritizes improving recognition rates
for those categories with lower accuracy, and is com-
patible with the Softmax function [50].

During the training process, we employ callback
functions such as Reduce Learning Rate, Model
Checkpoint, and Early Stopping. These functions
monitor the model’s performance and halt training
when they detect minimal or no improvement in ac-
curacy across iterations, ensuring that only the best
results are retained.

After a training process spanning approximately
20 epochs, the model achieved an accuracy of up to
98.01%. The prediction accuracy for each fruit and
vegetable is illustrated in Fig. 9.

We also utilized a basic CNN model for identify-
ing fruits and vegetables, although it yielded lower
accuracy compared to ResNet152V2, as shown in
Table 2. All models were trained on a P100 GPU,
with the training process taking over three hours

to complete. The time required by the model to
identify and produce results on two different plat-
forms is detailed in Table 3.

We also conducted extensive surveys on various
types of fruits available in the market using the sys-
tems we designed. The results indicate that the ma-
jority of fruits and vegetables in the database set can
be successfully identified, providing accurate results
from various perspectives. Figure 10 illustrates the
recognition results from the designed system.

Conclusions

Ensuring the high quality of fruit and vegeta-
ble datasets is paramount, especially for detecting
real-world environmental conditions such as small
targets within frames, low-light situations, blurri-
ness, and obstructions. The ability to detect a wide
variety of fruits and vegetables is also crucial in to-
day’s context. These aspects require careful atten-
tion when constructing and developing deep learn-
ing models for fruit and vegetable identification.
Both the quality of the dataset and the architecture
of the utilized model play pivotal roles, significant-
ly impacting the performance of fruit and vegetable
recognition systems.

In this study, we employed the ResNet152V2
model for fruit and vegetable recognition tasks, lev-
eraging deep learning-based features. The preproc-
essing phase involved resizing, zooming, rotating,
and shifting fruit and vegetable images to enrich
and enhance the dataset’s realism. Fruit and vege-
table recognition achieved a peak accuracy of 98.01%
across various field conditions. Furthermore, we
developed a mobile application system featuring an
intuitive, aesthetically pleasing, and fully function-
al interface. This system is supported by a stable
and high-speed server infrastructure. Additionally,
we engineered cost-effective, durable, compact, and
portable IoT application hardware. Continuous im-
provements have been made to the system’s data-
base to enhance operational efficiency, accelerate
data processing, and elevate accuracy levels.
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Cucrema nHTEpHETA Bellell HA OCHOBE IIyGOKOr0 0GyIeHHA /I PacIiO3HABAHHA (PPYKTOB U OBoLIEi

®am Kour Txanr?, PhD, npenogasarens, orcid.org/0000-0002-6428-102X, pcthang@dut.udn.vn

Hryeu Bau 3yur?, cryznent, orcid.org/0009-0004-1282-184X

Jle Tyaun Hryen Xoii?, crynent, orcid.org/0009-0001-1191-2502

®am 3yu Tun?, cryment, orcid.org/0009-0002-2314-1503

Yan Txu Txy Txao®, marucrp, mpemogasarens, orcid.org/0000-0001-7705-2405

ayuusepcurer Jlananra — YHuBepcureT Hayku u texuuku, Hryen JIvionr Baur, 54, Jlanaunr, 550000, BeeTnam
6YuauBepcurer Jlananra — YauBepcurer skonoMukH, Hry Xams Illon, 71, Jamasrr, 550000, BreTram

BeeneHnue: B KOHTEKCTE PACTYIIEi BAKHOCTH OBOLIEH U (DPYKTOB KAK 3HAYMMBIX HCTOYHUKOB IIUTAHHUS BO3PACTAET CIIPOC HA IIEPEJOBYI0
TEXHOJIOTHIO UX PACIO3HABAHUA HA OCHOBE KOMIIBIOTEPHOIO 3PEHHS B IIEIIOYKE IIOCTABOK. JTA TEXHOJIOTHS MMeeT pellaililee 3HaYeHne Ha
PasIMYHBIX JTanax, BKIOYas cOOp yposkas, COPTHPOBKY U KOHTpoub Kadecrsa. Ileab: paspaborars mepenoBbie CHCTEMbI PACIIO3HABAHUA
(OpYKTOB IyTEM MHTErpanyy yCTPONCTB HHTEPHETA BEIleH, TAKUX KAK KaMepbl U JaTIHKH, C aJITOPUTMAaMHu IiIyGoKoro obydenus. Pesyabra-
TBI: UCIIOJIH30BAHbI CBEPTOYHbIE HEMPOHHBIE CETU JJI YCOBEPIIEHCTBOBAHUS BO3MOKHOCTEHN pacCHIO3HABAHWUA (PPYKTOB ILyTEM WU3BJIEYEHUS
CIIOMKHBIX 0COOEHHOCTEH H300PaKEHNH, 1JIs1 4eT0 U300pakeHus OBOILEH U (DPYKTOB 3arpysKaIuCh B IIPEBAPUTEIHHO 00yI€HHbIE MOIEIIH IILy-
6oxoro ooyuenus. Cpemu sTux momener ResNet152V2 orimmyaercss yCTOMUMBOCTBIO K IIIYMY W MCKAMKEHUAM, YTO JEJIAET €€ IOIXOMAIIeH I
peanbHbIX mpuiokeHuil. Ee MaciurabupyemMocTs 03BOJIsET el 06pabaThiBaTh 60IbIIre HAG0PhI JAHHBIX U 60JIee CIOMKHbIE 3a/[a9H, IOCTOSH-
HO JJOCTUTast BBICOKOU TOYHOCTH PACIIO3HABAHUA N300PAKEHHI JaKe B CIIOKHBIX yCIoBHAX. Habop JaHHBIX, TOIyJeHHBIN U3 OHJIAHH-KAHAIOB
¥ IIOJIEBBIX KAHAJIOB, BEII0OYa 0Koo 31 000 m3obpaskenuii (PpyKTOB U OBoIIei. B mporiecce 00ydyeHus UCIOIb30BAINCH TAKHE METOIbI, KaK
GlobalAveragePooling2D, monHOCTBIO CBA3aHHBIE CIOH, OTCEB /I IPELOTBPAIleHns 1epeobydeHns U aKTuBanus softmax, 4ro mpuseo k
Breuarisomnei Tounoctd 98,01 % s ResNet152V2 nocie 20 510X 10 CpaBHEHUIO € IPOU3BOAUTEIBLHOCTHIO 6A30BOM MOJIENN CBEPTOYHOM
HeliporHo# ceTu 88,3 %. IIpumeuaTenbHo, 4TO IpY pasBepTHIBAHUY Ha MOOMIBHBIX I1argopmax u Raspberry Pi 4 Bpema unentuduranun
cocrasuio 4,3 u 2,25 ¢ coorBercrBenH0. OHOBPEMEHHO pa3paboTaHO MPUKIATHOE IPOrPAMMHOE ObeclieueHre U annaparHas CUcTeMa UH-
TepHeTa BelleH [ MOHUTOPHHTA | YIIydIleHus Ipoliecca pacrio3HaBatus GpykToB u opoieil. IlpakTrdeckas 3HAYMMOCTb: pelieHa mpo-
6yieMa pacrrosHaBaHUI (PPYKTOB U OBOIIEH C IIOMOIIBIO Moaenu rirybokoro ooyuenus ResNet152V2 u nabopa nanubix. J[OCTHTHYTHI BHICOKAS
TOYHOCTH ¥ OBICTPOE IPOTHO3UPOBAHUE, PA3PAO0TAHO SKOHOMHYHOE U HA/eKHOe 000pyJ0BaHNe I IPUIOKEHNN HHTEPHeTa Belen.

KroueBsbie cioBa — pacrosHaBaHue (DPYKTOB U OBOILEH, IIIyboKoe obydenne, mammuHoe obydenue, ResNet152V2.

JMuaa nurupoBanua: Pham C. T., Nguyen V. D, Le T. N. K., Pham D. T., Tran T. T. T. Deep learning-based IoT system for fruit
and vegetable recognition. Hngpopmayuonrno-ynpasasiowue cucmemot, 2024, Ne 2, ¢. 9-20. doi:10.31799/1684-8853-2024-2-9-20, EDN:
XSSHJI

For citation: Pham C. T., Nguyen V. D., Le T. N. K., Pham D. T., Tran T. T. T. Deep learning-based IoT system for fruit and vegetable
recognition. Informatsionno-upravliaiushchie sistemy [Information and Control Systems], 2024, no. 2, pp. 9-20. doi:10.31799/1684-8853-
2024-2-9-20, EDN: XSSHJI
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AyTeHTU(PMKaALUA NO rosI0COBbIM NapPoONaMm
¢ obecneyeHneM KOHPUAEHLUANBHOCTHN 6MOMETPUYECKUX
AAaHHbIX HA OCHOBE KOppPensiLuOHHbIX HEUPOHOB

A. E. CynaBKo?, KaHJ. TexH. HayK, foLeHT, orcid.org/0000-0002-9029-8028, sulavich@mail.ru
A. M. UuuBatoB?, accucteHnT, orcid.org/0000-0001-9911-1218

B. U. Bacunbes®, 10KTOp TexH. Hayk, pogeccop, orcid.org/0000-0002-6105-5481

I1. C. JloxxHukoB?, JOKTOP TEXH. HAayK, npogeccop, orcid.org/0000-0001-7878-1976

30MCKuu rocynapcTBEHHbIN TEXHUYECKuI yHuBepcuTeT, Mupa np., 11, Omck, 644050, PO
SY(uMCKuii yHUBEPCUTET HayKu 1 TeXHoorni, 3aku Banugm yn., 32, Ypa, 450076, PO

BBepgienne: Borpoc 3alynTbi GHOMETPUYECKUX faHHBIX OT KOMIPOMeTayuy TECHO CBA3aH C BOMpocaMy Npon3BoauTenbHocTy. Cy-
LecTBytoLYMe METOAbI BHOMETPUYECKOHN ayTEHTUDUKALMM 10 FO10CY NGO He MO3BONSIOT 3aLYUTUTbL FOJIOCOBbIE JaHHbIE OT KOMIPO-
MeTauuu, 6o [aroT BbICOKMIA MPOLEHT OLIMOOYHbIX PELIeHUI 1, KDOMe TOro, He rapaHTUpYHT YCTOMYUBOCTb K Apelidy rosocoBbix
06pasoB. Llenb: paspabotaTb METOL 6MOMETPUYECKON ayTeHTUGUKALNM 10 rosIoCy, yCTOMYNBBIN K Aperidy 6MOMETPUYECKMX faHHBIX,
¢ obecrneyeHneM KOH@PUAEHLNAIbHOCTH NapaMeTpoB rosioca. PesynbTatbl: npesnoxeH MeTo[ ayTeHTUdUKaunu ¢ UCrnosb30BaHueM
HeyipoceTeBbIx npeobpasoBaTtesiel GUOMETPUs-KOf Ha 6a3e MoAUGULMPOBAHHON MOAENN KOPPENSLMOHHBIX HEPOHOB U anropuTMOB
NX 00y4eHUs. BbluncinTenbHbIN 9KCNepUMEHT M0Ka3all, YTo KOPPesLUOHHbIe CBA3U MEXAY NPU3HaKaMu Cogepxat uHHopMaumio 06
o6pa3sax, KoTopas He gy6nupyeT uHpopmaumio, cogepxallytocs B rpusHakax. [lpeobpasoBartesib 6UOMETPUA-KOZ HA b6a3e Koppens-
LMOHHbIX HEVPOHOB AaeT ropasfo MeHbLUMIA MPOLEHT OLWMBOK M B pasbl 60/bLLIYIO AJIMHY KIIOYa, YeM Klaccuyeckas Mogesb Ha b6ase
anroputma o6ydenus FOCT P 52633.5. KonmyecTBo oLLn6ok coctaBuso 3,26 %. lpu U3MeHEHNN COCTOSHUS CY6beKTa (OnbsHEHUM Un
COHHOM COCTOSIHUM) 1S pa3paboTaHHOro METOAA KOIMYECTBO OLIMGOK MOBLILIAETCS HE CTOJb CYLYECTBEHHO, YeM AJIs KNaccuyecKon
Mogenun HelipoceTeBoro npeobpasoBartesnsi 6uoMeTpus-kos. lpaKkTuyeckass 3HaYnMOCTb: PE3Y/IbTaTbl MOTYT UCMO/b30BaTLCA 415 M10-
BbILLIEHNS 3ALYNLYEHHOCTU KOMIbIOTEPHbIX PECYPCOB OT HeaBTOPU30BAHHOIO JOCTYNa 1 GMOMETPUYECKUX JaHHbIX OT KOMIIPOMETALUM.
O6cyxpaeHne: 06beNHEHNE HEMPOHOB Pa3/IMYHOIO TUNAa B €4UHBIN CJI0M M03BOJIUT CO34aTb 60J1€e YyCTONYNBBIE N HAAEXHbIE HeHpoce-
TeBble peobpa3oBaTesin GMOMETPUA-KOS.

KnioueBble cnoBa — 3aLluileHHOE UCTIOIHEHNE HeﬁpOCETEBbIX aJiroputmos, o6pa60TKa KOppeJsinpoBaHHbIX 6MOMETPM‘-IGCKMX npu-
3HaKoB, rosiocoBsas 6MOM€‘TPMFI, Hel'vipOCGTeBble npeo6pasoBaTenM 6MOM€‘Tpl4ﬂ-KO,a, aHalln3 BPeMEeHHbIX PAJ0B, aBTOKOANPOBLYNKH.

Jua nurupoBanna: Cynasko A. E., Uuusaros [I. I1., Bacunres B. U., Jloxxaukos I1. C. AyrenTrdukanus 1o rorocoBbIM IapoisaM ¢ obe-
creueHreM KOH(PUIeHITUATbHOCTH OMOMETPUYECKUX JAHHBIX HA OCHOBE KOPPEIAIUOHHBIX HEHPOHOB. HH@opMayuono-ynpasasowue
cucmemot, 2024, No 2, ¢. 21-38. d0i:10.31799/1684-8853-2024-2-21-38, EDN: YIVAYM

For citation: Sulavko A. E., Inivatov D. P, Vasilyev V. L., Lozhnikov P. S. Authentication based on voice passwords with the biometric
template protection using correlation neurons. Informatsionno-upravliaiushchie sistemy [Information and Control Systems], 2024,
no. 2, pp. 21-38 (In Russian). doi:10.31799/1684-8853-2024-2-21-38, EDN: YIVAYM

BBenenue

Ceromus MHUPOBOM pPBHIHOK OWOMETPHH IIPO-
xXoauT (asy axKTUBHOrO pocra (0 JaHHBIM
MarketsandMarkets, x 2025 r. ero 06beM coCcTaBUT
68 mapx mosi.). Buomerpuueckue crucTeMbl BHEAPS-
JOTCS TIOBCEMECTHO: Ha 00beKTaxX KPUTHYECKOH WH-
dopmanronHON HHPPACTPYKTYPHI, B OAHKOBCKOM
cdepe, rocymapcreeHHOM cekrope (6osee 80 crpan
HCIOJB3YIOT GMOMETPUYECKHEe IacmopTa), B cdepe
yIIpaBJeHUs TPAHCIOPTOM U ropoxoM. PocT peIiHKA
OHOMETPHUUYECKHUX CHCTEM 00YCJIOBJIE€H HOBBIMH TEH-
JEHIUSIMU U BBI30BAMH, C KOTOPHIMH CTOJKHYJIUCH
006111eCTBO U TOCYZAPCTRBO:

— yBeJnWuYeHHWEeM 00beMOB JAHHBIX O IEHUCTBHUAX
nosb3oBareyiedl B cetu VHTEpHET, KOTOPbIE MOTYT
OBITH HCIIOJIb30BAHBI B 3JIOYMBINIJIEHHBIX IEJIAX
(o6ocTpUIHCH TIPOOJIEMBI IPUBATHOCTH, AHOHHUMHO-

CTH II0JIb30BATEIeH U 3AIUIIEHHOCTH OHoMeTpHuye-
CKHUX IIa0JI0HOB OT KOMIIPOMETAIIHH);

— IPUMEHEHWEeM TEeXHOJIOTHH WCKYCCTBEHHO-
ro unaremnekra (MW) gnsa peanusanuu XaKkepCKUX
aTak, ae3suH@OpMAaIluK, MOIIEHHUYEeCTBa, (PaabCu-
duranum 6uomMeTpuYecKux 06pas3oB UenroBeKa (Ha-
npumep, upu nomoriu deepfake, romocossix cunTe-
3aTOPOB);

— 3aMEHOM TPAJUIIMOHHBIX OHOMETPUYECKHUX
06pasoB oTmeyarka majbiia Ha 6osee yaobHbIE 00-
passI roJjioca, JUIa U AP., IPUTOIHbIE I 6€CKOH-
TAKTHOM ayTeHTU(PHUKAIINK, HO B OOJIBIIEH CTEleH!
TIOIBEPKEeHHBIE Apetdy (MI3BMEeHYNBOCTH).

B cBsisu ¢ 9THM coBpeMeHHAas BbBICOKOHAIEKHAS
OroMeTpuUYecKas CUCTEMA JOKHA CTPOUTHLCA HA OC-
HOBe moBepenHoro MM, ycroiuuBOro K qecTpyKTHB-
HBIM (pakTopam (Apeidy 6HOMEeTPUIECKUX JAHHBIX,
KOMITbIOTepPHBIM arakaMm). B Poccunm cucrembr BbI-
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COKOHAJIEKHOW OMOMETPHUYECKOH ayTeHTH(UKAINN
crposTes Ha 6ase cruernanbHbix apxurektyp M —
HelWpoceTeBbIX IpeobpasoBaresell GHOMETPHUA-KOL
(HITBK), xoTopble II03BOJAIOT CBA3aTh OGHMOMETPH-
JecKui 00pas CyOheKTa ¢ ero KpuITorpapuIeckum
RJIF0YOM Wau maposem [1].

OnHOM U3 IEePCIIEKTUBHBIX OHOMETPUYECKUX MO-
NaJbHOCTEH ABsieTcsa roxoc. JJanHbii Tun 06pas3os
BMecTe ¢ B300paskeHueM JIuIla UCII0Ib3yeTCd B elIu-
HOH OHOMETPHUYECKOH CHCTeME B COOTBETCTBHUU
¢ ®enepanvubiv 3akoHoMm Ne 572. OgHAaKO roJsoco-
Bble 00pa3bl YA3BUMBI C TOYKU 3PEHHUA KOMIIPOME-
TallW{, MOSTOMY B OTBETCTBEHHBIX IIPUJIOKEHUIX
JIydIlle UCIO0JIb30BATh HE OTKPBITHIH I'OJI0COBOU 00-
pas (KaK IpH TEeKCTOHEe3aBUCHMOM PAaCIO3HABAHUU
IUKTOpa), a TAWHBIA 00pas — Iapojb, KOTOPBIA
[IPOM3HOCUTCS IIPU Ay TEHTU(DUKAINHN.

Hacrosimee wucciemoBanue IIOCBSAINEHO paspa-
6oTke MeToma OHOMETPHUYECKOH ayTeHTU(PUKAIINU
IO TOJIOCY € ObeclieyeHeM 3aIUIEHHOCTH JaHHBIX
rojoca OT KOMIIPOMETAIIMH U YCTOMYMBOCTH K UX
npeiidy. Pabora sBisercs mpomoaKeHueM HCCIIeno0-
BaHwii [1], TaKk KAK 32 OCHOBY IIPEIJIaraeMoro MeTo-
na B3ara moxens HIIBK Ha 6ase KOppeaaiMOHHBIX
HEWPOHOB (AHAIU3UPYIOIIUX KOPPEIIIUI0 MEMHIy
npu3HAKaMu), KOTOpas M3HAYaIbHO ObIIa IIPersio-
JKeHA IS ay TEHTU(DUKAIIUY 110 BHYTPEHHEMY CTPO-
EHHIO yXa.

KpaTkwuit ananns npo61emMbI
H JOCTUTHYTHIX PE3yJIbTaTOB

B MupoBOi IpaKTHKE CIOMKHUIOCH HECKOJILKO
MOAXO0/I0B K TOBBINIEHUIO HAMEKHOCTH OHMOMETPH-
YECKHMX CHUCTEM ayTeHTU(HUKAIMU C obecriedeHueM
KOH(PUIEHIMATBHOCTH OHOMETPUYECKUX MaHHBIX,
KOTOpbIe OCHOBAHBI HA HCIIOJb30BAHUHN HEUETKUX
SKCTPAKTOPOB, OTMEHSIeMOW OHOMETpPHUH, WCKYyC-
CTBEHHBIX HEWPOHHBIX CeTed WU IMUPPOBAHUH,
B TOM umcje romomopduom. [Ipobiembr romomopd-
HOTO MIH(PPOBAHUA B3aKJIIOYAIOTCA B CKIOHHOCTU
roMOMOP(HBIX IIU(MPPOB K HAKOILIEHUIO OIIHOOK
(uem 6osbllle MaTeMATHYECKUX OMIEepaIuii Ipo-
U3BEIEHO C TOMOMOP(MHBIM IIU(PPTEKCTOM, TEM
00JIbIlle BEPOATHOCTHL HEKOPPEKTHOTO pPe3yIbTa-
Ta HTHX omepanui [2], a Takke HHU3KOU IIPOU3BO-
IUTENTHLHOCTH. B moxTeep:kgeHume sTOMYy (QaKTy
IpUBeNeM HeCKOJabKo pabor. B uccimemosBanuu [3]
MIPUMEHSAIOTCS II0JIHOE ToMOMOp(HOe Iudposa-
HHUe OHMOMETPHUYECKHX 00pasoB M mapaljieibHbIe
BBIYMC/IEHUSI. ABTOPBI OTMEYal0T, YTO IIPOIeaAypa
pacIio3HABAHUS JUYHOCTH 00IafaeT HUBKHM ObI-
crpoxpericreueM. Paspa6orana [4] Momensb 3aiuThl
MyJIbTHMOAAJIbHBIX OHOMETPUUECKHUX IIa0JI0HOB HA
06asze roMoMOpP(HOro IU(MPOBAHUSI II0 CTAHIAPTY
ISO/IEC 24745:2011. OcHOBHOM HEOCTATOK MOIEJIHN
TaKKe 3aKI09aeTcd B HU3KOI ckopocTu. B pabore [5]

mmpejjaraeTcs MPOTOKOJ ayTeHTH(PUKAIMH Ha OC-
HOBE paIy:KKW C HCIOJIb30BAHHEM I'OMOMOP(HOro
mudposanus. Cpenu HEZOCTATKOB pa3paboTaHHO-
ro pelleHrus MOKHO OTMETHUTb HU3KYIO IIPOU3BOMIH-
TeJIbHOCTb.

OrmensieMasi OMOMETPHS MMO3BOJIAET XPAHUTH He
HWCXOMHBIE 00pasbl CyOHEKTOB, a X 1a0JI0HbBI, HC-
KaKeHHbIe IIPU ITOMOIIM HEO6PATUMBIX (DYHKITHH.
BoccranoBuTh nsHavaabHble 06pasbl U3 COXPAHEH-
HOTrO MIa6JI0HA He IIPEACTABISIETCA BO3MOKHBIM.
B uccnemoBanuu [6] peasuszoBan 061auHBIN CEPBUC,
B KOTOPOM GHOMETpHYECKHe IIA6JIOHBI 3aIUIIEeHbI
METOIOM CIYYaMHBIX MIPOEKIUH (TOYHOCTH OHroMe-
TPHUYECKOM ayTeHTHU(HUKAIMHU II0 [TapaMeTpaMm pa-
nys&ku cocrasuna 99,55 %). B crarbe [7] aBTOpHI 110-
CTHUTIN KOd(p(puiinenTa paBHOM BEPOATHOCTH OIIIH-
6ok EER = 0,2 % (Equal Error Rate), npencrasus
CHCTEMY ayTeHTH(HUKAIMU II0 JIUIY U OTIEYATKY
manblia ¢ mudpoBaHueM HIabI0HOB, OCHOBAHHYIO
HA IPUMEHEHWUHW 3SBOJIIOI[MOHHOTO TE€HETHYECKOTO
ajaropuTMma.

Pa6ora neuerkmx skcrpakropor (fuzzy vault,
fuzzy extractor, fuzzy commitment, fuzzy embedder)
o6ycioB/IeHA CIIa0bIMY PEIIAOIIUMHY TPABUIAMU —
HECIT0COOHOCTHIO aHATU3UPOBATh JAHHbIE TOT00HO
HEHUPOHHBIM CeTSIM, U B CIydae C HeJOCTATOYHO WH-
(hbopMATHBHBIMY ITPU3HAKAMHE SKCTPAKTOPHI J€MOH-
CTPUPYIOT OTHOCHTEILHO HU3KYIO d(P(PeKTUBHOCTD
B 3a7ade 06pabOTKM PYKOIMCHBIX 06pasoB (moJist
omuboK «jIokHOTO momycka» FAR = 0,2 % (False
Acceptance Rate) mpu fjoi1e o1u60x «JI03HOr0 OTKAa-
3a» FRR = 76,53 % (False Rejection Rate), a Taxxe
FAR = 6,91 % upu FRR = 7,85 %) [8]. IIpumenenue
cxembl fuzzy vault ¥ BekTOpaM H3BI€UYEHHBIX W3
n300paKeHUud JIHUI[ C WKCIOJIH30BAHUEM METOI0B
KBAHTOBAHUS ¥ OMHAPU3AIWY TPU3HAKOB UCCIIEIY-
ercd B pabore [9]. YueHble HOCTUIIH MOKa3aTeleH
FAR = 1 % upu FRR = 0,1 %.

Ha mamabprii MOMEHT [eHCTByeT PAa MeEKIyHa-
POMHBIX CTAHIAPTOB, CBA3AHHBIX C BOIIPOCAMHU 3a-
IUTHI OMOMETPUYECKUX CHCTEM OT KOMIIBIOTEPHBIX
araxk (ISO/IEC 19792:2009, ISO/IEC 24761:2019,
ISO/IEC 24745:2022, ISO/IEC 30107). Ho sTu crasn-
IApTHI He IMO3BOJISIIOT YCTPAHUTD Pl AKTYAJIbHBIX
yrpo3 (usBineuenue 3HaHUN Mozmeneir WU, kowm-
IIPOMETAII0 OTKPBITBIX OMOMETPHUUYECKHX 006pasos,
coctsizarenbHble ataku). B Poccum meiicrByer ce-
pus HamuonanbHbIXx 'OCT P 52633, me numeronux
MesxxkayHapoaubsix anamoroB. dtu ['OCTsr perna-
MEHTHPYIOT 0COOEHHOCTH paspaboTku, o6yueHus u
TECTUPOBAHMSA CHCTEM BBICOKOHAIEIKHON OHOMET-
pHUYECKOH AayTeHTH(PUKAIIUKM, KOTOpPbIe MOJIKHBI
crpouthes Ha 6ase HIIBK, mosBonsromux cBsa3aThb
KpunTorpaduyecKuil KUY HIH [Mapojb II0JIb30-
Barens c ero Owomerpumueckum obpasom. HIIBK
HE UMEIT HEeJIOCTATKOB, XapaKTepPHbBIX IJisd HedeT-
KUX 9KCTpakTopoB [10], u 3HAYNTEIBHO UX IIPEBOC-
XOJAT, TAK KaK Aal0T O00JBIIYIO JJIUHY KJIYa IIPH
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menbinux 3uadeHusasx FRR u FAR [11]. Texauueckn
HIIBK nosBonsoT cBsi3aTh 6HOMETpUIECKHH 00pas
¢ Kiao4yoM a060# mnuHbl. OTHAKO OIpeeeHHbIe
OTpaHUYEHHUT BCe-TAKHU CYIIECTBYIOT.

ITepBoe u3 HUX He [T03BOJIAET UCIIOIb30BATH KaJK-
OBl OMOMETPUYECKUH MPHU3HAK JBAKIbI IIPH HEH-
poceTreBoit obpaboTke (Bxoap! Heiponos B HIIBK ue
MmoryT mybmaumpoBarbces), unade HIIBK cramoBsites
mojBep:KeHHbIMH arake Mapmanko [12], ocuoBan-
HOM Ha HAOIIONEHUU OSWHAKOBBIX BECOBBIX K03(-
urmenToB B TAOMUIIAX HEHPOCETEBBIX (PyHKITHO-
nanoB. C yuerom 5T0Or0 TpeOGOBAHUA JIWHA KI0YA
nisa HIIBK 6ynmer camxena. Hanpumep, mirs TrexHo-
JIOTUH ayTeHTU(UKAIMH B 3AIUIIEHHOM PeKHMe
110 PYKOIIMCHOM TIoAITycH ITpy Hanmmanu 416 npusHa-
KOB, U3BJIEKA€MbIX U3 PYKOIHUCHBIX 06pa30B, MOKET
MOJIyYUThbCA 26 HEUPOHOB, ¥ KOTOPHIX MMeeTCd II0
16 memoBropsaoomuxcs BxoaoB [13]. IauHa Kiaoua
26 6UT ABHO HEIOCTATOYHA I/ MPAKTHYECKUX IIe-
Jeil. AHAJIOTAYHO IeJi0 0O0CTOUT U C TOJIOCOBBIMHU 00-
pasaMu (IpH TOM K€ KOJIHUYECTBE BXOAOB C yUETOM
COOJII0ZIEeHUs JaHHOTO TPeOOBAHUS IIPU KOJUIECTBE
mpus3HakoB oT 521 mo 728 [14] MbI MOAYYUM JIHHY
Karo4a oT 32 mo 49 6ur).

Bropoe orpanuuyeHme cBI3aHO C BO3MOKHOCTBIO
MIPOBEJIEHUs aTAKW «U3BJIEUEHUs 3HAHUM» U3 00y-
gennoro HIIBK myrem crarucruueckoro amaamsa
crabunbHOCTH BBIX070B [IBK mipu moctymnienun na
€ro BXO[bl €CTECTBEHHBIX M CHHTETHYECKUX 00pa-
308 «Uysux». B paborax [10, 11] onucesiBaroTcs pe-
syabrarsl uccaenosanus HIIBK, B Tom uncie kaca-
oluecd SHTPOIHUH UX OTKIUKOB IPHU MOCTYIIEHUN
Ha Bx0Z o6pasoB «Uysmux». [lad 3amuTsl OT araku
«A3BJI€YCHUA B3HAHUM» MOXKHO IIPUMEHUTH JIeu-
CTBEHHBIA METO]] KPHUOTOrpPadUUecKOoi 3alUThI.
HeiipoHs! BEICTPAUBAIOTCA B IIEIIOYKY, U IIOCIE 00Y-
vyeunsa HIIBK mapamerpsr Kamoro HelpoHa mudg-
PYIOTCA Ha KJI0Ye, 3aBHCALIEM OT BBIXOJOB BCEX
mpenbIayuXx HepouoB B remouke [10, 11]. Tem e
MeHee M3BECTHBI JAPyTHe BapUaHThI aTak Ha KJac-
cuueckue HITBK [15], koTopsie MoryT pa6oTaTs ma-
JKe TIPU peanu3aluy KPUITorpaduieckoi 3aiiuThI.
Arakam moaBep:KeHbl HEHPOHBI ¢ OMHAPHBIMYU BBI-
xogamu (KOTZa KasKABIA HEWPOH Ha BBIXOJE Jaer
oquH 6GUT), KOTOPHIE ABIAITCI «Y3KHM MECTOM».

Haxownetr, omH0# 13 KJII0YEBBIX IIPOOIEM MAIITHH-
Horo obyuenus u knaccuyeckux HIIBK B wacTHoCTH
sABJAeTCI MpobiieMa KOHIEIITYaJIbHOTO Apeida —
W3MEHEeHUS B3aWMOCBI3U MEKIY TAHHBIMH U IIPO-
CHO3UPYEMBIM SBJIEHUEM, KOTOPOe He ObLIO yYTEeHO
npu obyuenuu moxenau UU. Ecnu gpeiid manubIX
(c6ou ATYMKOB, M3MEHEHHe eIUHUI] U3MEpPEeHUs)
YacTO yCTPaHSIeTCSI OTHOCHUTEIBHO JIETKO (Ciemyer
mpoayMaTh BCe BO3MO:KHBIE M3MEHEHHs, KOTOpbIe
MOTYT OBITH CIPOTHO3MPOBAHBI IIPH 00yUYeHUU MO-
JIeJiv), TO KOHIIENTYaJbHBIN Apeid yCcTpaHUTDH 3a-
TPYAHUTEIBHO, TAK KaK HeJIb3d 3apaHee 3HATH, KAK
B OyZyIlieM U3MEHUTCA IPOTHO3UPYyEMOe SIBIIEHUE.
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B Ouomerpum apeid Momesu MOMKHO YCJIOBHO
pasmenuTh Ha [BE KATETOPUH:

— KPaTKOBPEMEHHBbIH (roioc MeHseTcs IpH
OnbAHEHHUH CyObeKTa niu 3aboeBanuu ropJa) [16];

— IOJATOBPEMEHHbBIN (MeJIeHHbIE U, KaK IPABH-
J10, HeOGpaTUMBbIe CO BpeMeHeM M3MeHeHUsd GroMeT-
pudeckoro o6pasa IoaIb30BaTeNs).

Hecmorps Ha pasiwyHble IPUYIHUHBL Apeida,
oba TMIAa W3MEHEHUH KpauHe CJIOMKHO CIIPOrHO3U-
poBarhb. Eciam mna craruyeckux OHMOMETPHUYECKHX
00pas30B (oTIeyaTka majibila, PaaysKKH, CeTYATKH,
IuIa) aperd mosaBIseTcs TOMbKO IPU (DU3UIECKUX
HapYLIEHHUAX, TAKUX KAK TPaBMa, II0Pe3bl U T. J., TO
IO THHAMUAYECKUX OMOMeTPUIECKUX 00pas30oB dTHX
W3MEHEHUH IOYTH HEeBO3MOKHO m3bexars (Hampu-
Mep, rojI0oC MEHSeTCS B 3aBHCHMOCTH OT 3MOI[HO-
HAJILHOTO COCTOSHUA).

Mosxuo cdopmymupoBaTrh HECKOJBKO 00-
[UX TPHUEMOB M IMOJXOJ0B, MNpeIHAa3HAYEHHBIX
IUIsT CHUJKEHUS HETraTUBHOTO BJIHUSHUA Ipedda.
Hanpuwmep, neprogudeckoe 0OHOBIEHHE MOIENIH
JaeT MOJIOKUTEIbHBIN 5(PEKT, ecu eCTh JaHHBIE
s iepeobyuyenus. [Ipu sToM MOKET IPUMEHATh-
cs B3BEIIMBAHNE JaHHBIX — [IPUCBOEHUE OoJIbIIIe-
ro Beca Haubojiee aKTyaJIbHBIM 00y4aIONIUM IIPH-
MepaM M MEHBIIEero Beca MAaHHBIM, MOJYYEeHHBIM
naBHO. /[ cBOEBpeMEeHHOT0 00HAPYKEeHUs Ipeii-
(ha mcmonb3ywTCA METPUKHM, BBIYUCISIIONIAE CTa-
TUCTHYECKHE XapPAKTePUCTUKU TAHHBIX C YIETOM
petpocmexkTusbl [17, 18], a Takxke amcambiieBble
Meroabl Kaaccupuranuu. OZHAKO 3TH METOIbI
maioT orpanndeHHbId 3 dert. Haubomee spdex-
TUBHBIM IIOJXOJOM SBJSETCS OHJIAWH-O0ydeHUe
(obyuenne uiau 1000yUeHHe B Iporecce pyHKITHO-
HUPOBAHMA), KOTOPOE IO3BOJISIET CHHU3UTh BIHI-
HUEe KOHI[eNTyaJabHOro apeida. OgHako Kiaaccwu-
yeckuii HIIBK me mo:xer paborarh B peskuMe OH-
naiiH-00y4uenus (Becosbie K03 punuentsr HIIBK
He MOTYT OBITh CKOPPEKTHPOBAHBI IIyTEeM H3BJIe-
YeHHUd U3 HUX U yCTPaHeHWd WHPOPMAIIHUH, ITOTe-
paBIIEH aKTyalbHOCTE).

B macrosmeM uccieqoBaHUM MBI IIONIIH HHBIM
IIyTeM, WCIIOJb3ysd MOJeAb HEHUpOHA, KoTopas ca-
Ma 1o cebe, KaK OKa3ajioch, 00jiajaeT HEKOTOPOM
YCTOMYUBOCTBIO K APEH(Y rOI0COBBIX JAHHBIX.

HaG6opsI ro10CoBBIX TAaHHBIX
JIJISI IIPOBENEHUs SKCIIEPUMEHTOB

CymiecTBymoire HabOpbI JaHHBIX, KOTOPbIE BO3-
MOHO HCIIOJb30BaTh JId TECTUPOBAHHSI METOLOB
OMOMETPHUYECKOH TOJOCOBOM ayTeHTH(HUKAIUH,
HE YYHUTHIBAIOT IICUXOIMOI[MOHAIBHOIO COCTOSHUS
aukropa (VoxCeleb, TIMIT, RedDots, Common
Voice, VoxForge, LibriSpeech, NIST SRE). Kpome
TOro, 60JIBIIAS YaCTh 9TUX HAOOPOB JaHHBIX IIPUMe-
HHMA JJII CHCTEM TEKCTOHEe3aBHCHMOIO PaCIIO3HA-

N22,2024 N\

MHOOPMALIMOHHO-YMPABJISIIOLLIME CUCTEMbI  \ 23



/

SAWUTA UHOOPMALIUN

BaHUA JUYHOCTH AuKTOopa. Hambosee akTyanbHOMH
Ha cerojHs 6a30¥ TOJIOCOBBIX IAPOJIEH, UCIOIb3Y-
€MOH 7 OLIEHKHW COBPEMEHHBIX METOIOB TEKCTO-
3aBUCHUMOH KIacCUPUKAIUN ITUKTOPOB, ABIAETCT
RedDots [19]. Habop maHHBIX BKJIHOYAET Trojoca
100 mcmwpITyeMBIX, pedb KOTOPBIX 3aIlMChIBAJIACH
eKeHeeIbHO B TeueHue roga. Kam it 1o6poBoers
OPOUBHOCHUJ 24 TIpensoKeHud Ha KaiKJIOH CeCCHUH,
BKJIIOUAs 22 TOBTOPAMOIINXCA U JBa CBOOOXHBIX
TeKCcTOBbIX. Becero B Habope manubix 124 800 3amu-
ceii. Kopmyc cosman ans mccaeqoBaHUA BIUAHUS
(heHomena «crapeHus» Ha pacIO3HABAHUE T0JIOCA.
Hannass 6asa HWCIIOJIb30BAjach B HACTOSIIEM HC-
CIeIOBAHUU [Jid TECTHPOBAHUA IMIpeAIaraeMoin
MOJIEJIN.

IIcuxosmormonanbHOE (mcuxodusuomornye-
CKOE€) COCTOSHHE CyObeKTa SBIAEeTCH OLHUM U3
KJIIOYeBBIX (PaKTOpPOB, BbI3BIBAWOINUX apeiid [16].
ITosTomy 6bL1 chopMupoBaH COOCTBEHHBIH HaOOP
NAHHBIX, YYUTBHIBAIOIIUN CIIEIYIOI[Ae COCTOSHMUS
HCIBITYEMbIX: HOPMaJIbHOE (CIIOKOHHOE), BO30Y:K-
JIeHHOe, COHHOE U aJIKOT0JIHOTO ontbsiHeHusa. Habop
JaHHBIX MOKHO Pa3IeTUTh Ha ABE YACTH.

1. «3aperucrpupoBanuble cyOobnexkTsl» («Bce
Csom»): 65 DUKTOPOB, KaMKABIH BOCIPOU3BET 00-
pa3 oIpeJesIeHHOT0 I'OJI0COBOTO IApojd He MeHee
80 pas, mamHBIe COOpaHBI B TPU JTala ¢ HHTEPBa-
JIOM HECKOJIbKO He[eJIb:

— Ha 1-M aTame KaKAbIH UCIIBITyEeMBbIA BBeJ He
MeHee 40 TpHUMepPOB, IIPHU STOM HCIBITyeMble IpebbI-
BaJIM B HOPMAJIBHOM COCTOSHUY (BBICIAIUCH IIEPes
SKCIIEPUMEHTOM W He MOABEPrajnch HUKAKUM BO3-
IEeHACTBUSIM);

— Ha 2-M JTame KaIbId HCIBITYeMbBIH BBeJ
20 mpuMepoB B COHHOM COCTOSHHH ITOCJIEe IpHeMa
CeJIaTHUBHBIX CPEJICTB;

— Ha 3-M 3Tame KaMIblH HCIBITYEeMBIH BBeEJ
20 mpuMepoB B COCTOAHUU JIETKOI'0 aJKOI'0JIBHO-
TO ONbAHEHHUd, IPU KOTOPOM KOHIIEHTpPAIHA aj-
Koroad B KpoBH cocraBiaser oT 0,5 mo 1 %o (co-
rracHo pexomenzanuaM MuH3IpaBa, B HAHHOM
COCTOSHHHU pedb CyObeKTa CTAHOBUTCI MeHee pas-
60PYIUBOIL), KOJIUYECTBO AJIKOTOJISA [JIS IOy IeHUS
JaHHOW CTAMUHU ONbAHEHUSI PACCUUTHIBAIOCH IO
opmyne Buamapka mcxonsa us mosa u Beca cy6b-
exTa [16].

IIpumepst, nonydyenHbIe Ha dTamne 1, MOTYT Ieau-
KOM HJIM YACTHYHO WCIIOJIb30BATHCA A 00ydIeHus
CHCTEeMbI, B TOM YHCJ€ B COCTaBe BaIUAAIMOHHOU
BBIOOPKH (B HacTosAIed pabore s 00yuYeHUs HC-
M0ab30BaHO M0 20 IPHUMeEpPOoB, OCTATbHbIE — JJIA Te-
CTUPOBAaHUA, BATUJAIMOHHAA BEIOOPKA IIpu 00yde-
uun HIIBK me npumensercs). I[Ipumepsi, moxyden-
HbIe Ha dTanax 2 u 3, peKOMeHAYeTCA UCI0JIb30BaTh
TOJIBKO AJI TECTUPOBAHUA.

2. «<HeusBectubie Uy:xue»: 650 mpumeposB mpy-
I'UX FOJIOCOBBIX 00pa30B (pas, maposieit), BOCIPOU3-
Be/IeHHBIX JAPYTUMH CyObeKTaMH, He BOLIEJIINMHU

7

B 6a3y «3aperucTpupoBaHHbIE CyOBEKThI». [lanHas
BBIOOPKA JOKHA WCIOIb30BATHCA TOJIBKO B I[EJIAX
TECTUPOBAHUA.

Hna sanucu ucnonb3oBaica Murpodon Fifine
K680 (uyBcTBHTEeNnbHOCTH 34 1B, nuamnasoH 4yacror
20+20000 I', cooTHommenune curHam/irym 78 ab).
3amnuch MPOM3BOAMIACH B THXOM IIOMEIEHUHU IIpU
OTCYTCTBUHY BHEIIHUX UCTOYHUKOB IIIyMa.

3BYKOBBIE CHUTHAJIBI UMEIOT CJEAYIolre mapa-
Metrpsl: pasmep cemmaa ¥ = 16 6ur, yacrora auc-
kperusanuu Q = 16 kI['11. ChopmupoBaHHbIH HAOOD
MAaHHBIX TPUMEHSJICH I O0yJYeHus U TeCTHPOBa-
uusa HIIBK. Orkpsrreie Habopsr ganubix VoxCeleb
u TIMIT uncnonb3oBaauch Qs IpeaBAPUTEIHLHOTO
obyueHnsT HEHPOHHBIX CEeTeH, U3BJIEKAIOIIUX IIPH-
3HAKU U3 TOJIOCOBOTO 06pasa mepej nopadei obpasa
B HITBK.

ApxuTeKkTypHbI€ IPUHIINIBI IIOCTPOCHUI
MeToAa ayTeHTH(PHUKAIIHH Cy0OhEKTOB
o rosocy Ha 6aze HIIBK

Juns peanusanuy KOHIEMIIUH 3AI[UIIEHHOTO
HCIIOJIHeHUs HerpocereBbix anropurmoB MU B 3a-
madax Kjgaccuuranuu o0pasoB Ipeasaraercs
pasgenuts pynrmnuonan MU ma 670K BhIAeICHUA
npusuakos u HIIBK. Biok ussieyenus npusHakos
mpeobpasyeT 06pas B BEKTOP (PUKCUPOBAHHOM IJIH-
HBI (9Ty Oleparuio MOKHO HA3BaTh OPTOTOHAIU3A-
umeir obpasa). Ha srame maBiedeHus Ipu3HAKOB
06pas HOPMUPYETCs, U U3 HEero yaajsgercs HesHa-
yuMas uHpopMarusi. BiIok u3BieueHus MPU3HAKOB
MO:KeT ObITh peajn30BaH HA OCHOBE MPAKTHUYECKH
n00BIX MMOAX0H0B (HEMPOHHBIX CeTeH, Kjaccude-
CKHX METOMOB CIIEKTPAIBbHOTO U KOPPEIAIHOHHOTO
aHanusa u 1p.). B obiem cirydyae 610K H3BIEUEHUT
MIPU3HAKOB SIBJISETCS 3aBUCUMBIM OT IIPEeIMETHOH
obsacTu, TaK Kak JJI PA3HbBIX MIPUJIOKEHUH BXOJI-
HbIe JaHHbIe MOTYT KapUHAaIbHO OTIINYATHCSI, KK
¥ XapakTep W3BJIEeKaeMoi u3 o6pasa uHpOpMAIHU
(BexkTopa mpusHakoB). J[1g 06paboTKu 3ByKa 4acTo
HCIONB3YITCSI MeTonbl X-vector, d-vector, i-vector,
OobicTpoe mpeobpasoBanue Pypbe, BBLIYHCIEHHE
MeJI-KeICTPaJbHBIX KO3((PUIMEeHTOB HIH Beu-
BieTr-nipeoOpasoBaHue. PasHble IOAXOIBI MOTYT
KoMbOuHHpoBaThesd. B HacTosIei pabore 60K wu3-
BJIEUEHHS IPU3HAKOB CTPOUTCS HA 6a3e aBTOKOIH-
POBIIMKOB.

OGyuenue aproromupoBmuka [20] rumoreru-
YEeCKH MOJKET BECTHCHh AJTOPUTMOM IPagHeHTHOTO
crycka uiau ero momudukanuamu. /(s cunresa u
obyuenus HIIBK B aBromMarmyeckom pe:xume Tpe-
OyeTcs OTAENbHBIH POOACTHOHN aJITOPUTM.

Bexrop npu3HAKOB, H3BIEYEHHBIA aBTOKOIHU-
poBiukamu, nocrymnaet Ha sxog HIIBK. O6yuenue
HIIBK pomxHO OBITH aBTOMATHYECKHM W pobact-
HBIM.
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N3Bredyenne mpu3sHAKOB

IIpenoGpaboTKa JaHHBIX T'OJIOCOBBLIX 00Pa30B

IIpesxnme Bcero rosocoBbie 00pashbl OBIIN Ipe-
06pa3oBaHBI B CIEKTPOrpaMMbl. UTOOHI BBIIEIUTH
U3 aKyCTHYEeCKHX 00pasoB I0OJE3HYI0 HH(poOpMa-
LU0 ¥ CHU3UTh JUCIEPCHIO CIyIalHbIX BEIOPOCOB
IPU Pa3JIOKEHUM CUTrHajia B piabl Pypbe, coek-
TpOrpamMMbl ObIIM IPeo6pasoBaHbl B yCpPeIHEH-
HBIU II0 BCceM OKHaM (110 BCeM BpeMeHHbBIM IIpoMe-
KYTEAM) aMIIHTYLHBIA CIeKTp (IIyTeM HHTerpu-
poBaHusa crnekTporpamm). B Hacrodamewm uccueno-
BAHWHU KCIOJH30BAJIUCH CIEAYIOIAe IapaMeTphl
OBICTPOrO0 OKOHHOTO ImpeobpasoBanua Pypne:
pasmep oxkHa W = 4096 (ueTBepThH CEKyHIBI),
mar Wstep = 256. [lnuHa yCcpeaHEeHHOTO CIIeKTpa
2048 amnauryn.

ApXHUTEKTYPHI AaBTOKOIHPOBIIHKOB
M BX 00yueHue

B romocoBoit 6moOMETpPHUHM YACTO HCIOJIb3YIOT-
CcAd MeTONAbl W3BJIEYEHHWsS TAK HA3LIBAEMBIX MeJl-
KeICTPaJIbHBIX KO2(P(PUIIMEHTOB, a TaKKe X-, d- u
i-BeKTOpPOB. Becomas wacTh HCClIeIOBAHUU MOCBI-
I[eHa CPaBHEHHUIO JAHHBIX METOJOB, YTO IIPUBEJO
K BBIBOJ[Y, YTO i-vector mo3BOJISeT CO3aBaTh MeHee
pecypcoeMKne CHCTEMBI, B TO BpeMs Kak x-vector
obecrieunBaeT 0ojiee BBICOKYI0 5(PPEKTUBHOCTD
6maromapsa rayOokomy amamusy: 5,71 % mpoTus
9,23 % EER npu mcmosb30BaHUK BEPOSITHOCTHOIO
JIMHEWHOTO AUCKPUMHUHAHTHOTO aHAjIW3a B Kade-
cTBe Kiaccuduraropa [21].

AnbTepHATUBHBIM HAIMPABICHUEM SBJISIETCS
IIpUMeHeHHe aBTOKOAUPOBINUKOB. MokHO mpume-
HHUTBH Cpasy HECKOJbKO CXOKHX apXUTEKTyp, 00y-
YEHHBIX HA OJHHUX U TEX e JAHHBIX, YTO IT03BOJIUT
MOJIYYUTHh MHOKECTBO IPU3HAKOB C CHIbHOM B3aHM-
HOU KOppesrueid, HeoOXOMUMBIX IJI IMOCTPOEHHUS
HIIBK ma 6ase KoppeisnuOHHBIX HeHpoHOB. Ilo
9TOM MPUYKHE [ U3BJIEUYeHNs IPU3HAKOB PEIIeHO
HCIOJIb30BATH IBE CXOKHUE APXUTEKTYPhI ABTOKOIH-
poBiukoB (puc. 1). Oxumgaemo, 4TO MPU3HAKU, U3-
BJIEKAeMble aBTOKOIUPOBIIUKAMH CO CXOKUMHU ap-
XUTEKTypaMH, 00y4eHHBIMH Ha OJTHOH U TOH JKe BbI-
Oopke, OyayT B 6OIBIIEH CTEIIEHN KOPPEJTHPOBAHEL.

IIpu obyueHVU IpPUMEHANCT MOAXOA U3 PabOTHI
[1]. MbI B3siiu pedyeBble CUTHAJIBI W3 HAGOPOB MaH-
ueix TIMIT u VoxCelebl (maGopsl maHHBIX HMe-
0T OMMHAKOBbIE ITapaMeTpPhl TOJIOCOBBIX CHUTHAJIOB
Y = 16 6ur, Q = 16 xI'm [22]) ¢ gauTeabHOCTHIO,
COOTBETCTBYIOIIIEH KOPOTKOMY TOJIOCOBOMY TIIapo-
mo. Jlamee 6blia BBIMOJHEHA AyTMEHTAIIUS IAH-
HBIX [23] — 006passl mIpeoOpa30BHIBATNUCH B YETHI-
pe TpeacTaBIeHUs, KaKA0€ U3 KOTOPBIX — 3TO
YCPeIHEeHHBIU CIEKTDP, MNOJIyYeHHBIU IPHU IIOMOIIH
OJTHOTO M3 YEThIPEeX THUIIOB OKOH (IIPAMOYTOJIBHOTO,
Bmskmana, Bapmerra, Xammunra). O6iiee kKoauye-
cTBO 00pasoB mpesbicusio 285 000 mocse ayrmeHTa-

\ 3ALUTA UHOOPMALMK N\

UHA. ABTOKOIUPOBIUKU 00y9YeHbI OIITHMHU3ATOPOM
Adam (20 smox).

IIpu u3BIeYeHNU PU3HAKOB TAKIKE HCIIOIb30Ba-
HBI JIBe Bapuanuu obpasa — Ha 6ase MpIMOyIroJb-
HOU OKOHHOH (pyHKuHu Pypre u OKOHHON (PyHKITNH
XsMMHuHTA. ITOT IIPUEM TaKiKe IPUMEHSJICT IJIT I10-
JIy4eHUs OOJIBIIIEr0 YHCIIA CHIBHO KOPPETHPOBAHHBIX
npusHarkoB. OKugaeMo, YTO yCPeHEHHbBIE CIEKTPHI,
[IOJIyYeHHbBIE C WCIIOAb30BAHUEM PA3IUYHBIX THIIOB
OKOH, TI0CJIe 00pab0TKM KOAMPOBIIUKOM AaIyT KOppe-
JINPOBAHHbBIE BEKTOPHI IIPU3HAKOB, HO BCE-TAKH HMe-
forue oTanyus. Yem 60JibIle KOPPEIHPOBAHHBIX IIAP
[IPU3HAKOB, TeM BbIie 3¢ dexrusnocts HIIBK ua 6a-
3€e KOPPEeIAIMOHHBIX HEHPOHOB [1].

MaremaTH4YecKHue OCHOBBI
ucnoan3dyemoit mogeaun HIIBK

HckpuBieHne MpoCcTPaHCTBA MPHU3HAKOB

g pacyera paccTOSHUA B UCKPUBIEHHOM IPO-
CTPAHCTBE IPU3HAKOB MOJKET IMPUMEHITHCI Mepa
MunkoBckoro

rme g — CTemeHHOH KOd(P(UIHeHT; n — IHUCIIO IPH-
3HAKOB; M; U G; MaTeMaTHYecKoe OXHJaHHue H
CTAHJAPTHOE OTKJIOHEHUE j-T0 IPU3HAKA JJIA KJac-
ca «CBoii» (Kjacc 3aperucTprupPOBAHHOrO I10Jb30Ba-
Tes); a; — 3HaYeHHe J-TO IpU3HAaKa.

HckpuBienre NDPHU3HAKOBOTO IIPOCTPAHCTBA
BO3HUKAET M3-38 KOPPEIAINU MEXKAY IPU3HAKAMU
(puc. 2). OTHOCHUTENBHO PA3JIUYHBIX KJIACCOB IIPO-
CTPAHCTBO IMPHU3HAKOB HMCKPHUBJIEHO II0-PA3HOMY,
TaK Kak 6moMeTprYecKuil 00pas KaKIoro YejioBeKa
“MeeT YHUKAJIbHYIO MATPHUILY KO3 PHUITHEHTOB KOP-
pensanuu

Kq
D (@, —my)ajp—m;)
C' = k=l ) (1)

7 [ 2 Xg 2
2 (g —m)= Y (@, —mj)
k=1 k=1

rie K; — xommuecTBO 00ydaloUIuX IPEMeEPOB 00-
pasa «Cpoii» (ganee K; — KOTHYECTBO 00ydarommux
mpuMepoB obpasa «Uymkwue»); & — MOPIIKOBBIA HO-
Mep mpumepa B obyuarorei Beibopke. Ha puc. 2 s
KJIacca 2 paccTofHHe «a» Ha CaMOM Jeje JOJKHO
ObITH 6OJIbINle, YeM PACCTOSHHUE «O», TAK KaK IIPO-
CTPAHCTBO IIPU3HAKOB SIBJIAETCA HE ILIOCKUM, a HC-
KPHUBJIEHHBIM.

Ba:xHbIM TIOKa3aTeseM j-ro IpU3HAKA TAKKE SB-
Jasercs YPOBEHb ero MH(OPMATHBHOCTH, KOTOPBIM
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Koguposuuk
ConvlD ConvlD
Input filters = 8 filters = 16 Batch
kernel_size = 12 kernel_size = 3 normalization
Shape = 2048 strides = 4 strides = 2
activation = relu activation = relu
initializer=glorot initializer=glorot
" ConvlD N ConvlD ( ConvlD \
filters = 16 filters = 32 Batch filters = 32
kernel_size = 4 kernel_size = 3 normalization kernel_size = 3
strides = 2 strides = 2 strides = 2
activation = relu activation = relu activation = relu
\initia]iza: gloroy initializer=glorot \__ initializer=glorot /
ConvlD ConvlD /" ConviD
filters = 64 Batch filters = 64 filters = 64
kernel_size = 3 aI(.: G kernel_size = kernel_size = 3
strides = 2 normalization strides = strides = 2
activation = relu actlvatlon = relu activation = relu
t

\__ initializer=glorot /

initializer=gloro \initializet— glorou

Batch

normalization

Input

Shape = 2048

initializer=glorot

4 ConvlD ConvlD
Fully connected
filters = 128 filters = 256
kernelisize =3 kernel_; sxze =3 units = 128
strides = strides = activation=linear
actlvatlon = relu actlvatlon = relu initializer=glorot
\_initializer= glorot initializer=glorot
Koguposmuk
/~ ConviD |\ ConvlD
filters = 8 filters = 16
kernel_size = 12 kernel_size = 3 Batch
strides = 4 strides = 2 normalization
activation = relu activation = relu

\initializer: glorot/

v
Ve ConviD \ /~ ConviD \

filters = 16 filters = 32
kernel_size = 4 kernel_size= 3
strides = 2 strides = 2

activation = relu activation = relu
\initializer = glorot/ \initializer: glorot/

/ ConvlD \

filters = 32
Batf’h . kernel_size= 3
normalization strides = 2

activation = relu

\nitializer=glorot /

/ ConvlD \

activation = relu

\_initializer=glorot /

ConvlD /~ ConvlD |\
filters = 64 filters = 64 filters = 64
kernel_size= 3 Batch kernel_size = 3 kernel_size = 3
strides = 2 normalization strides = 2 strides = 2

activation = relu
initializer =glorot

activation = relu
\initializer = glorot/
T

/~  ConvlD 4

Batch
normalization

kernel_size = 3
strides = 2
activation = relu
\initializer =glorot

filters = 128 filters = 160
kernel_size = 3
strides = 2
activation = relu
\initializer =glorot

ConvlD

Batch
normalization

A 4
/" ConviD N
filters = 192 Fully connected
kernel_size = 3

| units = 128
activation=linear
initializer =glorot

strides = 2
activation = relu
\initializer=glorot/

B Puc. 1. ApxuTeKTyphl UCII0IH30BAHHBIX ABTOKOUPOBIINKOB

B Fig. 1. Architectures of the used autoencoders

IlexomupoBuIHK
ConvlD ConvlD
Transp Transp
Input filters = 160 filters = 128
P kernel_size = 8 kernel_size = 3 Batl?h ¢
Shape = 128 strides = 4 strides = 2 normalization
activation = relu activation = relu
initializer=glorot initializer=glorot
/ ConvlD N ConvlD Km
Transpose Transp Transp
filters = 64 filters = 32 B filters = 32
. N atch R
kernel_size = 5 kernel_size = 3 alizatio kernel_size = 3
strides = 2 strides = 2 normalization strides = 2
activation = relu activation = relu activation = relu
\initializeI: glorot/ initializer=glorot \__ initializer=glorot /
( ConvlD \ ConvlD / ConvlD N
Transp Transp Transpose
filters = 16 Batch filters = 8 filters = 8
kernel_size = 3 ateh kernel_size = 3 kernel_size = 3
strides = 2 normalization strides = 2 strides = 2
activation = relu activation = relu activation = relu
\_initializer=glorot / initializer=glorot \initia]jzepgloroy
4 ConvlD ConvlD
Transpose Transpose
Batch filters = .4 filters = .1
normalization kernel_size = 3 kernel_size = 3
strides = 2 strides = 2
activation = relu activation = relu
\_initializer= glorot initializer=glorot
HexonupoBuink
ConvlD N\ ConvlD
Transp Transp
Input filters = 160 filters = 128 Batch
kernel_size = 8 kernel_size = 3 normalization
Shape = 128 strides = 4 strides = 2

activation = relu
initializer=glorot

activation = relu
initializer= glorot/

|

(" ComviD ) ConviD ) ConviD
Transpose Transp ‘ransp
filters = 64 filters = 32 Batch filters = 32
kernel_size = 5 kernel_size = 3 lizati kernel_size = 3
strides = 2 strides = 2 normalization strides = 2

activation = relu
initializer =glorot

activation = relu
initializer= glorot/

activation = relu
\initializer = glorot/

( ConvlD \

ConvlD ConvlD
Transp Transp Transpose
filters = 16 Batch filters = 8 filters = 8
kernel_size = 3 al.c . kernel_size = 3 kernel_size = 3
strides = 2 normalization strides = 2 strides = 2

activation = relu
initializer=glorot

activation = relu

\__ initializer=glorot /

activation = relu
initializer=glorot

- ConvlD ConvlD
Transpose Transpose
Batch filters = 44 filters = ,1
normalization kernel_size = 3 kernel_size = 3
strides = 2 strides = 2

activation = relu
initializer=glorot

activation = relu
\initializer:glorot

OIIpefessieTcsi KOJMYIeCTBOM COOCTBEHHOM HHQOP-

MaIlMH JJIs OIIpeeIeHHOro Kiacca o6pasos [1]:

I, = -logy,(AUC(@g/(a), (@), @

rme AUC — momanb, orpaHwveHHas (QYHKIIU-
amMu maotHocTH BepoaTHocTH (PIIB) «Cpoii»
Ogla) n Hymue» @fa), a rTarme ocpio abemmce
(puc. 3, a—8). (DG(a) XapaKTepusyeT 3HAYEHUA PU-
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B Puc. 2. IIpocTpaHCTBO IPU3HAKOB ABIAETCH «INIOCKMM» OTHOCUTEILHO Kj1acca 1 (IpU3HAKH HE3aBUCHMBI) U MCKPUBJIEH-
HBIM OTHOCHUTENIHHO Kiacca 2 (IPHU3HAKH MOJI0KUTEHHO KOPPEIHPOBAHEI), YepHAasd TOYKa — 310 06pas «Uy:xoro»

B Fig. 2. The feature space is “flat” relative to class 1 (features are independent) and curved relative to class 2 (features
are positively correlated), the black dot is the “Imposter” image

a) 6)
304 3
E E 0’4,_...
g ®
& 80,3
/A M
A - X
5 3 0,2
g o
£ E01
) o
= = ; = : ; !
= = 0,0 e ; i b ' } - -
-3,0 2,3 1,5 -08 00 08 1,5 23 3,0 38
3HauyeHMe IpU3HAKA SHavyeHNe IPU3HAKA
— Kmacc 1 — Kmacc 5 — kaacc 9 —knacc 13 — xmacc 17 kiracc 21
— Kmacc 2 ~—— Kjacc 6 — rnacc 10 — xkmacc 14 kaacc 18 Kaacc 22
Kaacc 3 — Kjacc 7 kmxacc 11 —xkmacc 15 —— kmacc 19 —— kmacc 23
kixacc 4 kaacc 8 — kaacc 12 —xmnace 16 — knace 20 — knace 24
6)
) :
B
3
2 0,008
(] H
g : ; : / i
2, 0,006 -
[
/M :
a :
5 0,004 et
S
E : i i
:g 0,002 .5l Lt L
0,000 Zawi

-199 -160 -120 -80 40 O 40 80 120 160
3HayeHue MPU3HAKA

— «Coit» — «Uyixue»

B Puc. 3. IIpumepsr PIIB npusnara: a, 6 — 24 xmaccos «Csoi» (Iy;, ~ 1,75; I;, = 0,15 coorBercrBenno); 6 — pacuer AUC
yepes nocrpoenne PIIB «Csot» u «IIyxcne» [1]

B Fig. 3. Examples of the probability density function of a feature: a, 6 — 24 «Genuine» classes (I;, ~ 1,75; I, ~ 0,15 respec-
tively); ¢ — calculating AUC by constructing the probability density function «Genuine» and «Imposters» [1]
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3HAKA JJIS OIPe/ieIEHHOr0 Cy0OheKTa, (I)I(aj) xXapaxk-
TepusyeT 3HAUYEHUS JTOrO Ke MPHU3HAKa I BCeX
cy6beKTOB B meaom [1].

Hsmensaa nmapameTrp g, MOKHO JOOUTHCA CHUKE-
HUS KOJHWYecTBa OIMUO0K Kiaaccuduraruu. Iroobl
9TO MPOAEMOHCTPHUPOBATH, B HACTOSMIIEM HCCIIe-
MOBAHWU IIPOBEJEH BBIYUCIUTEIbHBIH OKCIEPH-
MEHT II0 PaCIIO3HABAHUIO 06Pa30B B IPOCTPAHCTBE
200 abcTpakTHBIX (MMUTHPOBAHHBIX) IIPHU3HAKOB.
Bce nmpusnaku nMmenan HOpMAIbHOE paclpeaeieHue
sHayeHnH (Hambojiee pPaCIIpPOCTPAHEHHBIH Cirydai
nias 6momerpuu). Ha Kammom srame sKCIepUMeH-
Ta TEeHEePUPOBAJOCH JBA IPOCTPAHCTBA IIPU3HA-
koB — HeszaBucuMbIxX (C ~ 0) u 3aBucumsbix (C > 0).
OTnuyusi STANOB 3aKIYAINCh B HWH(POPMATHUB-
HOCTH U YPOBHE KOPPETHPOBAHHOCTH 3aBUCHMBIX
mpusHakKoB (cMm. puc. 3): I ~ 0,15 npu C~0; I ~ 0,15
npu C~0,9; 1~ 1,75 npu C~0,1; I ~ 1,75 ipu C = 0.

l'enepupyembie EKjaacchl 00pasoB OTIHYATIUCH
MeKIy co00M mapamMeTpaMy pacipenejeHus IIpPH-
3HAKOB. SHAYEHWsT HE3aBUCHUMBIX IPU3HAKOB TeHe-
pupoBanuck meromom Moure-Kapno mox coorset-
CTByIOIIIME TTapaMeTpsl KiaaccoB. [lsa KaaccoB c 3a-
BUCHUMBIMHU TPH3HAKAMH Iepel (popMHpOBaHUEM
COOTBETCTBYIOIINX 00pa30B @ 3HAUYEHUA KaKIOTO
MpU3HAKA BHYTPH Kjaacca ObLIN OTCOPTHPOBAHBI IT0
Bospacraunuio. Takum 06pa3oM, B 9KCIIEPHMEHTE CMO-
JIeTUPOBAHO YeThIpe BapHAHTa MPOCTPAHCTBA IIPH-
3HAKOB (3aBUCHUMBIX U KOPPEIUPOBAHHBIX C yIETOM
IByX ypoBHeH wuH(popmarupuocTh). IlIa Kamzaoro
ciaydas creHepupoBano 500 kaaccos mo 125 npume-
poB obOpasa Ha kiacc. Kaxapiit kiaaccudurarop o0y-
gajca Ha 25 cIy4adHbIX CTeHepUPOBAHHBIX IIpUMe-
pax, ocranpHble 100 mpHMEPOB UCIIOIH30BAIUCH IS
TecTupoBaHuA. MICX0/s 13 TOPOTOBOr0 3HAYECHUS /115
Mepbl MUHKOBCKOTO, MPUHUMAJIOCH pellenne 06 oT-
HeCeHUH TaHHBIX K Kareropuu «CBoi» nunu «Uy:xue».
ITo oxoHUaHWUH cecCHM PACCUUTHIBAJICI [TOKA3ATENh
EER. O6o061iernnabie pe3yabTaThbl SKCIIEPHUMEHTA I10-
KasaHbl Ha puc. 4, a—6 (Bce BEPOATHOCTHU OIIHOOK
IIpeCTABJIEHBI B IOTAPHU(PMIIECKOH IIIKaJIe).

Mepa MuHKOBCKOTO IT03BOJIIET TOYHEE OImpee-
JITH PACCTOSTHUS B UCKPHUBJIEHHOM IIPOCTPAHCTBE
MPU3HAKOB, YTO JTAET XOPOIIre Pe3yabTaTbl, TOMb-
KO €CIH KOPPEeISNHOHHAS 3aBHCUMOCTb MEKIY
MMpU3HAKAMM IIPUMEPHO ONMHAKOBA W HE SABIISET-
CA OYeHb BBICOKOH, T. €. IPHU3HAKHU CJIEeAyeT I'pyI-
mupoBaTth. OMHAKO TPH CHIBHOM HCKPHUBJIECHUU
MIPOCTPAHCTBA NPHU3HAKOB KOJHYECTBO OIIU6OY-
HBIX PEIeHWH OCTAETCS CIHIIKOM OOJBIIHAM (CM.
puc. 4, 6). Ha npakTuke KoppensanuoHHasa 3aBUCH-
MOCTh MEKIY MPU3HAKAMHY PasjindHa.

Mepa 6an3octu u Meta-npusHaku Baiieca —
MuHKOBCKOTO

Koppensius He TOTbKO HCKPUBJIAET IPOCTPAH-
CTBO IIPU3HAKOB, HO U HeceT B cebe [OIMOJIHUTEIb-
Hyl0 uHpoOpManuio 06 obpasax, KoTopas «Iepe-

HOCUTCA» B «CKPBITbIe» H3MepeHHA. UTOOBI H3-
BJleYb MAaHHYI0 HH(MOPMALHUIO, IpEeIJIoiKeHa Mepa
Baiieca — Munkosckoro [1]

v=d3 I(mt —a)f_|om; —a;)Ig e ®

Jj=1

3Ta METPHUKa NPUHHUMAaEeT TeéM MEHbIINe 3Have-
Hud, yeM Boiute C; ;.

CobcTBeHHAS THPOPMAIHA, KOTOPAT COLEPIKAT-
cA B IPU3HAKAX U PacCYUThIBaeTcA 1o dopmyrne (2),
U Ta, YTO COLEPIKUTCA B UX KOPPEIAIMOHHBIX CBi-
35X, pa3nu4Hbl. YTOOHI TOKA3aTh 9TO, B JAHHOH pa-
60Te MPOBEJIEH elle OAHUH SKCIEPUMEHT II0 PacIio-
3HABaHHUIO 00pa30B Mepoi Baiieca — MuHKOBCKO-
ro (3) ¢ yCciIOBHUAMH, AHAJIOTUIHBIMHU ITPEIbIAYIIe-
My bsKcmepuMeHnty. V3 mpeqcTaBiIeHHBIX TaHHBIX
(puc. 5, a—2) BUAHO, YTO ONTHUMYM g AJA MepsI (3)
MeHSeTCs B KajKIOM paccMOTpeHHoM ciaydae. Ecau
IPU3HAKK He3aBUCHUMBI, To MuHHUMYM 1m0 EER mo-
cTHTaeTcs P g > 1, eciiu CyIeCcTBEHHO KOPpeJiu-
poBansl — npu 0,7 < g < 1.

Huuamurka wusmenenuss EER gma  mepsr
Baiteca — MuukoBCKOro mmeeT 06paTHYIO TeH-
JMEHITHUIO 110 cpaBHeHHIO ¢ mokasarenamu EER mma
Mepbl MuHKOBCKOTO. KECau mpusHakKu KOppeIupo-
BaHbI, Mepa baiieca — MUHKOBCKOro maeT B pasbl
60Jiee BBICOKHI Pe3yJIbTaT, YeM IPH HEe3aBUCUMBbIX
npusHakax. llpuueMm BeposTHOCTH OMIMOOK pac-
TI03HABAHUSA B MPOCTPAHCTBE CHUJIBHO KOPPEIHPO-
pauubix (C ~ 0,9) npusHakoB qis mepbl baiieca —
MunkoBckoro Hu:xke (cM. puc. 5, 8), 4eM ypOBeHb
omub0oK A Mepbl MUHKOBCKOTO B Ciaydyae He-
3aBHCHUMOCTH IIPU3HAKOB (cM. puc. 4, @) IpH TOU
ske WHMOPMATUBHOCTH M KOJHYECTBE IPU3HAKOB
(Ip;; = 0,15 mn = 200).

Taxkum obpasom, mepa baiteca — MuHKOBCKOTO
ABJISIETCS «QHTATOHUCTOM» II0 OTHOIIEHUIO K Mepe
MunKoOBCKOro, Tak Kak 00yaaeT MIpPOTHBOIOJIOMK-
HBIMH cBoiicTBamMu. Kpome TOTO, MBI BHAHM, YTO
nH(pOPMATHBHOCTE [, BIUAET Ha Pe3yIbTaT, Kak
u Koppenauud C, U 3T0 BIAUAHNE He B3AaUMOUCKIIIO-
yaroriee (MH(QOPMATHBHBIE IPU3HAKU AA0T Oojee
XOPOIIUH pesyabTaT, 4eM MaJOHH(OPMATUBHBIE,
JasKe IIPU OTCYTCTBUU KOPPEJIAIUH, HO IIPHU ee Ha-
auuuu pesynbrar eme Jydire). CoOTBETCTBEHHO,
UHPOPMAYUS O PASAULUL KAQACCO8 00pA308, KOMO-
pas colepacumcs 8 NPUSHAKAX U UX KOPPEASLYUOH-
HbLX C8A3AX, He 0Ybaupyemcs.

Ilox mera-upusHaKoM Jajiee MOHUMAETCS BhIPA-
JKEHIe

a =a;;=f(a;, aj):‘at —aj‘,

t-1
J>ti=Y(n-0)+j—t )
i=1
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B Puc. 4. Bnusuue g u n sa EER (Mepa MunkoBckoro): ¢ — mpusHaku Hesapucumbl (C = 0), pasiauanas nHGOPMATHB-
HOCTh; 6 — mpusHaku mHpopMaTuBHEI (I, ~1,75), crabo saBumcumbl (C=~0,1); 6 — IPHU3HAKM ManoOMH(OPMATHBHEI
(Iy;; = 0,15), cumpro 3aBucHME! (C =~ 0,9

B Fig. 4. Effect of g and n on EER (Minkowski measure): a — the features are independent (C = 0), different information
content; 6 — the features are informative (I;, ~ 1.75), weakly dependent (C ~ 0.1); 6 — the features are little informative

(Ip;; = 0.15), highly dependent (C = 0.9)

Yem wmeHblie |an ,|, TeM BbIIle BHyTpHKIacCO-
Bas KOPPEJAIUI MEKIy HpU3HAKAMH j U f, eciiu
G, =01, T0 @; ;~ 0 mpu ycnosuy, 4T0 00IACTH 3Ha-
YEeHWH MPU3HAKOB HOPMUPOBAHBI M I[EHTPHPOBA-
HbL. PazMepHOCTh MPOCTPAaHCTBA META-IPU3HAKOB

Baiteca — MUHKOBCKOI0O COCTABIIAET
n' = 0,5(nn-1) = 0,5n2 — 0,5n.

Mepa Baiteca — MunKoBCKOTO (3) — 3TO JIUHEH-
HBIH KJaaccu()UKaTOp B IPOCTPAHCTBE MeTa-IPH-
3HAKOB, HONOOHBIX (4), HO HOPMHUPYIOIIUX U IIEH-
TPUPYOLAX WX 3HAYEHHUST OTHOCUTEIHLHO 00pasoB
«CBo#i» ¢ yueToOM ampHOPHBIX 3HAHUU ITapaMeTPOB

riaacce ob6pasoB «Coii». Bes sTux mapamerpos me-
pa 61M30CTH Ha IEePBbIH B3IIAL 00/1aaeT MeHbIIeH
nH(pOpPMAIeH, O0JHAKO HE BCE TAK OMHO3HAYHO.
Kraccuduranusa o6pa3oB BosMokHA U 6€3 3HAHHUN
m; ¥ o;.
Moaens KOPPEIAIHOHHOTO HEHPOHA
u aaropurm ooydenuns HIIBK

IIycths KOppemanMOHHBIM HEHPOH COEIUHAETCS
¢ MeTa-nipusHaKamu (4), KOToOpbIie ObLIHN IOPOIK TEHbI
nmapaMy TPHU3HAKOB C CHUJIBHON B3aMMHOU KOoppe-
aanuei. OfUH MeTa-IPU3HAK MOXKET OBITH CBA3aH
TOJIBKO C OHUM KOPPEIAIHOHHBIM HEHPOHOM BO U3-
OeskaHUe peaTnu3aIuy aTak, OCHOBAHHBIX Ha ITIOUCKE

m; u ;. IIpo6nema merpuru (3) B TOM, 4TO mapa- ob1ux cBs3ei Hepouos [12, 15]. Beemem nBaypoBHS
MEeTPEL m; B ©; KOMIPOMETHUPYIOT HH(OpManuio o KoppenupoBaHHocTH npusHakos: C_=-0,5>C;,
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B Puc. 5. Brusnaue g u n va EER (Mepa Batieca — MunkoBckoro): ¢ — npusnaku HezapucuMsbl (C=0) u MamonHpOpMaTHBHbI
(Iy;; = 0,15); 6 — npusHaru HesasucuMbl (C=0) u BeckMa uH(MOPMATHBHEI (I, ~ 1,75); 6 — IPU3HAKK CHIIEHO KOPPETMPOBAHEI
(C=0,9) u manoundopmaruss! (I;, ~ 0,15); 2 — nmpusHaru crabo koppemuposansl (C=0,1) u uadopmaTusHsl ([, ~ 1,75)

B Fig. 5. Effect of g and n on EER (Bayes — Minkowski measure): a — the features are independent (C=0) and uninformative
(Ip;; = 0.15); 6 — the features are independent (C=0) and very informative (I;;, ~ 1.75); 6 — the features are highly correlated
(C=0.9) and uninformative (I,;, ~ 0.15); 2 — the features are weakly correlated (C=0.1) and informative (/;;, = 1.75)

n C,=05< Cj,t' Koppensmuonnsiii HeHpoH He
IOJKeH OBITh CBfA3aH C NPHU3HAKAMH, KOTOpBIE
WMET YPOBEHb B3aWMHOM KOPPEITHPOBAHHOCTH
|C_,| < 0,3. Heiipor crpourca Ha 6ase METPHUKH
B3BEIIIEHHOI0 CPEeTHEKBAPATHIHOTO OTKIOHEHUA (5)
3HAYEHWH MeTa-MPU3HAKOB (4), KoTopas M03BOJIAeT
OTHENUTh KAaK IOJIOKUTENIbHO KOPpPeIHpOBaHHBIE,
TaK U OTPHUIlATENIHHO KOPPEJHpPOBAHHBIE TaHHBIE
(puc. 6). ATO MPOUCXOTUT MIOTOMY, UTO IIPH HAIH-
YUY CUJIBHOU IIOJIOKUTEIbHON UIHU OTPUIIATEIbHON
KOPPEeNSAIUN MEKAY UCXOAHBIMU MPU3HAKAMHU BbI-
pakeHHe |a, — m'| ©MeeT TeHJEHIIMIO JaBaTh 6oIee
HU3KUE 3HAYEHU:

L& e
Y= _Zwl(al_m) ) (5)
N1

I7ie | — KOJIMYecTBO BXOJ[0B HelipoHa; W, — Bec CH-
Harica 1ozt Homepom 1 (w, > 0; ecnu w, = 0, T0 1-i Me-
Ta-IPU3HAK He CoefHHAeTCd ¢ HelpoHOM); 1 — HO-
Mep BXxoja IJd CKBO3HOW HyMmeparuu (6e3 yduera
BXOJIOB, A1 KoTOphIX w, = 0). Bec cunamnca paccuu-
ThIBaeTCA 0 popmyJre

MGy, ~ (D),
w = ©
(@ 9D
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B Puec. 6. IInorHOCTH BEPOATHOCTH 3HAYEHUH MEPbI (5) IUUIS CTeHEePHUPOBAHHBIX JAHHBIX IIOCIIE 0To6pameH1/m (4)mpug =1,
I~1,75 6ur: @ — pna Beex kmaccos 1 > C;, > 0,95, n" = 10;6 — pna Beex knaccos -1 < C;, < -0,95,n’ = 10; 6 — mua knac-

cos «Cpoit» 1 > C.,

ca Hyxue» |C;,|'< 0 3,n' =10

>0, 95 ,L[Jm knacca «Yyxue» |C | <0,3,n" =10;2 — mus xnaccos «CBOI/I» -1< C} < -0,95, nna xknac-

m Fig. 6. Probablhty density graphs of the values of measure (5) for the generated data after display (4) with g = 1,
I~1,75bits: a — for all classes 1 > C;, > 0,95, n' = 10; 6 — for all classes -1 < C;, < 0,95, n’ = 10; ¢ — for the « Genu-

ine» classes 1 > C;, > 0,95, for the «Alien» class |C;
the «Alien» class |C ¢ <03,n" =10

i+] <0,3,n'=10; 2 — for the « Genulne» classes -1 < C;, < -0,95, for

K, ) K; )
Z(afk—m') Z(alk—m')
m(G),l = &=l KG mgl) v k=1 KI )
K, ) 2
Z(( 1k—m') _m(G)tj
o(G). k=l ’
) KG
K, ) 2
Z(( e —m) _m(I)l)
oy, =\&
) KI

ITocme oOyueHus HeHpoHA ITapamMeTpPhI m("G)’l,
” " "
M7 (G, (1), AOTIKHBL OBITh yAAJIEHBbI.
€HPOHBI TOJKHBI MMETh YeThIPeXypPOBHEBYIO
TIOPOTOBYI0 (PYHKITHIO aKTHBAIIMH

"11", y< q}eﬂ
"10", Thopy < ¥ < Tiddie
o) =1, . (7
01", Tiadie <V < Tright
"00 n y > lght

e Tleﬂ, T, iddie & Tnght — JIeBBIH, CpeIHUH U Ipa-
BBIH IOPOTOBBIE 3HAYEHU AKTHBALIUY HEHPOHA (CM.
puc. 6). B coorBeTcTBUU ¢ mpeasaraeMon MOIeIbI0
HeWPOH HMeeT YeThIpe BapuaHTa aktuBanuu {0, 1,
2, 3} ¥ TONIBKO OJWH W3 HUX COOTBETCTBYET THIIO-
Te3e «CBoii», OCTalIbHBIE COOTBETCTBYIOT THIIOTE-
3e «Uyxwme». O ToM, KaKOe HMEHHO COCTOSHUE aK-
THBanuu coorBercrByer rumorese «CBoi» (mamee
¢), ©3BECTHO TOJIBKO Ha dTalle CHHTe3a U 00yJeHusa
HIIBK, snoymsbimieHHHK He obiamaer 3TOH WH-
dopmarmeii, Tak Kak OHA He cOXpaHAeTCd IOCe Ha-
CTPOHMKH HelpoHa.

IIpu mocrynmenun obpasa «CBoii» Ha BBIXOZE
HelpoHA ITOYTH BCErAa IOJIKHO BOSHHKATH OIlpesie-
JIECHHOE COCTOAHME, & B IPYTUX CUTYAIUAX COCTOS-
aus {0, 1, 2, 3} moikHBI ObITH ciyuaiinbl. IlosTomy
I BBIYUCJIEHUS IIOPOrOB HEOOXOIUMO PACCIUTATH
TPaHUIIBI HHTEPBAJIA 3HAYEHUH OTKINKOB HEHpPOHA Y
Ha obyuaromue npumeps! «CBO» [Vg mins Y& max) B
Hymne» (Y7 nins V1 maxl IO dOpMyTe

ymin=§_4g’ymax=§+4g ®)
¥ (PYyHKIIMU pacIpeneseHus HOPMAaJbHOIO 3aKOHA
Fo(y) un Fi(y) [11:
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(C-8)?
y 1 g )
F(y)= [ —=e * 4 ©
—00 T

rae & ¥ ¢ — MareMaTHYecKoe OKHAaHUe U CpemHe-
KBaJpaTUYHOE OTKJIOHEHWE BEIHYUHBI Y IIPHU II0-
CTYILUIEHUH Ha BXOJbI HEHPOHA 00y4YaONIUX [IPUMe-
poB «CBoit» unu «Hysxue».

Hcxonst w3 TUIIOTE3HI 0 HOPMAABHOM pacIpee-
JIEHUHW Y, TOATBEP:KJAEHHOH MEeTOIOM XH-KBaJpar
[1], kakabpId HEHpPOH OyAeT JaBaTh JOMKHBIN OTKA3
moab3oBaTenaMm «CBoii» ¢ BEPOITHOCTHIO, B CPeTHEM
He mpesbimaromnei 0,002. OgHako B CHIy HATHYUAS
KOPPEeNSAIAN MEXKAY OTKINKAMM PA3JIUYHBIX HeH-
pouoB mokasarenu FRR u FAR meBo3mo:xHO mpo-
CUMTATH 3apaHee 0e3 IMPOBEIEHUS YUCICHHOTO DKC-
IIepUMeHTA.

Hauamno

YcTaHOBKA ITapaMeTPOB: yPOBEHb KOPPETUPOBAHHOCTH

npussakoB (C_unu C+); b

v

Bri60op yHHKANIBHBIX (HE CBA3aHHBIX C ZPYTUMH HEHPOHAMHU) CILy4alHBIX I1ap
NIPU3HAKOB C 3aJaHHBIM YPOBHEM KOPPEeIAIIMOHHON 3aBUCHMOCTH

v

Broruncienue BecoB cuHaCOB

v

Brraucnenwue: YImin= &,;I_ 45_,1, yImax=EJ + 4@1, AyG = 4GG, YGmin = aG_ AyG, YGmax = E;G + AyGa
FGmax=F(meax): Fgmin= F(mein),

AFG =FGmax — FGmin

Aya =1,05Ay¢
mein:E.sG -Aya
Yomax=E&c + Ayg
FGmax:F()’Gmax)
FGmin:F(mein)
AFG =Fgmax— FGmin

AF;<0,4

Na

Fomin<0,1

oG =2

Ha

Ha
o¢ =3
Tkzﬂ =YGmax Her

Tieft =YGmin— AT
Tmiddle = YGmin

Tight = Triddie+ AT

AT= (ylmax_ meax)/4
Thiddie = Tieps + AT

AT:(yImax_meaX)/3 dc=1 dc =0
TT}eft :_mein AT=(mein_yImin)/3 AT=(mein_yImin)/4
middle = YGmax

Tieft =YGmin— 2AT

Tight = Thiddie+ AT

Konern cuaTesa
u 00y4ueHus HeUpoHAa

B Puc. 7. Anroput™ cuHTe3a U 00y4eHUAI KOPPEIAIHNOHHOTO HEHpOHA
B Fig. 7. Algorithm for synthesis and training of a correlation neuron

Tmiddle =YGmin— AT Her
Tright =Y Gmax Tight =YGmin Heitpom
[ [ He 00yuyeH
! ¥ IOJJIeKUT
YAAIEHUIO
Bri6op HOMEDa . Heiipon
Xell- Ta0IAITbI / obyuen i
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SAWUTA UHOOPMALIUN

Hactpoiika moporoB HelpoHa BBIIOJHAETCA IO
MOIHU(MHUIITTPOBAHHOMY AITOPUTMY (pHC. 7, 6a30BBIiM
aJrOPHUTM IIpejicTaByied B pabore [1]).

Boixoapl KOAHPOBIIMKA MOJKHBI OBITH IIPEOO-
pasoBaHbl B MeTa-Ipu3HAKHU (4), KOTOPBIE MOKHBI
obrTh cBsizanbl ¢ HITBK. Ilpu perumcrpainum HOBO-
ro IOJIb30BATENSI AJIS HETr0 CO30aeTCA OTHEeIbHBIN
HIIBK, xoropsiit o6yuaercs na npumepax «Cpoii»
u «YyKue» B MOBEpPEHHOH cpelie B COOTBETCTBHUU
C aJropuTMOM, IIpeAcTaBiIeHHBIM Ha puc. 8. ITocie
obyuenus HIIBK mo:ker pasmerarbes B OTKEPBITOM
BH]IE.

Ta6auiier moporoB 1T BeCOBBIX K03(p(PUIIMEHTOB
w, obyuennoro HIIBK npexacrasnaaor coboi samu-
[EHHBIN 9TAJIOH [T0JI30BaTEe.

IKCIIEPHUMEHTHI II0 PACIIO3HABAHUIO
TOJIOCOBBIX 00Pa3oB

IIpu nmpoBeseHnY SKCIIEPUMEHTA UCIIOIb30BAHbI
IPeJIoKEeHHbIE MOJEIN IIPEJBAPUTENILHO 00ydeH-
HBIX HAMH aBTOKOZHPOBIHUKOB, Mogenb HIIBK ma
6ase KOPPEeIAIMOHHBIX HEHPOHOB, MPEAJI0KEeHHBIN
anroputM ee o0ydenus (cm. puc. 8) u chopMupoBaH-
HBIH B paMKax HaCTOAIeH paboThl HAG0P TAHHBIX.

IIpwu orterke Ha cOGCTBEHHOM 6ase Ay 00yYeHns
rasxgoro HIIBK wucmonbszoBano mo 20 mpumepos
«CBoii» T0JI0COBOTO 00pasa OIpPemeIeHHOrO IT0JIb-
30BaTeNd, HAXOAAIIETOCHd B HOPMAJbHOM COCTOS-
HUM, a TAK¥Ke 10 OMHOMY IIPUMEpPY BCEX OCTAIbHBIX
T0Jb30BAaTEIEN U3 TPYHIIhI «3aperucTPUPOBAHHBIE
Cy6beKThl» B KauecTBe TPEHUPOBOYHOH BBIOOPKHU
Uy:xue» (Bcero 64 mpumepa «Uyxux»). IIpu onienke
Ha 6asze RedDots mia o6yueHusa ucmoab30BaHO IO
10 npumepos «CBoii» u 239 npumepoB «Uyxux».

Hna recrupoBanus HIIBK u ompenenenus se-
POSAATHOCTH OIIUOOK «JIOKHOrO OTKasza» «Ceoemy»
(FRR) ucmionbpzoBaubr o6passr «CBoii», HE y4acTBO-
BaBIllKe B 00yYeHUH. ITa CEPUs OIBITOB BHIIIOIHS-

Jlach IBaKIbl: CHA4Yaja C HCIOJIb30BaHWEM 00pa-
30B, IOJyYEHHBIX HA IEPBOM dTame c6opa TaHHbIX,
KOr[la COCTOSHHE I0Jb30BaTejell ObLI0O HOPMAallb-
ubeIM (0e3 apeiida), IOTOM € HCITOJIb30BaHUEM 06pa-
30B, MOJYYEHHBIX [T03:K€ B U3MEHEHHBIX COCTOSHHU-
X cy0BeKTOB (B ycaoBusax apeiida).

Hdaa recrupoBauus croiikoctu HIIBK &k mo-
OBITKAM BXO/Aa CO CTOPOHBI 3JIOYMBIILIEHHUKA U
oIlpejie/ieHUus. BEPOSITHOCTH OIIUOOK «JIOKHOIO J0-
nycka» (FAR) ucmonbp30BaHbI IprMephI M3 IPYIIIbI
«Hemuspecrubie Uy:xue» ajd OlEeHKH HA COOCTBEH-
Hoit 6ase (m «Imposters» musa orenku ma RedDots).
PesynbraTel  TeCTHpPOBAHUS  MOKHO  BHUIETH
BTabm. 1wu 2.

Banancuposrka mokasareneii FRR u FAR Bos-
MOKHA 34 CYET MCIIOJIb30BAHUS KOJOB, HCIIPABJIAIO-
muxX OmuOKY, HanpuMmep KomoB bessesa [24]. C ux
IIOMOIIBI0 MOYKHO KCIIPABUTH OIIPe/eIeHHOe KOJIH-
gecTBO OIIH60K B hopmupyemom Ha Bbixoze HIIBK
KJII0Ye ¥ TAKUM 00pa3oM yCTaHOBHUTD IIOPOT IIPUHS-
THsA 6MOMEeTPUYIECKOro 00pasa.

HeitipocereBoit mpeo6pasoBarenb OuOMeTpHSI-
Koj Ha 0ase KOpPeJAIMOHHBIX HEHPOHOB AaeT To-
pa3mo MEeHBUIWH MIPOIEHT OMIUO0K U B pasbl 60Jb-
Iyio [IuHYy Kiaoda, deMm kiaaccuueckuit HIIBK
Ha 6ase axroputrma obyuenus ['OCT P 52633.5.
Buausnwue cocrosHusa cyObeKTa Ha pes3yibTaThl ay-
TeHTU(PUKAIUN TIPU HCIIOJIb30BAHUM IMIPEII0KEeH-
unoit momenu HIIBK menee cyiecTBeHHBI, ueM IS
KJjaccuyeckoi mopenu. IlosydeHHbIE pesyibTaThbl
MOKHO OOBACHHUTH T€M, YTO eCJHu apeidyromiue
XapaKTePUCTUKHN T0JI0CA KOPPENHPOBAHBI, TO OHHU
M3MEHAITCI CXOKHUM obpasom. [l pyrumu cioBamu,
KOPPeJAUI MEKIY CYLUIeCTBEHHOU YACTBHIO IpPeH-
(dyromux npusHakos coxpausercs. Ilo sToit mpu-
YWHE KOPPEIAIMOHHbIE HEUPOHBI ABJISIOTCA OTHO-
CHUTEJIbHO YCTOUYMBBIMHU K Ipeidy roJ0COBBIX 00-
pasos.

W3 npexpcraBiieHHBIX Pe3yJabTaTOB BHUIHO, YTO
[peaIoKeHHA A MOJEeIb AaeT YPOBHHU OMINO0K U TOU-

B Taéauya 1. Pesynbrars! sxcnepuMeHTa ¢ coberBeHHO#M 6a3oit nurropos (EER, %)
B Table 1. Experimental results with its own base of speakers (EER, %)

IIpennoxennas mogens HIIBK npu xonmuecrse HIIBK, o6yuaewmsrii mo I'OCT P 52633.5, npu konuuecrse
HelpoHoB N HelpoHOB N

N 512 1024 128 256

1 2 1 2 1 2 2
2 - - - - 7,73 8,91 5,27 7,9
4 4,31 5,38 3,7 4,69 7,46 10,73 -
6 3,64 4,73 3,47 441 - - -
7 3,42 4,46 3,33 4,31 - - -
8 3,66 4,72 3,26 4,33 - - -
9 3,75 4,76 3,48 4,42 - - -

IIpumeuanue: Cronbusr 1 — nperida Her; cTOAOLBI 2 — Apeid ecTs.
34 7/ VH®OPMALIMOHHO-YMPABJISIIOLLVE CUCTEMbI 7 N22, 2024
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B Tabauya 2. Pesynvrars! sxcnepumenTa ¢ Habopom nanubix RedDots

B Table 2. Experimental results with RedDots dataset

MeTOI[BI Hu MOoaesn

EER, % | Tounocts,%

KomnekcupoBanue HECKOIBKUX MOIeIeH U METOI0B (MO/IesIb TayCCOBOM cMecH, i-, X-vector) [25] 2,77 -

BeiiBner-npeobpasoBanue, HelipoHHAas ceTh U npeobpasoBaune ['unnbepra [26] - 95,1
MFCC + rany6okas meiiponnas cetb [27] 1,61 -
T'ny6okue ckpoiThie MapkoBckue mogenn (DHMM) [28] - 97,6
Hepapxuueckas mHOrocioinas akycrudeckas moxenb (HiLAM) [29] 1,02 -
IIpennomxennas mogens HIIBK (n =6, N = 4096) 2,64 97,36

HOCTH, COITIOCTABUMbIE ¢ MUPOBBIM ypoBHeM. OqHaKO
CTOHT YYHUTHIBATD, YTO B HACTOAIIEM HUCCACTOBAHUN
JOIIOJIHUTEIBHO CTABUTCA 3a7a9a He TOILKO 3aIllu-
THI OT Apeda, HO U 3aIUThl 6HOMETPUYECKUX IIIa-
6JIOHOB OT KOMITPOMETAIINH, a TaKxKe obecredyeHus
aBTOMAaTHYECKOT0 ¥ POOACTHOTO 00y4YeHHus MPHU pe-
THCTPAIMK HOBOTO MOJb30Bareins. Bce ykaszaHHbIe
CBOMCTBA OMHOBPEMEHHO He 00ecIeuuBalTCA HU
OIHOM M3 yKa3aHHBIX MOJeNel, ¢ KOTOPBIMH OCY-
II[eCTBJISJIOCH cpaBHeHue 1m0 6asze RedDots.

3akaroueHue

[lonyuenuble pesyabTaThl MOKA3ajM, YTO €CThb
MIPEeNUMYIIeCTBA OT HCIOJb30BAHHUA KOPPEIAIHOH-
HBIX HEHPOHOB B 3a/]a4ax IOJI0COBOM OMOMETPHUH:

— maHHBIE 0 Kiacce «CBoil» He KOMIIPOMETH-
pyIoTCcs, TaK Kak WX He TpebyeTcs XpaHWUTh B BUJE
rmapaMeTpoB pacipejeleHus 3HAYeHU W IPU3HAKOB;

— HIIBK na 6a3e KOppeasIiuOHHBIX HEHPOHOB
JaeT MEeHBIIIUH IPOIEHT Omu60K (moutu Ha 60 %) u
0OJIBIIIYIO JIMHY KJIo4a (B YeThIpe pasa) mo cpaBHe-
uuio ¢ HITBK ua 6aze I'OCT P 52633.5. KomuuecTBo
omu6ok cocraBmio: EER = 3,26 % (mna upen-
JIOKEHHOM MOojienn) mpu pauHe Kiaoda 1024 6ut u
EER = 5,27 % (gnsa kaaccu4ecKOW MOJeNHu) MpH
IUInHe Kao4da 256 6uT;

— ecnu apeidyoiue IpUsHAKU CUILHO Koppe-
JIUPOBAHBI, TO OOBIYHO OHH CABUTAIOTCI CHHXPOHHO
mo guaroHaju (4aie BCEro B paMKax JUHHUHU pac-
IIUPEHHsd IIPOCTPAHCTBA IIPU3HAKOB, CM. PHUC 5, 6),
IPU 9TOM 3HAYEHHe MeTa-IpUu3HAKA MEeHSIeTCsd He-
CYIIECTBEHHO. OKCIIEPUMEHT II0Ka3all, 4YTO B5TO
CIIPaBeIINBO, TAK KaK BEPOITHOCTH OIIHOOK IIOBbI-
mraroTes B cpegaeM Ha 25-30 % (s Kiraccu4ecKoi
MOJIeJIN IIOBBIIIIEHNE KOJHYeCTBA OINMHOOK HPHU W3-
MEHEHHHU COCTOSHHA II0Jb30BaTeId KojaebaeTcs oT
15 mo 50 %);

— TpeAJoKeHHas MOMeNlb He YCTyIaeTr cylie-
CTBYIOIIMM AHAaJIOTaM II0 TOYHOCTH, IPHU STOM CY-
[IECTBYIOIIE MOJeJIH He 00eCHeYrBAIOT 3AIUTY
OMOMETPHUUYECKHX IIAa0JIOHOB ¥ AaBTOMATHYECKOe
obydueHre IMPH PErucTParii HOBOTO ITOJIb30BaTelId,

0 YeM CBHU/IETEJIbCTBYIOT SKCIEPUMEHTHI HA OTKPbI-
toii 6aze RedDots.

Janbueiiinyre wcciaefnoBaHusa OyAyT Hapasie-
HBI HA CO3aHWe THOPHUAHBIX MOe/Ied HeHPOHHBIX
ceTel, CIOCOOHBIX BBIMOJHATHCA B 3alUIEHHOM
pe:xxume, u HIIBK Ha ux ocuose. Eciiu 06bequHUTD
KJIacCHUYEeCKVe HEHPOHBI ¢ IPYTUMHU TUIIAMU HEWPO-
HOB B THOPHAHBIA CIIOM HEHPOHOB, CHHTE3HWPOBAB
TUOPUIHYI0O HEHPOHHYIO CeTh, MOKHO CHU3HUTH II0-
rasareau FRR u FAR u noBeicuts sHTpOINIO OTBE-
toB HIIBK. Eie 6osiee wHTEpECHBIM SIBJIAETCA TO,
YTO CO3JaHHEe MHOTOCIOMHBIX I'MOPUIHBIX HEHPOH-
HBIX CEeTeH, Iie B KaKA0M cjioe OyAyT MCII0Ib30Ba-
HBI Pa3JnYHbIe TUIIBI HEHPOHOB, MOKET TAKKe II0-
3BOJIUTHh CHUBHUTH BEPOSITHOCTDH OIMMOOYHBIX pellle-
HUH U OTKPBITH HOBBIE IIEPCIIEKTUBHI.
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Introduction: The issue of protecting biometric data from compromise is closely related to performance issues. Existing methods
of biometric voice authentication either do not protect voice data from compromise or give a high percentage of erroneous decisions; in
addition, they do not provide resistance to voice image drift. Purpose: To develop a method of biometric voice authentication that is
resistant to the drift of biometric data while ensuring the confidentiality of voice parameters. Results: We propose an authentication
method using neural network “biometrics-to-code” converters based on a modified model of correlation neurons and their training
algorithms. It has been established that correlations between features contain information about images that does not duplicate the
information contained in the features. The biometrics-to-code converter based on correlation neurons produces a much lower percentage
of errors and several times longer key length than the classical model based on the GOST R 52633.5 learning algorithm. The number of
errors was: 3.26%. When the subject’s state changes (intoxication or sleepiness), the number of errors for the developed method does not
increase as significantly as for the classical model of the biometrics-code neural network converter. Practical relevance: The results
can be used to increase the security of computer resources from unauthorized access and biometric data from compromise. Discussion:
Combining neurons of various types into a single layer will make it possible to create more stable and reliable biometric-to-code neural
network converters.
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Introduction: Security assessment of modern information systems is a challenging task. These systems incorporate heterogeneous
objects, things, subjects and connections between them. They are continuously changing and generate a lot of events. As a result, the
system security state is constantly changing. Purpose: To develop an approach for security assessment of the heterogeneous informa-
tion systems. Results: We develop and present an approach to security assessment. It incorporates data gathering from various sources,
log preprocessing, security incidents detection, mapping the security incidents to the nodes of the attack graph, security assessment
and forecasting, and results representation. The novelty of the proposed approach is in the technique for mapping the detected incidents
to the stages of the targeted cyber attacks. This technique uses the Emerging Threats correlation rules to output the security incidents
based on the detected events. It also uses the Targeted Attack Analyzer (Indicators of Attack) rules that describe security incidents
(signatures) using Sigma language to map the detected security incidents to the attack patterns from the MITRE ATT & CK database.
Thus, the proposed technique allows one to map the detected events to the attack graph nodes and assess and forecast the targeted
cyber attacks. The attack graph is generated using MITRE ATT & CK attack patterns and vulnerabilities from the National Vulnerability
Database. The approach is implemented in the Python language. The test environment is deployed to test the mapping of the detected
security incidents to the known attack patterns. Practical relevance: The investigation results can be used in the construction of security
assessment systems that are aimed at strengthening cyber security of heterogeneous information systems.

Keywords — security assessment, cyber security incidents, event correlation, signature, cyber attack, attack graph, MITRE ATT &

CK, National Vulnerability Database, targeted attack analyzer, indicators of attack, emerging threats.
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Introduction

Currently, digitalization covers more and more
areas of human life. Along with advantages, it leads
to new threats. Thus, supporting information tech-
nology infrastructure is vulnerable to cyber threats.
Their successful implementation can lead to such
consequences as power outage that is uncomfortable
for people and crucial for the industry, for example,
water treatment, medical infrastructures, etc.

Modern information technology infrastructures
are characterized by a high level of complexity and
heterogeneity. Security information and event man-
agement systems (SIEM) were introduced to moni-
tor the system’s processes and to detect malicious
ones. These systems allow early attack detection
and forecasting and provide security incident foren-
sics utilities. SIEM systems collect events from dif-
ferent sources and implement their correlation anal-
ysis to support these tasks. The event correlation in

information security allows revealing the dependen-
cies between the events relating to the same cyber
security incident [1]. It incorporates the following
stages: normalization, preprocessing, anonymiza-
tion, aggregation, filtering, correlation itself, and
prioritization [1]. The event correlation results are
the cyber security incidents. They are used by the
researchers to attribute the attacker [2—-4], forecast
the attack development, and select measures for
countering cyber attacks.

In this paper, the authors focus on the targeted
cyber attacks as multi-step and hard-to-detect at-
tacks. A targeted attack is a type of cyber attack
that is aimed at compromising a specific system or
object. Such attacks can have different development
vectors (techniques). They incorporate the following
standard stages: reconnaissance, resource develop-
ment, initial access, execution, persistence, privi-
lege escalation, defense, evasion, credential access,
and discovery. The stages may vary depending on
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the object under attack. The consequences of the
targeted cyber attack can be crucial. Detection of
cyber attack at an early stage can help avoid consid-
erable damage. Both attack detection and preven-
tion require event correlation. It allows detection of
the cyber security incident and mapping it to the
appropriate attack stage and technique for further
prevention.

The researchers proposed various event correla-
tion techniques for the SIEM systems based on the
manual [5], supervised [6], and unsupervised meth-
ods [7, 8]. Existing information security monitor-
ing tools implement these techniques. At the same
time, while most security monitoring tools allow
detecting cyber security incidents using correlation
techniques, they do not allow mapping the detected
security incidents to the targeted cyber attack stag-
es. To fill the gap, the paper [9] introduced the tech-
nique based on the set of Emerging Threats (https://
rules.emergingthreats.net/open/suricata-5.0/
rules/) correlation rules and on the set of Targeted
Attack Analyzer (Indicators of Attack) (TAA (IOA))
rules (https://support.kaspersky.com/KATA/3.7.1/
en-US/194907.htm). The set of Emerging Threats
correlation rules is applied for events correlation to
output cyber security incidents. The set of TAA (I0A)
rules is used to map the detected security incidents
to the stages of the targeted cyber attacks. The TAA
(IOA) rules describe behavior in the system (signa-
ture) that could indicate a targeted attack (security
incident) and can be validated in real time [10, 11].
The authors [9] use the open dataset of the TAA
(IOA) rules specified in Sigma language (https://
github.com/SigmaHQ/sigma/tree/master/rules) and
integrated with the MITRE ATT & CK database
(https://attack.mitre.org/). The IOA allows mapping
the security incidents (signatures) to the attack
stages from the MITRE ATT & CK database, name-
ly, reconnaissance, resource development, initial
access, execution, persistence, privilege escalation,
defense, evasion, credential access, and discovery.
The technique proposed in [9] allows detecting the
security incidents based on the security events and
mapping them to the IOA mapped to the MITRE
ATT & CK tactics and techniques. The research
was presented at the 5th International Workshop
on Attacks and Defenses for the Internet-of-Things
(ADIoT 2022).

In this paper, the authors describe the common
approach to security assessment based on attack
graphs using the National Vulnerability Database
(NVD, https://nvd.nist.gov/) and MITRE ATT & CK
database that incorporates the technique present-
ed in [9] as one of the stages. The authors also in-
troduce a novel attack graph model that integrates
attack stages represented using MITRE ATT & CK
objects and attack actions represented using the
vulnerabilities from the NVD, and security assess-

ment technique based on the proposed attack graph
and mapping of the security incidents to this graph.
The proposed approach allows forecasting of the
next attack steps, and in prospect, it will allow time-
ly responses against cyber attacks.

The main contributions of the paper are as fol-
lows:

— the approach to security assessment of the
information systems using NVD and MITRE
ATT & CK database. It is based on attack graphs.
The developed approach uses the technique for de-
tecting and mapping the cyber security incidents
presented in [9] as one of the stages;

— a novel attack model in the form of the attack
graph, constructed considering cyber attack stages
and vulnerabilities of the system under analysis;

— the security assessment technique. It is based
on the developed attack graph and the mapping of
the security incidents to the generated graph.

The novelty of the proposed solution is as follows:

— the comprehensive approach to the securi-
ty assessment using NVD and MITRE ATT & CK
and considering mapping of the security incidents
to the cyber attack stages. It uses the technique for
detecting and mapping the cyber security incidents
presented in [9] as one of the stages;

— the attack graph that differs by the joint con-
sideration of the attack stages and attack actions;

— the security assessment technique based on
the proposed attack graph and mapping of the secu-
rity incidents to the graph.

Related research

Currently, a wide variety of event correlation
techniques has been proposed [8]. They could be
classified into three main groups according to the
knowledge extraction method: manual, supervised,
and unsupervised. Rules and signature-based ap-
proaches form the first group, while the second and
third groups include corresponding machine-learn-
ing techniques and algorithms. Despite their vari-
ety, their primary goal is to generate security in-
cidents based on observed system, network, and
application events.

Such techniques are used in SIEM systems to
detect anomalous activity. Thus, Splunk Enterprise
Security (https://www.splunk.com/en_us/products/
enterprise-security.html) uses correlation based on
the trained neural network to detect anomalies in
the event stream using the trained neural network.
QRadar SIEM (https:/www.ibm.com/qradar/securi-
ty-qradar-siem), HP ArcSight Security Intelligence
(http://www.microfocus.com/en-us/cyberres/secops/
arcsight-esm), and MaxPatrol SIEM (https:/www.
ptsecurity.com/ww-en/products/mpsiem/) use rule-
based correlation methods.
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Few security solutions implement further map-
ping of the security events and accidents to the in-
dicators of attacks. This functionality is often im-
plemented as an additional component, and is based
on expert rules. For example, PT Network Attack
Discovery component (https:/mitre.ptsecurity.com/
en-US/techniques?utm_source=pt-main-en&utm_
medium=slider&utm_campaign=mitre) from
Positive Technologies implements automated map-
ping of the detected incidents to a set of the attack
techniques and tactics. SIEM QRadar from IBM in-
cludes QRadar Use Case Manager. It provides func-
tionality for the generation of rules to map the de-
tected incidents to specific tactics and techniques.

There is a public knowledge-based repository
of adversary tactics and techniques — the MITRE
ATT & CK repository. It incorporates more than
620 attack techniques for enterprise information
platforms. The provided tactics, techniques, and
procedures are classified by the attack stages.
Another recent MITRE research effort, DSFEND,
attempts to link known countermeasures to cor-
responding attack techniques. One of the most
common ways to use MITRE ATT & CK matrix is
modeling attack paths to determine missed attack
steps and appropriate countermeasures [12-14].
For example, in [14], a methodology for a system
security assessment based on the attacker’s be-
haviour modeling is presented. The attacker’s be-
haviour is represented as a sequence of techniques
specified in the MITRE ATT & CK matrix.

In [12], authors propose a new structure that
links the attack graph and attack kill chain steps.
As the attack graph is constructed for a given sys-
tem configuration, the proposed structure maps the
given system to the possible attack steps and rec-
ommended countermeasures. The mapping of the
MITRE ATT & CK techniques to the attack graph
elements is implemented using a ruleset defined
manually.

Xiong et al. developed a threat modeling lan-
guage that allows modeling attacks in the system
being analyzed [13]. It enables the specification of
the information system entities. Then the textual
descriptions of the MITRE ATT & CK techniques
are manually mapped to language structures that
link system entities, attack techniques, and coun-
termeasures, making it possible to reveal available
countermeasures for each attack step and define
missed ones.

In [15], authors focused on the problem of the
probabilistic generation of the attack steps repre-
sented by the MITRE ATT & CK tactics. They use
a hidden Markov model to represent transitions be-
tween tactics and techniques and try to calculate
transition probabilities based on the analysis of the
observable events. A set of observables is extracted
from over 25 documents and other materials relat-
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ing to the incidents in the industrial control systems.
This analysis allowed the authors to determine the
frequency of transitions between tactics and tech-
niques and to transform them in initial probabili-
ties, transition probabilities, and observable emis-
sion probabilities. The authors demonstrated that it
is possible to generate different attack scenarios by
changing the probabilities.

In [16-18] MITRE ATT & CK matrix serves as a
basis for stating and validating hypotheses about at-
tacks and their paths based on observations revealed
by an analyst and historical data about attacks and
threat actions. For example, in [16] the authors con-
struct a graph of attack tactics and evaluate differ-
ent algorithms for predicting missing graph edges
and vertices to discover missed attack steps. The
source data for constructing such an attack graph
are data about attacks that are available through
the MITRE ATT & CK STIX repository. Al-Shaer et
al. investigated the problem of the similarity of dif-
ferent attack scenarios to reveal inter-dependencies
between techniques and tactics. They demonstrat-
ed that certain fine-grained associations between
techniques and tactics could be used to forecast an
attacker’s behavior [18].

A. Nisioti et al. propose DISCLOSE, a frame-
work targeted to support the forensics investi-
gation and evaluate the severity of the security
breaches [17]. Similarly to [16], the authors use
the MITRE ATT & CK STIX repository to con-
struct a knowledge graph that reflects the prob-
abilistic dependencies between attack techniques
and could be used to reveal missed attack steps
and forecast attack steps. Moreover, the authors
suggest evaluating the cost and benefit of each
attack action. The benefit of the attack actions
is determined based on their properties, such as
required privileges and user interaction, using
the Common Vulnerability Scoring System Base
Score Calculator. The cost of the attack actions
is calculated based on expert assessments. Thus,
the analyst may understand the impact of the pos-
sible attack actions using numerical scores and
select appropriate countermeasures.

In [19], Kim et al. adopt the MITRE ATT & CK
matrix to implement mobile advanced persistent
threat attribution. They propose to form a vector-
ized presentation of tactics based on the results of
their similarity analysis. The authors demonstrated
that such a solution allows a reduction of the false
positive rate in task of malware author’s attribution.

The approach proposed in this paper is close
to the approach suggested in [17]. But unlike the
approach [17], the introduced approach performs
security incident mapping to attack patterns in re-
al-time mode and considers the step of the event cor-
relation and construction of the security incidents
and alerts.
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Approach for security assessment
based on attack graphs using NVD
and MITRE ATT & CK database

Cyber attack incorporates several stages that
are called kill chain. As soon as we consider enter-
prise networks, the stages are as follows: reconnais-
sance, resource development, initial access, execu-
tion, persistence, privilege escalation, defense eva-
sion, credential access, discovery, lateral movement,
collection, command and control, exfiltration, and
impact. Some of them can be missed. Besides, to im-
plement each stage several techniques can be used.

Detection of cyber attacks at the early stages of
the kill chain allows for a reduced impact on the tar-
get system. In this paper, we propose an approach to
security assessment based on attack graphs using
NVD and MITRE ATT & CK database. The goal is
to enhance the results of the security assessment
via enhancement of the targeted attack detection. It
can be specified as follows: Respy > Resp,, where
Res is defined as the number of the detected attack
stages for the proposed approach (Resp,) and exist-
ing approaches (Resg ).

The proposed approach incorporates data gath-
ering from various sources; log preprocessing; secu-
rity incidents detection using correlation analysis;
mapping the security incidents to the nodes of the
attack graph constructed considering the kill chain
using NVD and MITRE ATT & CK database; secu-
rity assessment and forecasting based on the con-
structed graph; and results representation (Fig. 1).
It takes as input the security incidents and outputs
the risk scores for the resources of the analyzed sys-
tem. The stages of the approach are detailed in the
subsections below.

Data gathering and log preprocessing

First, in the data gathering stage, the raw data
from the network log net _log and the internal log
syslog (or other) are gathered. These data enter the
preprocessing stage.

In the preprocessing stage, the raw data D, are
normalized, preprocessed, filtered, and aggregated
(Fig. 2) using the following algorithm.

Step 1. The raw data D, i. e. the set of network
and internal events, enter the normalization pro-
cess Norm. D, are converted to the normalized for-
mat in terms of length and syntax:

read
D. — Norm(len, syn),

where len — the fixed length; syn — the normalized
event syntax.

Step 2. The normalized events enter the pre-
processing Proc. The events are supplemented by
the fields essential for the correlation: time_start,
time_end, list:

read
D, — Proc(time _start, time _end, list),

where time_start — event start time; time_end —
event end time; list — event source.

Step 3. The preprocessed events enter the filter-
ing and aggregation process Filter. It is required to
remove the repeated events and aggregate similar
events:

read
D, — Filter(del _attr, meta),

. Formatted Seeurity
aw events
L events C lati Operator’s
0g orrelation Graphical User
preprocessing analysis ;] } Interface (GUI)
Sysl -
Ng;s l(; i’ Emerging
- Threats rules Attack Possible attack
indicators sequences
System analysis
objects l L Security scores
Security
Attack graph assessment
generation and attack
forecasting
Vulnerabilities
and attack
stages
B Fig. 1. The generalized scheme of the proposed approach
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B Fig. 2. The scheme of the data gathering and log pre-
processing process
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Event attributes Security incidents

(Sy, Sy oorr Sp) (P, Py, ..., P,)

E— E—

Emerging Threats rules

Correlation

Preprocessed
events D

B Fig. 3. The scheme of security incident detection us-
ing log correlation analysis

where del_atr — a function for the removal of
repeated events; mefa — a function for aggregation
of similar events.

Limitations:

{Cl7 Cz, ceny Cn}U{Ll’ Lz, ’Lk} € D,

where C — network events; . — internal events
(events from operation system log); D — preprocessed
events.

Security incident detection using
correlation analysis

Correlation allows security incident detection. At
this stage, the Emerging Threats correlation rules
are used for events correlation (Fig. 3).

The authors specify the correlation rule as the
following mathematical object:

impact
< Rule _type > [< TriG > (S;, Sg, ..., S;) —
display
(P, By, ... P) — <Alert>, < Severity >],

where <Rule_type> — a type of the correlation
rule that depends on the event source lisi. We
outline the following types of correlation rules:
App-layer, Decoder, Dhcp, Dnp3, DNS, Files,
http2, http, Ipsec, Kerberos, Modbus, Mqtt, Nfs,
Smb, Tls; <TriG> — the security incidents
signatures, several signatures can exist for
the same type of correlation rule; (S, Sy, ...,
S,) — event attributes indicating the security
incidents; (P, Py, ..., P,) — detected security

incidents; <Alert> — alert for the cyber security
incident; <Severity> — severity of the alert (low,
medium, or high).

This is the production model that uses IFF-THEN
rules to represent an operation. The preprocessed
events D enter the correlation analysis (see Fig. 3).
The event source list is used to select the correla-
tion rule. The event attributes S trigger alert Alert
if they correspond to one or several signatures
TriG of the security incidents P. The severity of the
alert depends on the number of security incidents.
The algorithm for correlation can be specified as
follows.

Step 1. Events D enter the correlation rule de-
pending on their source list:

read
D — Rule_type.

Step 2. The events syntax represented by the
event attributes S, is mapped to the features spec-
ified within the cyber security incident signature
TriG:

read

D — < Rule_type ><TriG > (S;, Sy, ..., S,,).
Step 3. If the events D contain at least one at-
tribute corresponding to the feature specified in the

cyber security incident signature, then the incident
is detected:

read impact

D — < Rule_type ><TriG > (S4, So, ..., S,) —
(P, Py, ..., P).

Step 4. The alert Alert is generated and sent to
the operator’s GUI together with its severity:

read impact
D — < Rule_type >[<TriG >(Sy, Sy, ..., S,) —

display
(P, B, ..., P,) — <Alert>, <Severity >].

The obtained security incidents are passed to the
attack indicators analysis stage.
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Technique for mapping the security
incidents to the nodes of the attack graph

At this stage, the security incidents obtained
using events correlation are mapped to the cy-
ber attack stages represented as an attack graph.
The graph is generated considering the MITRE
ATT & CK tactics and techniques, i. e. to the stages
of the targeted cyber attacks.

The cyber attacks model represented as an at-
tack graph, and a set of TAA (IOA) rules are used
for this goal.

The attack graph is specified considering the
analyzed system and cyber attack stages.

The analyzed system is specified based on its
objects Obj and relations between them Rel as fol-
lows:

S = {0bj, Rel}.
Each object 0bj € Obj is specified as follows:
obj = {ip_addr, type, software, hardware}.

Object type type is specified considering the sub-
matrices of the Enterprise matrix of the MITRE
ATT & CK (https:/attack.mitre.org/matrices/enter-
prise/) as follows:

type € {PRE, Windows, macOS, Linux, Cloud,
Network, Containers}.

It is used to specify applicable attack stages and
to determine the object’s criticality.

Software software and hardware hardware are
used to detect the object’s vulnerabilities and gener-
ate attack subgraphs.

Rel specifies relations between objects.

The generalized attack graph GAG is specified
as the set of attack subgraphs ASG and connections
Con between them:

GAG = {ASG, Con}.

Each subgraph ASG is specified depending on
the type type of the system object Ob; under attack
as the set of the attack stage nodes stage:

ASG = U?:l stage;,

where n — is the number of the attack stages that
depend on type. For example, for the type = Win-
dows (https://attack.mitre.org/matrices/enterprise/
windows/), ASG = {Initial Access, Execution, Per-
sistence, Privilege Escalation, Defense, Evasion, Cre-
dential Access, Discovery, Lateral Movement, Collec-
tion, Command and Control, Exfiltration, Impact},
while for the ¢ype = PRE (https://attack.mitre.org/

matrices/enterprise/pre/), ASG = {Reconnaissance,
Resource, Development}.

Each stage stage is specified as a stage attack
subgraph considering type:

stage = {N, Con, Pr},

where N — the set of stage attack graph nodes;
Con — the set of connections between them; Pr —
probability of successful stage implementation.

Each node n € N represents an attack action. It
is specified as follows:

n = {V, Pr},

where V — the set of vulnerabilities that can be used
to implement the attack action; Pr — probability of
successful attack action implementation.

The set of vulnerabilities is specified consid-
ering the type of the system obj, its hardware,
and software. The vulnerabilities are related to
attack stages if an appropriate connection exists
in the MITRE ATT & CK database. Analysis of
the MITRE ATT & CK databases demonstrated
the low connectivity between this database and
vulnerability databases (such as NVD). Thus,
this research proposes using the technique for
classification of the vulnerabilities by the MITRE
ATT & CK stages using machine learning meth-
ods.

The TAA (IOA) rules describe security incidents
(signatures) using Sigma language. The IOA allows
mapping the security incidents to the attack stages
from the MITRE ATT & CK database, for example,
reconnaissance, resource development, initial ac-
cess, execution, persistence, privilege escalation, de-
fense, evasion, credential access, and discovery. The
mapping is specified as follows:

display
P) —

>],

< Sign > [< attack > (P, Py, ...,

<0,1>, <R, MITREObj

where (Sign) — TAA (I0OA) signatures of the securi-
ty incidents; (attack) — attack techniques according
to the MITRE ATT & CK. For example, it can take
the following values: Ddos_attack, Malv_attack,
Scan_attack, Web_attack, Sql_attack, XSS _attack,
Shell_attack, Dos_attack, Brut_attack, Pass_attack,
Inject_attack; (P, Py, ..., P,) — cyber security in-
cidents corresponding to the attack technique; <0,
1> — the result of mapping of the security incidents
(Py, Py, ..., P,) to the MITRE ATT & CK techniques
(attack) based on the signature (Sign): 0 — the set
of the detected incidents (P;, P, ..., P,) do not cor-
respond to the (Sign), 1 — the set of the detected
incidents (P, Py, ..., P,) correspond to the (Sign);
MITREObJ- — attack description, its stage, possible
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next steps, and attack responses according to the
MITRE ATT & CK.

This process can be briefly described as follows.
The signatures of the security incidents detected on
the correlation stage are compared with the TAA
(IOA) signatures of the same incidents. The targeted
attack represented using MITRE ATT & CK tech-
niques is detected if they match. Otherwise, the de-
tected incident can’t be mapped to the multi-step tar-
geted attack represented with the path of the attack
graph GAG. The attack responses depend on the at-
tack stage and used tactics and techniques. Mapping
the security incidents to the attack stages allows for
assessing security, attack forecasting, and, in the fu-
ture, selection of efficient attack responses.

The corresponding algorithm is as follows.

Step 1. Comparison of the signatures of the se-
curity incidents P, P,, ..., P, obtained from the D
attributes using the Emerging Threats correlation
rules with TAA (IOA) signatures. The TAA (I0A)
signatures Sign of the incidents P,, P,, ..., P, cor-
respond to the tactics, techniques and procedures
attack from the MITRE ATT & CK database. The
comparison is specified as follows:

compare

DR, P, ...P) —
< Sign >< attack > (P, B, ..., P,).

s dp

Step 2. Displaying the MITREObj if the signa-
tures match:

compare
D(Pl’P2"“’Pk) —>
display
< Sign > [< attack > (P, B, ..., P,) —

<1l> , < MITREObJ

>],
where 1 indicates that the set of the detected
incidents P, P,, ..., P, correspond to the Sign. Go to
Step 3. Otherwise, go to Step 4.
Step 3. Starting security assessment process.
Step 4. The security incident can not be mapped
to the MITRE ATT & CK stages.

Security assessment

This research proposes a hierarchical securi-
ty assessment process using a security risk score.
A security risk score is calculated considering the
probability of the security incident and the impact
of the incident. It incorporates the following levels of
hierarchy (from the lowest to the highest): 1) stage
stage attack subgraph level — incorporates security
risk scores for the stage attack subgraph nodes that
are represented with attack actions n implemented
using vulnerabilities; 2) ASG level — incorporates
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security risk scores for the ASG nodes that are rep-
resented with kill chain stages stage; 3) GAG lev-
el — incorporates security risk scores for the nodes
of the GAG that are represented with ASG.

On the attack subgraph level, the approach de-
scribed in [1] is used to calculate probabilities of
successful attack actions Pr. The probability of at-
tack is calculated using the equation for the uncon-
ditional probability:

k
Pr(nk) = HPC(ni | Pa[ni])7
=1

where n, — the successful implementation of the
k-th attack action represented using the attack
graph node; Pc — local conditional probability dis-
tributions, i. e. the probability of compromise of a
node considering the states of its parents; Paln,] —
all parents of node n,,.

The graph traversal is used to calculate Pr.

Calculation of the unconditional probability re-
quires the local conditional probability. To calculate
local conditional probability distributions Pec, the
approach proposed in [20] is used (the first equation
for OR relations, the second equation — for AND
relations):

0if Vn; € Paln,]|n; =
k-1
=0and | 1- [ [ (1 - Pc(n;)) | otherwise
i=1
0if In; € Pa[n,]|n; =
k-1

=0 and [H (Pe(n; ))J otherwise

=1

Pc(ny,) =

b

where n; = 0 means that attack action is not suc-
cessful.

OR relations of the graph nodes (i. e. attack ac-
tions) represent the case when the successful im-
plementation of the attack action requires the suc-
cessful implementation of at least one of its parent
nodes. AND relations of the graph nodes represent
the case when the successful implementation of the
attack action requires the successful implementa-
tion of all its parent nodes.

For the root node of the graph Pc is calculated
using local probability p(n) for this node:

p(n) for successful attack action
Pc(n) = 0 .

otherwise

The reverse depth-first traversal is used to cal-
culate conditional probability distributions for all
nodes.

The approach based on Common Vulnerability
Scoring System metrics is used to calculate local
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probabilities for the attack graph nodes and impact
scores [1].

On the ASG level, the same approach is used but
nodes are represented with kill chain stages stage.
The local probabilities for the stage are calculated
as probabilities Pr for the leaf nodes of the stage
attack subgraph if it exists. If there is no stage at-
tack subgraph for the stage (no corresponding vul-
nerabilities) then the local probability is calculated
considering the complexity of the stage implemen-
tation according to the MITRE ATT & CK. Impact
on this level is calculated as the maximum impact
from the stage attack subgraph.

On the GAG level, the nodes are represented
as ASG. Thus local probabilities are calculated
as probabilities Pr for the leaf nodes of the ASG.
Impacts are calculated considering the criticalities
of the objects Obj.

In the case of security incidents, the probabilities
for the nodes on all levels are recalculated consider-
ing Bayes’ theorem.

Experiments

The authors implemented the proposed ap-
proach in Python programming language using the
Flask framework (https://flask.palletsprojects.com/
en/2.1.x/). Figure 4 provides the general architec-
ture of the developed prototype.

The authors deployed the testing environment
for the experiments. As the test case the small frag-
ment of computer network was selected that can
be the part of any supporting information technol-
ogy infrastructure of power generation system. It

is represented in Fig. 5. The developed prototype
and the tested SIEM tools were installed on the
Administrator’s workstation.

The attacks were conducted against the user’s
workstation using internal tools of the Kali Linux
operation system (https:/www.kali.org/). The con-
ducted attacks are provided in Table 1.

The Scan_attack is the first stage of the following
attacks sequence (TestSequence): Reconnaissance
(Scan_attack), Resource Development (Develop
Capabilities), Initial Access (Exploit Public-Facing
Application), Execution (Command and Scripting
Interpreter), Persistence (Account Manipulation),
Privilege Escalation (Scheduled Task), Defense
Evasion (BITS dJobs), and Credential Access
(Account Manipulation).

Table 2 contains the results of the experiments.
It represents the following characteristics:

— the target IP-address;

— the conducted attacks;

— the types of events corresponding to the at-
tacks (C — network events, L. — operation system’s
log events);

— the TAA signatures corresponding to the at-
tacks;

— the administrator IP-address;

— if the attack was detected and mapped.

Table 3 details the detected techniques for each
attack according to the MITRE ATT & CK.

After detection and mapping of the attack to the
attack sequence on the attack graph, the security
risks are recalculated. Thus, the security risks for
the TestSequence are provided in Fig. 6, where red
color indicates high risk, yellow color — medium
risk, and green color — low risk.

Data preprocessing

MITRE ATT&CK
NVD
Output data
Security assessment .
Attack graph and attack Cyber security
Log preprocessing — g;;g?;r; —-» forecasting \A incidents
Input data component R MITRE ATT&CK
Syslog Correlation analysis Attack indicator Y| | Attack paths and
Net_log G P P . .
- Filtering component analysis component security scores
aggregation \—/—\
N

Correlation rules
(Emergency
threat)

B Fig. 4. General architecture of the developed prototype

TAA (I0A)
signatures
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User
“.. 192.168.0.108

Attacker
192.168.0.104

B Fig. 5. Deployed test environment
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B Table 3. The detected techniques of the conducted cyber
attacks

Attack Techniques according to the MITRE
ATT & CK
Dos_impact T1499.001, T1499.002, T1499.003,
T1499.004

T1505.001, T1505.002, T1505.003
T1595.001, T1595.002

Shell_impact

Scan_impact

B Table 1. The cyber attacks conducted within the test
environment

info

technique

192.168.0.108 BITS Jobs 667205

Security recor

B Fig. 6. The security risks for the TestSequence

Source Target

Attack IP-address IP-address Success

Dos_impact | 192.168.0.104 | 192.168.0.108 +
(Attacker) (User)

Shell impact | 192.168.0.104 | 192.168.0.108 +
(Attacker) (User)

Scan_impact | 192.168.0.104 | 192.168.0.108 +
(Attacker) (User)

Inject_impact | 192.168.0.104 | 192.168.0.108 +
(Attacker) (User)

Brut_impact | 192.168.0.104 | 192.168.0.108 +
(Attacker) (User)

B Table 2. Successfully detected and mapped attacks

Adminis-
Attack Event . TAA User IP-address trator
type |signature

IP-address
Dos_ C Dos_ | 192.168.0.108 | 127.0.0.1
impact attack (User)
Shell L Shell _at-| 192.168.0.108 | 127.0.0.1
impact tack (User)
Scan_ C Scan_at-| 192.168.0.108 | 127.0.0.1
impact tack (User)
Inject_ L Inject_ | 192.168.0.108 | 127.0.0.1
impact attack (User)
Brut_ | C & L |Brut_at-| 192.168.0.108 | 127.0.0.1
impact tack (User)

Discussion and conclusion

The authors analyzed the modern SIEM systems
and found out that they do not provide the func-
tionality of the accurate mapping of the detected
incidents to the attack stage for further security as-
sessment and attack prevention. To fill this gap, the
authors proposed a new approach to the security as-
sessment incorporating a comprehensive technique
for correlating the raw events into the security inci-
dents and mapping the incidents to the attacks and
attack stages. The information on the detected and
mapped security incidents is further used in the
scope of the security assessment technique. In the
research, the authors used open source tools. The
Emerging Threats correlation rules were used for
event correlation. Mapping of the security incidents
to the attack stages was implemented using the
TAA (IOA) integrated with the MITRE ATT & CK
database. NVD and MITRE ATT & CK databases
were used for attack model generation. The authors
developed their models and algorithms based on
production rules, graph theory, probability theory,
and machine learning. The developed approach was
implemented using Python language. The testing
environment was deployed for the experiments. The
experiments proved that the developed tool allows
the detection of security incidents and mapping
them to the attack stages.

Besides, the authors compared the proposed
tool with existing open solutions, namely, Splunk
Enterprise Security, IBM QRadar SIEM, and HP
ArcSight Security Intelligence. The comparison re-
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B Table 4. Comparison of the developed tool with known
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SIEMs
Tool Dos_attack | Scan_attack | Shell attack
Attack detected
Developed + + +
tool
Other tools + + +
Attack mapped
Developed | T1499.001! | T1595.001° | T1505.0017
tool T1499.0022 | T1595.0026 | T1505.0028
T1499.0033 T1505.003°
T1499.0044
Other tools - - -

Lhttps://attack.mitre.org/techniques/T1499/001/
2 https://attack.mitre.org/techniques/T1499/002/
3 https://attack.mitre.org/techniques/T1499/003/
4 https://attack.mitre.org/techniques/T1499/004/
5 https://attack.mitre.org/techniques/T1595/001/
6 https:/attack.mitre.org/techniques/T1595/002/
7 https://attack.mitre.org/techniques/T1505/001/
8 https://attack.mitre.org/techniques/T1505/002/
9 https://attack.mitre.org/techniques/T1505/003/

7

sults are given in Table 4. Existing tools as well as
the developed tool can detect all the conducted at-
tacks. But unlike existing tools that are not able to
map the detected attacks to the MITRE ATT & CK
techniques and tactics, the developed tool is also
able to detect techniques and tactics corresponding
to the detected incident according to the MITRE
ATT & CK. Thus, Resps > Resp,, and the goal of
the research is accomplished.

There are some limitations of the approach. Thus,
the event correlation stage requires the correlation
rules. We used the Emerging Threats correlation
rules. If the rule for the security incident doesn’t ex-

ist, the proposed solution won’t detect the security
incident. The same limitation exists for the incident
mapping functionality. We implement mapping to
the MITRE ATT & CK tactics and techniques us-
ing the TAA (IOA) rules. If the rule for the MITRE
ATT & CK tactics or techniques doesn’t exist, the
proposed solution won’t map the detected security in-
cident to the attack sequence. Besides, there are some
performance limitations. Thus, for the attack graph
generation and probability calculation within the se-
curity assessment the resource consuming traversal
algorithms are used. As soon as the attack graph is
generated in the static mode before the system oper-
ation, this is not a drawback. To solve the probability
calculation challenge in the real time mode we limit
the number of the processed graph nodes.

Detection of the attack stage requires addition-
al time and resources as well. However, automation
of the cyber incident analysis will allow for saving
the resources in future. Thus, this is essential for
prevention of the targeted multi-step attacks. Their
detection at an early stage, further assessment, and
correct forecasting of the attack goal allow avoid
the attack’s success and impact from its successful
implementation. The proposed solution can be im-
plemented to protect heterogeneous infrastructures
from cyber attacks.

In further research, the authors plan to enhance
the proposed approach and corresponding tool in
the following aspects:

— extending covered cyber attack scenarios us-
ing more complex correlation rules for the detection
of cyber security incidents;

— considering attack scenarios that are not in-
cluded to the MITRE ATT & CK database, such as
generating targeted attacks using artificial neural
networks;

— conducting other types of attacks to map oth-
er types of cyber security incidents to the MITRE
ATT & CK tactics and techniques;

— adding the technique for the prospective coun-
termeasures selection to the developed approach.
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BBeneHnue: oneHuBaHue 3aIUIEHHOCTH COBPEMEHHbBIX HH()OPMAIIMOHHBIX CHCTEM SBIISETCH HETPHBHAIBHOMU 3anadeil. Taxkue cucTeMbl
00BbEeJUHAIOT PA3INYHbIE 0OBEKTHI, «BEIIH», CYyObEKTHI M CBA3H MEKAY HHUMH, IIPH 9TOM OHH IIOCTOSHHO MEHAIOTCA M FeHEPUPYIOT 60IIbIIoe
KOJIMYECTBO coObITHI. B pesynprare IoCTOSHHO MEHSAETCA COCTOIHHE 3aluinenHocty cucreMbl. Ileas: paspaboraTs moaxos k OIeHKe 3alu-
L[EHHOCTH TeTePOreHHbIX HH(POPMAIHOHHBIX cucreM. PesyabTarsr: paspaboTaH Moaxox K OIeHHBAHUIO 3aIUIIIEHHOCTH, KOTOPBIH BKII0YAeT
cOOp MaHHBIX U3 PA3TUYHBIX OTKPHITHIX HCTOYHUKOB, IPEI00paboTKy KyPHAIOB COOBITHIA, 0OHAPYKeHHEe HHITUIEHTOB 6€30I1acHOCTH, 0TOOpa-
JKeHMe MHIIUIEHTOB 6e3011aCHOCTH Ha y3JIbI rpada aTak, OlleHUBaHue U IPOTHO3UPOBAHNE YPOBHS 3aIHIEHHOCTH U IIPe/ICTaBIeHNe Pe3yIb-
raroB. HoBusHa mpeiokeHHOro moAX01a 3aKI04aeTcs B paspaboTaHHON MeTOANKe 0TOOpasKeHNs MHIMIEHTOB HA TAIBI IIeJIeBbIX KHOep-
aTak. JTa METOIHUKA UCIOIb3yeT npasmia Koppemsanun Emerging Threats qyst o6napy:xenus naimaenTos 6e3onacuoctn. J[ist orobpaskeHst
00Hapy:KEeHHbIX HHIUIEHTOB Oe3omnacHocTy Ha mabaous! arak u3 6asbl gaHHbix MITRE ATT & CK meropuxka ucnomnssyer npasuia Targeted
Attack Analyzer (Indicators of Attack), koTopble OmuCHIBAIOT HHIHEHTHI 6€30IIACHOCTH (CUTHATYPBI) C HCIIOIb30BaHUEM A3bIKa Sigma. Me-
TOJMKA [T03BOJIAET 0TOOPA3ZUTH OOHAPYKEHHbIE COOBITUA Ha rpad aTak U OIEHUTH U CIIPOTHO3UPOBATH IlejleBble Kubeparaku. J{ia renepanun
rpada arak npesmnaraercs ucronab3oBarh mabnonsl arak u3 MITRE ATT & CK u ysssumocru u3 National Vulnerability Database (Ha-
IMOHATBHOM 0a3bl JaHHBIX ysa3BHMOCTeH). [IpeoxKeHHbIH TOAX0/] peaTn3oBaH B paMKax MPOrpaMMHOTO CPeJCTBA, HAIMCAHHOTO Ha A3bIKe
Python. Jlna recrupoBanusa orobpaxeHus 00HAPYKEHHBIX WHIIMIEHTOB 6€30IIaCHOCTH Ha M3BECTHBIE I1A0JI0HBI aTak PasBepHyTa TeCTOBasd
cpeza. IIpakTHdyeckas 3HAYUMOCTD: PE3yIbTaThl HCCAEJOBAHUA MOTYT OBITH MCIIOJb30BAHBI IIPH ITOCTPOEHUH CHCTEM OI[EHUBAHMUS 3all[H-
LEHHOCTH, KOTOPbIE HAIIPABJIEHbI HA IIOBBIIIEHHE 3al[UIIIeHHOCTH TeTePOreHHbIX HH(OPMAIIHOHHBIX CHCTEM OT Kubeparax.

KiaroueBnie cioBa — OlleHMBAHUE 3AIUIIEHHOCTH, UHIUAEHTHI KHOepOEe30acHOCTH, KOPPEIaIusa COObITHIA, CUTHATYpa, Kubeparaka,
rpad arax, MITRE ATT & CK, National Vulnerability Database, ananusarop 1ieneBbIx arak, HHIUKATOPHI aTaKu, KHOEpyrposa.

Jaa murupoBanusa: Kryukov R. O., Fedorchenko E. V., Kotenko I. V., Novikova E. S., Zima V. M. Security assessment based on attack
graphs using NVD and MITRE ATT & CK database for heterogeneous infrastructures. Hugpopmayuonrno-ynpasasiowue cucmemut,
2024, Ne 2, ¢. 39-50. doi:10.31799/1684-8853-2024-2-39-50, EDN: YXVAJI

For citation: Kryukov R. O., Fedorchenko E. V., Kotenko I. V., Novikova E. S., Zima V. M. Security assessment based on attack graphs
using NVD and MITRE ATT & CK database for heterogeneous infrastructures. Informatsionno-upravliaiushchie sistemy [Information
and Control Systems], 2024, no. 2, pp. 39-50. doi:10.31799/1684-8853-2024-2-39-50, EDN: YXVAJI

YBAXXAEMbIE ABTOPbDI!

Hayunasa snektponHas 6ubamorexa (HOB) mpomoskaer paboTy mo peaimsanuuy IPOEKTa
SCIENCE INDEX. Ilocne Toro kax Bwr saperucrpupyerechk Ha caitte HOB (http://elibrary.ru/
defaultx.asp), 6yzer cosmana Bara tuunasi CTpaHUYKA, COAEPIKAaHMEe KOTOPOI COCTABAT HE TOJIBKO
Bairu nepconasibHbIE JaHHBIE, HO U [IePEeUYEHDb BCceX BaIllmx mevaTHBIX TPYIOB, MMEIOIIUXCS B 6ase
maHubIx HOB, BKIOUAs quccepTaIium, IaTEHThI U TE3UCHI K KOH(DEPEHIIUAM, a TAKKe CPABHUTE I b-
Hble nHAeKchHl rutupoauusi: PUHIL (Poccuiickuil mHAEKC HAyYHOrO IUTUPOBAHUS), h (MuHIEKC
Xwupia) or Web of Science u h ot Scopus. Ilocie cosmanmusa 6azoBoro BapuauTa Baiiei mepcoHa b-
HOI cTpaHUIlbI BBI MOoyunTe KO JOCTYIA, KOTOPBIXA MO3BOJIUT BaM peakTUPOBaTh HH(pOPMAIIHIO,
moMorasi co3aBaTh MaKCHUMAJbHO O0BbeKTUBHYIO KapTUHY Barreii HayYHO#l aKTUBHOCTU U I[UTHU-
poBanus Bamiux Tpymos.
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Ha xondgepeHInu OIaHUPYIOTCA BBICTYILICHUAS
¢ IJIEHAPHBIMHU MOKJaJaMM pAga 3apyOesKHBIX U
OTEUECTBEHHBIX yYEHBIX II0 IePCHEKTHUBHLIM Ha-
MIpaBIeHUSIM Pa3BUTHUSI COBPEMEHHBIX ceTel Iepe-
Jauu JaHHBIX U WX NpUIoxkeHni. I[IporpaMmma KoH-
depennun Takke IMIpeaycMATPHUBAET IIPOBEIECHUE
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CTapIINX KYPCOB U aCHUPAHTOB. ITO OymeT Crocos-
CTBOBATh PACIINPEHUIO PO eCcCHOHaATBLHOTO Kpyra
CIIEI[MAIUCTOB, CIIOCOOHBIX HMOIEPKUBATE ¥ PA3BH-
BATh HTH TEXHOJOTUH U PEIICHUS.

Hanpasiaenus pa6orsl MoNeTec-2024

* QoS control in data communication

* Resource management and control in cloud
computing

+ Edge computing
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* Information security in SDN/cloud

* 5G/6G networks for wireless communication

* 6G radio access networks

* Coding theory applications in networking

* High-speed routing and switching

* Heterogeneous channel traffic modeling and
analysis

* Large-scale network simulation: methods and
tools

* Formal verification of network protocols and
service

* Al-driven IoT
digitalization

* IIoT: Industrial Internet of Things

* Domain specific networks

+ Al4net, Al for network and network for Al

+ AloT: Artificial Intelligence of Things

* Future networking
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JOKJIAM0B, IOCBAIIEHHBIX IIPUMEHEHHIO METOI0B
HMCKYCCTBEHHOTO WHTE/JIEKTA B YKA3AHHBIX BHIIIIE
HaIIPaBJIEHHUAX.
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emoM 110 12 crpanuls B popmare pdf Ha aHTIHIICKOM
sA3bIKe — TpejacTaBasoTcsa dyepes cucremy uConfy.
Ilogpo6uas uHpOpPMAIIHA O TUIAX AOKIATOB IIPE]-
cTaBJIeHa Ha caure.

s opopmitenus craTeil HEO6XOIUMO HUCIIOIH30-
Barh cranaapTubii mabaon IEEE nia marepuanos
MeKIyHaApPOIHbIX KoHQepeHiui (popmar A4).

Inst xomdepeHIMM 3ampoIeHAa TeXHUYeCKasd
nogmep:kka IEEE. Jloknans Ha aHTIWHACKOM SI3BI-
Ke, YCIIEeIHO IMPOoIIealrne 0oT60p U MpeacTaBleH-
HBbIe HA KOH(epeHuuwn, OyAyT MOAAHBI [JIs IyOIH-
ranuu B 6ubaumorexke IEEE Xplore (ummexcamus
B Scopus).

ABTOpPBI MOTYT IIOAATH AOKJIAM HA PYCCKOM SI3bI-
rke. Takwe mokmanpl 6ymyT mpemcTaBieHbl HA OT-
IeIbHON CEeKIUU(SIX) U OMyOJMKOBAHBI B COOPHUKE
TpynoB, uuaekcupyemom B PUHII.

ITo uToram BBICTYIIJIEHHUH aBTOPAM [OKJIAT0B MO-
3KeT OBITH IPeIIoKEeHO TopaboTaTh TEKCT 0 TOJIHO-
dopmarHoii craThu, KoTOpasd 6yaeT peKoMeH10BaHa
s MybauKanuu B :KypHanax us rnepeuns BAK u
anpa PUHII.

7

Hudopmanus 06 opresuoce s y4aCTHUKOB 0Oy-
JIeT IOCTYIIHA Ha caiiTe KOH(pEPeHI[UH.

CrenmoBbIe JOKIANbI

ABTOpaM JORJIa0B, OTKJIOHEHHBIX II0O HTOramM
PelLleH3UPOBAHUS, MOKET OBITH IIPEIJIOKEHO IIPe[-
CTaBUTH CTEHJIOBBIH AoKIaj. J[OKTagduK IIpesocTas-
asger aiyn miaakara; nmedarh miaakara (85x110 cm)
¥ pasMellleHre ero Ha CTeHIe BBITIONHAIOT OpPTraHu-
3aropbl koH(epeHnuu. CTeHI0BbIE TOKIATLI HE IIy-
6mukyioTca B coopuuke TpynoB ana IEEE Xplore,
OHH OyAyT OIyOIMKOBAHLI B COOPHUKE, HHIEKCUPY-
emom B PUHII.

IIIkoJBI IO ceTeBbIM U 00JIAYHBIM
TEeXHOJIOTUAM

Ilepen nauamoMm KoH(eEpeHIUN NIAHUPYETCT
[IpOBeJeHNe HECKOJbKUX IIKOJ 10 CeTeBbIM H 00-
Ja4HbIM TexHojorusaM. lens sTUX MIKOA — IIO3HA-
KOMUTH cnymaTeJIeﬁ C COBpeMeHHBbIMHU TEeXHOJIOI'u-
AMH, IOKA3aTh UX IPEHUMYIIEeCTBA H BO3MOKHOCTH.
Perucrpamnus aias yyacTus B KamI0W MIKOIe OyaeT
OTKPBITA HA caiiTe KoH(pepenuu. KommyecTBo mect
B KaJKJI0U M3 [IIKOJI OTPAHUYIEHO.

Basxnarnie maTbr

* IlpencraBnenue AHHOTAILIUU (extended
abstract) noxknanos: 7o 1 mag 2024 r.

* Pesyabrarel IpenBapUTEIbHOTO PELeH3HPO-
Bauusd: g0 15 mas 2024 r.

* Ilpencrasimenue noknanos: 10 15 mioua 2024 r.

* Pesynprars! penensupoBanus: 10 1 ceHTAOpA
2024 1.

* IIpenocraBienue (puHAIBHON BEPCHU [TOKJIA-
7a, 1opaboTAHHOTrO IO pe3yabTaTaM PeleH3upoBa-
Hud: 10 20 ceHTaAOpa 2024 r.

* Perucrpanus qiis ygyactus B HIKOJIE: 0 5 OK-
TAGps 2024 1.

* ITxomer: 27-28 okTaAOps 2024 r.

* Koudepenmnusa: 29-31 okradpsa 2024 r.

dopmaT 1 MeCTO IPOBEAECHUAA

®opmar KoHPEpPEeHIHH: CMENIaHHbIH (0YHBIH
¥ JUCTAHIIMOHHBIN)

Mecto mnpoBeneHusa: MocKoBCcKuili rocymgap-
crBeHHBIN yHUBepcuTreT umenu M. B. JlomorocoBa
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IIpomenmmue koudgepenmun MoNeTec

IlepBasa koudepennua MoNeTec-2014

(27-29 okTabps 2014 r.)

Mecro nposepenusa: MI'Y umenu M. B. Jlomo-
HOCOBa

Tpynsr xoudepenmun: https://ieeexplore.ieee.
org/xpl/conhome/8555058/proceeding

Bropas koudgepenmnus MoNeTec-2018

(25-26 oxkTa6pa 2018 r.)

Mecro npoBenenusi: Ckonrex (MockBa)

Tpyabr xomdepennuu: https://[ieeexplore.ieee.
org/xpl/conhome/8555058/proceeding

XPOHUKA A UHOOPMALUA N\

Tpetbs koapepennusa MoNeTec-2020

(27-29 okTa6ps 2020 r.)

Mecro ipoBenenusi: online

IIpesenranuun u BuaeokoH(pepenrum: https:/
monetec.ru/2020/reports

Tpyasr xomdepennun: https://[ieeexplore.ieee.
org/xpl/conhome/9257984/proceeding

Yersepraa koHdgepennusa MoNeTec-2022

(27-29 okTa6psa 2022 r.)

Mecto nposegenus: MTYCHU

Tpyner xoudepenmun: https://ieeexplore.ieee.
org/xpl/conhome/9960711/proceeding

YBAXXAEMbIE ABTOPbI!

Hayunsie 6aspr qanubix, Braodas Scopus u Web of Science, 06pabaTsiBaioT faHHbBIE AaBTOMATH-
vecku. C 0JJHOM CTOPOHBI, 3TO YCKOPAET IMpoIfecc 00paboTKY JaHHbBIX, C IPYTOM — PA3THIHsA B TPAHC-
mutepanun PUO, HeTouHbBIE MaHHBIE 0 MecTe Pab0ThI, 00IACTH HAYIHOTO 3HAHUA U T. JI. IPHUBOIAT
K TOMY, 94TO B 06a3aX OKA3bIBAETCA HECKOJIbKO ABTOPCKUX CTPAHMIL JJIA OJHOIO M TOTO K€ YeJIOBEKa.
B pesysibrare 115 Bcex 0 OTHEIBLHOCTH CUMTAIOTCA UHAEKCHI IUTUPOBAHUS, YTO CHUKAET PEUTHUHT

yY4eHoro.

Ina upentuduraruu aBTopos B ceTax Thomson Reuters nmpoBogut perucrpariuio ¢ IpHuCBOeHH!-
eM yHuKanbHoro uuaekca (ID) a1 kammoro U3 aBTOPOB HAYYHBIX ITyOIHKAITHM.

IIponienypa moayuenns ID 6ecriaTHa u O4eHBb IPOCTA, €CTH BO3MOKHOCTDH IIPOBECTH PETHCTPAa-
nuio Ha 12 s3bIKax, BKIOYAA PYCCKHH (YTOOBI BHIOPATH S3BIK, KINKHUTE HA 3€JeHO0e IM0Jie BBEPXY

cIIpaBa Ha CcTapToBO#M crpanure): https://orcid.org
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— CBEAEHWS O6 ABTOPAX

BAJIOHUH Hayumbiit corpynuur kadenps BACHUJIBEB TIpoceccop xacdenpsr BorumCIH-

IOpI’Iﬁ BBIYHUCIUTEJIbHBIX CUCTEM U CEeTEeU BJIaI[I/IMI’Ip TEeJIbHON TEeXHUKHU W 3AlUTHI WH-

NBanoBHY

Canxkr-Ilerepbyprekoro rocymap- opMaruu YhuMCKOro yHUBEPCH-

Huxonaesuu

CTBEHHOTO yHHMBEPCHTETA aspo-
KOCMHYECKOr0 IPHGOPOCTPOEHHU.
B 2010 roxmy oxomuun Caskr-
ITerepbyprckmii  rocyzapcrBeH-
HBIHl YHHBEPCHTET a3pPOKOCMHYE-
CKOr0 IPHOOPOCTPOEHHMS 110 CIIEIIH-
anpHOCTH «BhrUmenurenvHble Ma-
INWHBI, KOMIIJIEKCBI, CHCTEMbl H
ceTw».

fBnaerca aBropom 17 HaydHBIX
mybnuKanui.

O6nacTb HAyYHBIX HHTEPECOB —
BBIYHMCIUTENbHBIE METOIbI, TEo-
pUs 4HCelL.

1. agpec: yuraball@mail.ru

TeTa HAyKU U TeXHOJIOTHH.

B 1970 roxy oxonumn Ypumcrui
aBHALMOHHBIA MHCTHUTYT IO CIe-
muanbHoctd  «[IpoMblneHHas
JIEKTPOHHUKA».

B 1990 romy sammruin guccepra-
[0 Ha COMCKAHUe yYeHOH crere-
HU JIOKTOPA TEXHAYECKUX HAYK.
fIBnsercs aBropom Gonee 450 ua-
YUHBIX Iy GIUKALH.

O6macTe HAyYHBIX HHTEPECOB —
[IPOEKTHPOBAHNE U HCCIIe0BAHUE
MHOTOYPOBHEBBIX CHCTEM YIIPaB-
JIEHUS CIOKHBIME TEXHUIECKHMHU
00beKTaMH, HHTEIIEKTYaTbHBIX
cucTeM KOHTPOIIS, MOHHUTOPUHTA U
obecrieuernss  MH(OPMAIUOHHON
6e30macHOCTH 06BEKTOB KPHTHYE-
CKOM HMH(OPMAIHOHHOK wuH(ppa-
CTPYKTYPBIL.

9. anpec: vas0015@yandex.ru

BOCTPHKROB

AnexcaHapoBud

Homent kadeapbl BBIYUCIATENH-
HBIX cucrem u cereid CaHKT-
ITerepbyprcroro rocynapcTBeHHO-
r0 yHHBEPCHTETA a3POKOCMHYE-
CKOT0 IPHOOPOCTPOEHHS.

B 2000 roxy oxomumn CaHkr-
Tlerepbyprekuit TocyIapCTBEHHBIN
VHUBEPCUTET  a3POKOCMUYECKOTO
nprOOPOCTPOEHHUS T10 CIEIHATHHO-
cru «BbrumcnuTenbHbIE MALIWHBL,
KOMIL/IEKCBI, CUCTEMBbI U CeTH>.

B 2004 romy sammrumn guccepra-
I[MI0 Ha COMCKAHWE yIeHOU cTele-
HU KaH/JUJaTa TEXHUIECKUX HayK.
fBngerca aBropoM 45 HaydIHBIX
myGIUKAIUi ¥ IBYX CBUIETEIHCTR
0 pEerucTpanud [POrpaMMHOrO
OpoAyKTa.

O6nacTh HAayYHBIX HHTEPECOB —
pacipeseleHHble ¥ BCTpauBae-
Mble HH(OPMAUOHHO-YIPABIAIO-
mue CUCTeMbl, 00paboTKa BH3Y-
alIbHOH WH(OPMALIUH, OLTHKO-HH-
(hopMaIHOHHbIE CHCTEMBI.

1. agpec: vostricov@mail.ru

Baagumup
MuxaiaoBua

TIpodeccop radenpst cucrem coo-
pa u obpaborku wuHOpPMALUH
Boenno-kocMuyeckoil  axageMun
um. A. ®. Moxatuckoro, Cankt-
ITerep6ypr.

B 1988 roxy oxomumn Boemmbrit
WH/KEHEPHO-KOCMUYECKUN HHCTH-
tyr um. A. ®. Mozxatickoro mo cre-
[HATBHOCTHA «JJIEKTPOHHBIE BBI-
YHCIUTENbHbIE MAIINHBL.

B 1993 roxy samumrmn gmccepra-
LU0 HA COUCKAHWE yYEHOH CTele-
HU KaHAHU/aTa TeXHUYECKUX HayK.
fAsnsercs asropom Gonee 100 ma-
YUHBIX IIyOIHKAIMH U IBYX [IATEH-
TOB HA U300pETEHUS.

O6nacte HAYYHBIX HHTEPECOB —
paspaboTka, aHAIU3 U COBEPIICH-
CTBOBAHHE CHCTEM ¥ CPEJICTB
HHPOPMAIHOHHO-KOMIIBIOTEPHOM
6e30IIaCHOCTH.

. agpec: vladimir zima@mail.ru

HNHHUBATOB Crypent 6GakamaBpuara Omckoro KOTEHEKO IIpodheccop, raBHbIH HAyYHBI CO-
Januwni rOCyZapCTBEHHOT0 TEXHHYECKOTO Hrops TPYAHUEK, 3aBefyomuil 1abopaTo-
IIasaoBuY yHHBepCHTeTA. S — pueit IpobieM KOMIIBIOTEPHOR 6e3-

fBnaerca aBropom 41 Hay4uHOH
myGIuKanum.

OfnacTb HAyYHBIX HHTEPECOB —
HCKYCCTBEHHbIH MHTEIIEKT U Ma-
IIHHHOE 00y4YeHHe.

9. agpec: daniilini@mail.ru

onacHocru Caukr-IlerepOyprekoro
HHCTHTYTa WHPOPMATHKA U ABTO-
marusanuu PAH.

B 1983 rony oxonumnn Boerro-koc-
Muyeckyo akagemuio uM. A. ®. Mo-
SKAMCKOT0 II0 creruanbaocta «Ma-
TeMaTHIeCKoe 00ecredeHne aBTo-
MaTHUSUPOBAHHBIX CHCTEM YIIPAaB-
neuus», 8 1987 rony — Boenmyio
aKaJeMHI0 CBA3U M0 CIEIUAIbHO-
cru «MHKeHepHAas aBTOMATHU3HPO-
BAHHBIX CHCTEM yTIPABJICHU.

B 1999 roxy sammrun guccepra-
[WI0 HA COMCKAHWE YYEHOH CTere-
HU JIOKTOPA TEXHUYIECKUX HAYK.
fBnserca aBropom 6oree 500 Ha-
YYHBIX yOIUKATUNA.

O6nacte HayYHBIX HHTEPECOB —
6e30MaCHOCTh KOMIIBIOTEPHBIX Ce-
Teit, 00HAPYKEeHHe KOMIIBIOTEPHBIX
aTax, Me;KCEeTeBbIe DKPAHBI H JIP.
. azpec: ivkote@comsec.spb.ru

WHPOPMALIMOHHO-YMPABJIAIOLLUE CUCTEMbI
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\ CBEJIEHVISA O6 ABTOPAX \
KPIOKOB IIpenonasarens kadenps! cucreMm KYPTAHHUK Crapmnii npernogaBarens kaden-
Poman cbopa u 00paboTKH WHGOPMAHA ,I[a}mn.n PBl BBIYHCIWTEIBHBIX CHCTEM U
OeroBma BoeHHO-KOCMUYECKOH  aKafeMun Braxavuposuy cereit Canrr-IlerepGyprexoro ro-

um. A. ®. Moxaiickoro, CaHKT-
Ilerepbypr.

B 2013 roxy oxornunn Boerno-xoc-
Muyeckyio akagemuio um. A. ®. Mo-
JKaMCKOro Mo crernuanbHocTH «BoI-
YHUCIUTEJIbHbIE MAIIUHBI, KOM-
IJIEKCBI, CHCTEMBI H CeTH».

B 2020 romy sammrun maumccepra-
W10 HA COMCKAHWE yIeHOU CTele-
HU KaHAHW/JaTa TeXHUYeCKUX HayK.
fBnserca aBropoM mecsiTH Hayd-
HBIX Iy OIHKALH.

Ob6macTh HAayYHBIX HHTEPECOB —
TEOPHA WIP, METOAbl MPHUHATHSL
pelIeHWH B YCIOBHUAX HeOIpese-
JIEHHOCTH, CHCTeMbl HH(OpPMAI[H-
OHHO# 6€30MACHOCTH.

1. agpec: roman682@yandex.ru

CYHApCTBEHHOT0  yHHBEPCHTETA
23POKOCMHUIECKOro IIpubopocTpoe-
HUAL

B 2010 roxy oxomumn Camapcruit
TOCYJAPCTBEHHBIH a3pOKOCMIde-
CKUH YHHBEPCUTET UM. aKaJeMUKa
C.II. Koponéga 1o crenuaibHOCTH
«MexaHuEa».

fIBnsercs aBropom 6omee 20 Hayu-
HBIX IyOMUKAHH,

O6macTe HAyYHBIX HHTEPECOB —
BBIYACIUTENbHAS  MaTeMaThKa,
YHCIEHHbIH aHAIN3 U OPTOTOHATb-
HBIe IPpe00pas3oBaHuU.

. agpec: dvk88@yandex.ru

JIE
Tyan Hryen Xoii

CTyzmeHT, acCHCTEHT HCCiIesioBaTe-
151 B TPYILIIE 10 HAYKe O JAHHBIX Ha
(akynprere  HH(OPMAIHOHHBIX
TEXHOIOTMH YHUBEPCUTETA HAYKH
u TexHomoru#, Yuusepcurer [a-
Haura, BoetHam.

O6macTs HAYYHBIX MHTEPECOB —
B3aUMO/IEHCTBYE Yel0BEeKa C KOM-
OBIOTEPOM, WCKYCCTBEHHBIA WH-
TEJLIEKT U AHAH3 JAHHBIX.

1. appec:

102210359@ svl.dut.udn.vn

JJOSKHUKOB
IlaBex
Cepreesuu

3asenywomuii  Kadegpoi  KoM-
[IJIEKCHOM 3aIMUTHl WH(POPMAIUH
OMCKOro TOCyZJapCTBEHHOTO TeX-
HUYECKOT0 YHHBEPCUTETA.

B 2000 romy oxomumn Owmckuit
TOCYJJapCTBEHHBIH TEXHUYECKUH
VHHUBEPCUTET MO0 CIEUaIbHOCTH
«ABTOMaTI/I.'iI/IpOBaHHLIe CHCTEMBI
06paboTku HH(OPMAIMH U YIIPAB-
JIEHHUd».

B 2005 roxy sammrua guccepra-
[MI0 Ha COMCKAHWE yIeHOMH cTele-
HU KaHAH/aTa TEXHUYECKUX HAYK.
fBnsiercsa asropom Gomee 100 Ha-
VYHBIX MHyOIMKAaNUi W YeThIpex
[ATEeHTOB HA U300peTeHus .
O6nacTh HAyYHBIX MHTEPECOB —
WCKYCCTBEHHBIN WMHTEJUIEKT, WH-
opmannoHHbIE TEXHOJIOTHH,
WHPOPMAIHOHHAA (e30I1aCHOCTb,
pacmnosHaBaHue 00pasos.

. agpec: lozhnikov@gmail.com

HI'VYEH
Bau 3yur

CTyzieHT, acCHCTEHT HCCIefi0BaTe-
JISL B TPYILIIE II0 HAYKE O JAHHBIX HA
(arynprere  MHPOPMAIMOHHBIX
TeXHOJIOTHH YHUBEPCUTETa HAyKH
¥ TexHomoru#, Yuusepcurer [la-
HaHra, BeeTHam.

O6macTs Hay4HBIX HHTEPECOB —
METOAbI aHAIN3a JAHHBIX, UCKYC-
CTBEHHBIN WHTEJIEKT U 00paboTKa
n300pasKeHu.

1. azpec:

102210356@ svl.dut.udn.vn

HOBUKOBA
EBrenuns
Cepreesna

HouenT radenps! uHpOPMALHOH-
veix cucreM Camxr-IlerepOypr-
CKOTO TOCY/{aPCTBEHHOT0 HTIEKTPOTEX-
HHudeckoro yausepcurera «JI9TH»,
CTapUIni HAYYHBIN COTPYAHUK Ja-
Goparopuu mpobIeM KOMIIBIOTED-
uoit Gesomacuoctu Canxr-Ilerep-
Gyprcroro HHCTUTYTa UHPOPMATH-
Ku 1 apromaTusanun PAH.

B 2007 roxy okonumna yHuBepcu-
rer JIOTHU» mo cmemuambHOCTH
«Kommpiorepras 6€301aCHOCTE».

B 2010 roxy samwuruia amccepra-
M0 HA COUCKAHYE YYEHOH CTeNIeHH
KaHJu/iaTa TeXHANYECKHX HayK.
fBasiercs aBropom Goree 150 Ha-
YUHBIX IIyOIUKAIMH U TPEX aTeH-
TOB Ha U300pETeHHUs.

O6nacTe HAyYHBIX HHTEPECOB —
KOMIIbIOTEpHAL 6e3011aCHOCTb,
IIpUMEHEeHrne METOJ0B MAIMHHOTO
00y4eHHs 17T BBIABIEHHUA aHOMA-
nuii B KubepdusnHyeckux cucre-
Max u Jp.

9. agpec: novikova@comsec.spb.ru
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yd CBEJJEHUA Ob ABTOPAX /

PBIKOB Acnupanr Wncruryra undopma- CEPTEEB JouenT kadeapsl BHIYHCIHTEND-
KOHCTaHTI/IH IMOHHBIX TEXHOJOTUH 1 mporpam- AJIeKcaHZ[p HBIX cucreM u ceteir CaHKT-

Muxamnaosua

muposanus  Caugr-IlerepOypr- ITerepbyprekoro rocyaapcTBeHHO-

IOpsesnu

CKOTO TOCYJapCTBEHHOTO YHHBED-
cuTeTa a’spOKOCMHUYECKOro mprbo-
POCTPOEHHUS.

B 2018 roxy oxomumn Mmarucrpary-
py Cankr-Ilerepbyprcroro rocy-
JApCTBEHHOTO YHUBEPCHTETA an-
POKOCMHYECKOT0  IpPUbOpoCcTpoe-
HUA 1o crenuaiabHocTH «MHDOD-
MarTHUKa ¥ BBIYMCIUTENbHAS TeX-
HUKa».

fIBnsercsa aBropoM nATH HAYIHBIX
ny6auKanui.

Ob6acTh HAyYHBIX HHTEPECOB —
OombIle JlAHHBIE, WCKYCCTBEH-
HBIf WHTEJIEKT, WH(OPMAIMOH-
Hasd 0e30macHOCTh, KBAHTOBbBIE
TEXHOJIOTUH A 1.

1. appec:
Konstantin.r02.27@gmail.com

I0 YHUBEPCHTETA a3pPOKOCMHIYE-
CKOTr0 IPHOOPOCTPOEHHS.

B 2004 romy oxomumn Cankr-
Ilerepbyprckmii  rocyxapcTBeH-
HBIH YHHBEPCHTET a3pPOKOCMIYe-
CKOT0 IPHOOPOCTPOEHHUS TI0 CIIEIIH-
ampHOCTH «BhIumcnurenpHble Ma-
IIWHBI, KOMIIJIEKCBI, CHCTEMBbI H
cetw».

B 2020 romy samwurun amccepra-
[IWI0 HA COMCKAHUE YYEHOH CTere-
HU KaHauaaTa TeXHU4YeCKUX HayK.
fABnsiercs aBropoM 38 HayYHBIX
myOIUKAIH.

O6macTe HayYHBIX HHTEPECOB —
YHCIEHHbIE METOIBI, TEOPUS BBI-
YHCIUTENbHBIX IIPOIIECCOB, IPOEK-
THPOBAaHHE  CIEIWATN3HPOBAH-
HBIX IIPOLIECCOPOB.

9. amgpec: asklab@mail.ru

B 2009 roxy oxonunn Cubupckyio
rOCY/JapCTBEHHYI0 aBTOMOOUIBHO-
JOPOKHYI0 AKAJEMHUI0 10 CIIeI[H-
anpHOCTH  «KoMmmiexcHoe obec-
meyeHne HH(POPMAUOHHOK 6e3-
OIaCHOCTH aBTOMaTH3HPOBAHHBIX
cucTem».

B 2014 romy samwmrun puccepra-
I[MI0 Ha COMCKAHWE yIeHOU cTelre-
HH KaHJUJaTa TEXHHIECKUX HaYK.
fBngercsa aBropom Gonee 130 Ha-
YUHBIX IyOGIUKAIKHA U OZHOTO IIa-
TEeHTa Ha H300peTeHue.

O6nacTb HAYYHBIX HHTEPECOB —
pacro3HaBaHue 00pasoB, MaIlHH-
HOe o0yueHue, GHOMETPHS, UCKYC-
CTBEHHBIH HHTEIUIEKT, 3aIluTa
uH(pOPMALMH,  HCKYCCTBEHHbLIE
HEeHPOHHBIE CEeTH.

Ax. appec: sulavich@mail.ru

CYJIABRO TouenT xadenpsl KOMIIEKCHOR DPAM CryneHT, acCHCTEHT HCCIIeoBaTe-
Aekceint samurel uHpopmanuux Omckoro 3yn Tuna I B I'PyIIIIE IO HayKe O JAHHBIX Ha
EBrennLepm TOCyapCTBEHHOTO0 TeXHHYeCKOTo thakyrprere  HHMOPMAIMOHHBIX

YHHBEpPCHTETA. TeXHOIOTHY YHUBEpPCUTETa HAyKH

u TexHojIOrHH, YHuUBepcurer [a-
Hanra, BeerHam.

O6mnacTe HayYHBIX HHTEPECOB —
METO/bl aHANN3a JaHHBIX, HCKYC-
CTBEHHBIN HHTEIIEKT 1 00paboTka
1300pasKeHui.

1. ajpec:
102210380@svl.dut.udn.vn

Kour Txanr

IIpenonasarens dakynbrera uH-
(opmanuonHbIx TexHOIOTHE [a-
HAHICKOTO YHUBEPCUTETA HAYKU U
rexHojoruii, [lananr, BeetHam.

B 2013 roxgy oxomumn Tymabckmit
rOCYyJapCTBEHHBIA  YHUBEPCHUTET
0 cHenuanbHOCTH «Borumenn-
TENbHbIE MALIWHBI, KOMILIEKCHI,
CHCTEMBI U CeTH».

B 2016 roxmy sammrun puccepra-
I[MI0 HA COMCKaHUe y4eHOH cTele-
HU KaHJWJaTa TeXHUYIECKUX HAyK
B Tymbckom rocysapcTBeHHOM
YHUBEPCHUTETE.

fABnsgerca aBropom 30 HaydHBIX
myOnuKanui.

O6nacTh HAayYHBIX HHTEPECOB —
00paboTka u300paKeHNH, MAIIHH-
Hoe 00y4eHwre, HayKa O JaHHBIX.
9x. appec: pcthang@dut.udn.vn

®EJJOPYEHKO

BaagumupoBHa

Crapuiuit Hay4HbIH COTPYAHUK Ja-
Goparopuu mpobIeM KOMIBIOTED-
Hoit 6Gesomacuoctu Camkr-Ilerep-
Gyprcxoro HHCTUTYTa HHPOPMATH-
k¥ v apromarusanuu PAH.

B 2009 romy oxomumna CaHkr-
IlerepGyprekmit  rocymapcrBeH-
HBIH DIEKTPOTeXHUYECKUH YHU-
Bepcurer «JIOTH» mo cmenuans-
Hoctu «KommbiorepHas Gesomac-
HOCTB».

B 2017 roxy samuruna guccepra-
[WI0 HA COMCKAHWE YYEHOH CTere-
HY KaH/[UaTa TeXHHIECKUX HAYK.
fAsasiercs asropom Goree 100 Ha-
YUHBIX Iy OIuKaHi

O6nacTh HAyYHBIX MHTEPECOB —
uH(pOpManHOHHAT 6€30IACHOCTD 1
KOH()HIEHIIHATBHOCT mmepco-
HAJIbHBIX JAHHBIX, AHAIH3 U OLIEH-
Ka UH(OPMAIMOHHOH 0e30macHo-
CTH U KOH(bI/II[eHI_[I/IaJ’IBHOCTI/I 1ep-
COHAJbHBIX JAHHBIX U JIP.

911 azmpec:
doynikova@comsec.spb.ru

WHPOPMALIMOHHO-YMPABJIAIOLLUE CUCTEMbI
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Ipenonasarens daxynsrera cra-
THCTHKA ¥ HH(OPMATUKUA IKOHO-
MHYecKoro yHuBepcurera, Jla-
HaHICKUH yHuBepcuter, [laHaHr,
Brernam.

B 2018 roxy oxornunna marmcrpa-
typy Tyabckoro rocynapcrBeHHO-
r0 YHHBEPCUTETA [0 CHEIHANBHO-
cru «[lpuknagnas maremaruka u
uHpopMaTHKA».

fBnaerca aBropom 15 HaydHBIX
mybnuKanu.

ObuacTb HAYYHBIX MHTEPECOB —
06paboTka n306paKeHni, MAIINH-
HOe 00yJeHwme.

1. agpec: thaotran@due.udn.vn

CBEJEHUA Ob ABTOPAX

NAMATKA AN ABTOPOB

Ilocmynaowue 6 pedaxyuio cmambvu npoxodam obs3amenbroe peyeH3uposane.

IIpy HANTMYMY ITOIOKUTENHBHON PEIeH3UH CTAThI PacCMaTpUBaeTCd PEeJAaKIMOHHON KOJLIeTHeH.
IIpunaraa B meyars cTaThd HAIPABIAETCI aBTOPY A COTTIACOBAHUA PEIAKTOPCKUX IIpaBok. Ilocie

CoryiIaCoBaHUs aBTOP IIPeACTaB/IsdAeT B PeJaKITUIO OKOHYATEIbHBIH BapuaHT TEKCTa CTaTbHU.

IIpomenyps! cornacoBaHuA TEKCTa CTATHH MOTYT OCYILLECTBIATHCA KaK HEIIOCPENCTBEHHO B pe-

JaKuu, Tak u mo e-mail (ius.spb@gmail.com).

HpI/I OTKJIOHEeHHUHU CTaThbU peJaKIusd IIpeACcTaB/IdeT aBTOPY MOTHBHPOBAHHOE 3aKJ/II0OUeHNe U pe-

[IEHBHIO, IPH HEOOXOUMOCTH 0paboTaTh CTATHI0 — PEIIeH3HIO.

Peaa}cuuﬂ UCYPHQAIA HAnoOMUHaem, 1nio omeemcmeeHHocmby

3a aocmoeepnocmb U MOHYHOCMb PEKAAMHDBIX MAMEPUQAI08 HeCyn pe}mamoaameﬂu.

N\
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YBakaeMbIe aBTOPBI!

IIpu moaroToBKe pyKomuceil crareil HEO0OX0AUMO PYKOBOACTBOBATHCA CJIEAYIONIUMH PEKOMEHIAIIHAMMI.

CTaTbI/I OOJIKHBI COEPEATh HU3JIOKEHHWE HOBBIX HAYYHBIX PE3yJIbTaTOB. HaSBaHI/Ie CTaTbu OOJIKHO 6I)ITI) KpaTKHuM, HO
uH(pOpPMATUBHLIM. B HasBaHuu HEIOIIyCTHMO HUCIIOIb30BaHNE COKPAIleHuH, KpoMe caMbix obmenpuuaTsix (PAH, P®, CAIIP
W T.IL).

Texker pykomucH NoJKeH 6bITh OPUTHHAIBHBIM, & IUTUPOBAHKWE U CAMOIIUTHPOBAHUE KOPPEKTHO 0)OPMIIEHO.

O6weM craThu (TEKCT, TAOIUIbI, WTIOCTpAnny U 6ubnuorpadusa) He JOKEH IPeBBIIAThH SKBUBAIeHTa B 20 cTpanwuil,
HaneyaTaHHbIX HA Gymare popmara A4 Ha oHOM cropore uepes 1,5 unrepsana Word mpudrom Times New Roman pasmepom
13, mona He MeHee IBYX CAHTHUMETPOB.

O0s3aTeIBbHBIMEU SJIEMEHTAMH O(POPMIIEHHS CTAThU SABIAOTCA: wHAekc ¥ K, sarmasue, nHuIuans u amuaua asropa
(aBTOPOB), yueHAas CTEIeHb, 3BaHUe (IIPXU OTCYTCTBUY — JOJIKHOCTS), IOJTHOE HA3BaHUe OPTaHU3aIlINH, AHHOTAIUS U KJII0UYEBbIe
ciaoBa Ha pycckoMm u auriauiickoM a3bikax, ORCID u ameKTpoHHBIN agpec OAHOrO U3 aBTOPOB. [Ipy HanucaHuM AaHHOTAIIMHA
He UCIIONb3yiTe ab0peBuaTyp U He [enaiTe CCHUIOK HA HCTOYHUKHN B CITUCKE JTUTEepaTyphl. [IpemocTaBisaiiTe moApHUCyHOUHbBIE
TIO/ITIUCH U HA3BAHUA TAOIUI] HA PYCCKOM M AHTJIMICKOM S3BIKAX.

Crarbu aBTOPOB, He NMEIOIIUX YIEHOH CTeIleHH, PeKOMEeHyeTcs IIyOIHKOBATh B COABTOPCTBE C HAYIHBIM PYKOBOIUTENIEM,
HaJIM9¥e TIOAMYCH HAyIHOTO PYKOBOJUTEA HA PYKOIIUCH 003aTeIbHO; B CIydae CAMOCTOSITeIBHOM Iy OIUKaIii 0013aTeIbHO
[IPeOCTaBIANTe 3aBEPEHHYIO 110 MECTy paboThl PEKOMEHIAIUI0 HAYYHOTO PYKOBOJIUTEIS C YKA3aHUEM ero (haMuiny, IMeHH,
oT4ecTBa, MecTa PaboThI, JOJBKHOCTH, YIEHOTO 3BaHUs, YIEHOU CTEIIeHH.

IIpocrere ¢popmynsr nabupaiite B Word, cioosxkubie ¢ momoinbio pemakropa Mathtype uwinu Equation. [lma mabopa
OIHON (DOPMyJIBI HE WCIONBb3yHTe ABA PeJaKTopa; mpu Hatope ¢opMmysa B (OPMYJIbHOM PENAKTOPe 3HAKH TPEIUHAHU,
orpanwyuBamiue GopMmyiay, Habupaiite BMecTe ¢ (DOPMYJIOHN; AJA yCTAHOBKM pasMmepa mmpudTa B Mathtype mukorma me
monbayiTech Brkmagkoi Other, Smaller, Larger, ncrmonbsyiiTe 3aBOACKHE YCTAHOBKH PEIaKTOpa, He IMOATOHIUTE pasMep
CHMBOJIOB B (hOopMyJIax oz pasMep Ipudta B TEKCTe CTaThU, He PACTATHBANTE U He CIKUMAaTe MBIIIbI0 (DOPMYIIbI, BCTABIEHHbBIE
B TeKCT; mpobesibl B hOpMyJIe CTABBTE TOJIBKO IIOC/IE 3alAThIX Npu nepevyuciennu ¢ momoinbio Ctrl+Shift+Space (mpoben);
He oTHensAiTe mpobeiaMu 3HAKU: + = — X, & TakKe IIPOCTPAHCTBO BHYTPH CKOOOK; IS BBIAEJIEHHS IPEUYECKUX CHMBOJIOB
B Mathtype nomxy:xupubM Hauepranuem ucnoabdyire Style — Other — bold.

g nabopa dpopmyn B Word HuKOT1a He UCIOIB3YHTE BKIAAKU: «¥Y paBHeHHe», «KoHCcTpyKTODP», «POpMyna» (Ha BepxHEH
nanenu: «BeraBka» — «YpaBHeHHe»), TAK KaK 9TOT PeCypc MpeaHasHaYeH TOIbKO JJIS BHYTPEHHEro ucnorb3osanusa B Word
¥ He TO/JIePKUBAETCA TIPOrPaMMaMHU, IPeIHA3HAYEHHBIMH JIJI U3TOTOBJIEHUS OPUTUHAI-MAKeTa JKypHAIA.

Ilpu mabGope CUMBOJIOB B TEKCTE IIOMHUTE, YTO CHMBOJBI, 0003HAYAEMbIe JATHHCKAMHU OYKBaMH, HAOMPAIOTCA CBETILIM
KYPCHBOM, PyCCKUMHU U IPEYECKUMHU — CBETJIBIM IIPIMbIM, BEKTOPBI X MATPHUIGI — IPIMBIM HOJIYKHUPHBIM IIPHQTOM.

Tloppo6uee cm. http://i-us.ru/index.php/ius/author-guide

HNnnrocrpanmmnn:

— PHCYHKH, TpaUKH, AUATPAMMBI, OJIOK-CXEMbI IIPEJOCTABISINATE B BU/E OTAEIbHBIX UCXOMHBIX (PAMIOB, IOJIAOIIUXCS
PeIaKTHPOBAHUIO, MUCIIOIb3ysT BEKTOPHBIE mporpaMmbl: Visio (*.vsd, *.vsdx); Adobe Illustrator (*.ai); Coreldraw (*.cdr,
Bepcus He Bbime 15); Excel (*.xls); Word (*.docx); AutoCad, Matlab (sxcmmopr 8 PDF, EPS, SVG, WMF, EMF); Kommnac
(oxcmopt B PDF); Be6-mopran DRAW.IO (skcmopr B PDF); Inkscape (sxcmopr 8 PDF);

— cporo u pacTpoBbie — B popmare *.tif, *.png ¢ makcumansHbIM paspemrenuem (He meree 300 pixels/inch).

Hanuvne noaprcyHOYHBIX OAINCEH U HA3BAHUE TAOIUI] HA PYCCKOM M aHTJIMHCKOM A3BIKAX 0013aTelIbHO (3KeIaTeaIbHO
HE IOBTOPSIOIINX JOCIOBHO KOMMEHTAPUH K PUCYHKAM B TEKCTE CTaThH).

B penaknunio mperoCcTaBIgIOTCA:

— cBepeHns 06 aBrope ((pamMuiws, WMs, OTYECTBO, MECTO PabOThI, AOJKHOCTb, YU€HOEe 3BaHUE, yuyeOHOe 3aBeleHue
¥ TOJl er0 OKOHYAHWs, YyUEHAs CTEIEeHb W TOf 3al[UTHI AUCCEPTAIUNH, 00IaCTh HAYYHBIX MHTEPECOB, KOIUYECTBO HAYIHBIX
IMyOaUKAITUN, JOMAIHUN U ClIy:KeOHbIM ampeca u Teimedoubl, e-mail), poro aBropos: andac, B TeMHOHU omexae Ha OeroMm
(ome, mOMKHBI OBITH BUAHBI IJIEUM W TPYAb, BHICOKASI CTEIEHb YETKOCTH M300paskeHus 6e3 TeHed W OTOIECKOB Ha JIHIIE,
(hoTO MOKHO TIpEACTABUTD B IEKTPOHHOM Buze B dopmarte *.tif, *.png, *.jpg ¢ MakcHMaIbLHBIM paspeleHreM — He MeHee
300 pixels/inch npu MurHEManbHOM pasmepe (oo 40x55 Mm;

— DKCIIEPTHOE 3aKII0YEHNUE;

— YKCIIOPTHOE 3aKII0YEHHE.

CHuCoOK TATEpPaTypPhI COCTABISIETCH 110 MOPAIKY CCHIIOK B TEKCTE U 0(POPMIISIETCS CIeLYIOIIIM 00pasoM:

— JUIST KHUT ¥ COOPHUKOB — (paMMJIUA ¥ WHUIIUAIBI aBTOPOB, IIOJIHOE Ha3BaHue KHUTH (COOPHMEKA), TOPOI, H31aTeIbCTBO,
roj, ofiiee KOJIM4YecTBO cTpanHwuil, doi;

— IS JKYPHAIBHBIX CTaTedl — (aMWINA W WHHUIAAILI aBTOPOB, IOJIHOE HA3BaHWE CTAThbH, HA3BaHWeE JKypHAasa, Tof
W3IaHusg, HOMEp JKypHasa, Homepa crpanurl, doi;

— CCBUIKM Ha WHOCTPAHHYIO JTUTEPATyPy CIeAyeT NaBaTh Ha A3bIKe OPUTHHATIA 6e3 COKpalleHuit;

— IIPH UCIIOJIH30BAHUU Web-MaTepuanos yKasbiBaiTe aapec caiTa u aaTy 00palleHus.

Crucox murepaTypbl 0(POPMISHTE IBYMS OTAEIbHBIMU Oiokamu mo obpasnaum lit.dot Ha caiire xypuana (http://i-us.ru/
paperrules): JIureparypa u References.

Bosee moxpo6bHO mpaBuia MOATOTOBKU TEKCTA ¢ 00pasiiaMy W3JIOXKEHbI Ha HalleM caiite B paspene «PykoBomcTBO s
aBTOpPOB» — http://i-us.ru/index.php/ius/author-guide.

Kourakrsl
Kyna: 190000, r. Caunxr-Ilerep6ypr, yiu. Bonbmas Mopckas, a. 67, mur. A, TYAIT, PUI]
Kowmy: Pemakmms sxypuana «Au(popManinoHHO-yIIPABIIIIONINE CHCTEMbBI»
Ten.: (812) 494-70-02
Ja1. moura: ius.spb@gmail.com
Caiir: www.i-us.ru





